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APXITEKTYPHI IPUHIIUIIA 3ABE3ITEYEHHA BEPPIQ:IKA].[IT TA AKOCTI
CUCTEMMU CTBOPEHHSA IUPPOBUX ABIMHUKIB
MEJIUKO-BIOJIOT'TYHUX OB'EKTIB

Y ecmammi posensioatomvca apximexmypui npunyunu sabesnevenns eepuikayii ma aAxocmi cucmem CMEOPEHHs
yugposux O08iliHUKIE Meouro-6ionociunux 06'ckmis. Ocobaugy yeazy npudileHo NUMAHHAM MOOYIbHOCMI ma  i304AYii
KOMNOHEHMIB, W0 00360A€ NOKPAWUMU MECMYBAHHS MA CHPOWYE BUAGLEHHA NoMunoK. Onucano UKOpUCMaHHs agmomamu3ayii
mecmy8anus 01a WEUOKOiL eepugbixayii 3miH y cucmemi, 30Kpema uepe3 BUKOPUCMAHHA KOHmetinepie Docker ona izonayii
cepedosuly po3poOKU, MecmyeaHHs ma NpoOAKH-cepe0osuwy. Poszensanymo MikpocepgicHy apximekmypy, saKa CHpUse
He3aNedHCHOMY MeCMYBAHHIO Md PO320PMAHHIO KOMNOHeHmie cucmemuy. OKpiM Yb0o2o, GUCEIMAEHO MEMOOONO02I] MeCmyBaHHs Ha
OCHOBI MOOe, [HMe2payiiitHo20 MeCmy8aHHs ma mecmyeanHs 6 peaivHomy uaci. I[Ipeocmasneno 02nad iHcmpymenmis O0s
mecmyearHs, maxKux sk cucmemu besnepepsHoi inmeepayii ma oocmaexu (CI/CD), ¢petimeopku 0nisi mecmysants ma cucmemu
MOHIMOPUHZY Ma 102y8aHHA. JJo0amKO80 pO32AHYMO apXimeKmypHi piulenHs 04 3a0e3neyents mouHocmi ma 00CmogipHOCHI
O0aHUX, WO BUKOPUCHOBYIOMbCA cucmemoto. [Ipakmuyni npuxiaou GKIOHAIOMb MeCmy8anHs Yyu@pogozo OGIUHUKA 20pMAHi
JHOOUHU 3 BUKOPUCTNAHHAM 3ANPONOHOB8AHUX NIOX0I8 MA IHCMPYMEHMI8, A MAKOXHC AHANI3 pe3yn1bmamie sepugbikayii cucmemu.

Kniouosi cnoea: indicenepia npospammozo 3abesneuents, apximekmypa npozpamio2o 3a0e3nevents, asmomamusayis
mecmyganmsi, 6epugpixayiss, MoOYIbHICIMb, KOHMEUHEPU3AYis, Yu@dposi O8IIHUKU, MeOUKo-0i0N02iuHi 06 'ckmu.

PESCHANSKII VLADYSLAV

National Technical University of Ukraine "Igor Sikorsky Kyiv Polytechnic Institute"
SULEMA YEVGENIYA

National Technical University of Ukraine "Igor Sikorsky Kyiv Polytechnic Institute"

ARCHITECTURAL PRINCIPLES FOR ENSURING VERIFICATION AND QUALITY IN SYSTEMS FOR
CREATING DIGITAL TWINS OF BIOMEDICAL OBJECTS

The article presents architectural principles aimed at ensuring the quality and reliability of systems for creating digital twins of
biomedical objects, with a particular focus on the human larynx as a key research subject. It notes that digital twins have significant potential for
accurately simulating the physiological characteristics and states of real organs, opening new avenues for medical diagnosis and treatment. To
achieve high-quality digital models, the proposed system combines modularity and component isolation, providing development flexibility,
facilitating error detection, and enhancing system resilience.

A crucial implementation aspect is the use of Docker containerization, which enables unified environments for development, testing,
and deployment, ensuring stable operation of all components in real-world conditions. Leveraging a microservice architecture, each system
component can be developed and deployed independently, contributing to system flexibility and adaptability to various medical needs. Furthermore,
the architecture allows for easy scaling to meet the requirements of specific medical facilities and professionals.

To enhance data accuracy and relevance, the system integrates information from various sources, such as video, audio, and other
medical data types, converting them into a unified format to facilitate further analysis and processing. This integration enables doctors to access
comprehensive and consistent information on patient status, improving diagnostic accuracy and treatment effectiveness. Based on collected data,
a digital twin of the patient’s larynx is created, reflecting physiological and functional characteristics in real time, which allows doctors to predict
disease progression and select the most effective therapeutic strategies.

The system also upholds high data security standards by implementing multi-level authentication and encryption to protect patient
information. Data anonymization principles preserve confidentiality, and distributed storage reduces the risk of unauthorized access. Intuitive
interfaces for visualizing digital twins allow doctors to analyze medical data in detail and make informed decisions regarding patient treatment,
significantly improving the quality of healthcare services.

Thus, the proposed architecture enables the creation of high-precision digital twins of biomedical objects and supports a comprehensive
approach to diagnosis and therapy, marking an important step forward in the development of digital medicine and personalized treatment.

Keywords: software engineering, software architecture, test automation, verification, modularity, containerization, digital doubles,
medical and biological objects

IMocranoBka npodJeMu
Hudporsizariiss 0XOpOHH 3A0POB'S € OTHUM 13 KIIOUOBHX HANPSIMKIB PO3BUTKY MEIMYHOI ramysi, o CIpusie
MiABUICHHIO €(QEKTHBHOCTI MEIUYHUX JOCIIKCHb, MIarHOCTUKHA Ta IIKyBaHHA. BrpoBajpkeHHS HU(PPOBUX
JBIMHUKIB MEINKO-010JIOT1YHUX 00'€KTIB, TaKMX SK T'OPTaHb JIIOAWHH, € BAKJIMBHM KPOKOM Y LOMY HAIPSMKY.
[TudpoBi nBiiiHUKYN JO3BOJSIOTE BIITBOPIOBATH (i3ionoriuHi Ta (yHKIIOHAIBHI XapaKTEPUCTHKH peajbHUX 00'€KTIB,
10 BiZIKPHBA€ HOBI MOXKJIMBOCTI JUIS iX JOCIIJDKEHHS Ta MOJICJIIOBAaHHS B YMOBax, OJIM3bKUX 0 peasibHUX. OJHAK,
CTBOPEHHS Ta BIPOBAKCHHS TAKUX CUCTEM CYNPOBOKYETHCSI HU3KOIO 3HAYHUX BHUKJIMKIB.
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OcHoBHa mpobnema mossrae B 3a0e3nedeHHi SKOCTI Ta Bepudikamii po3podmoBanux cucteMm. Lludposi
JBIHUKY CKJIQAIOTHCS 3 YUCICHHUX KOMIIOHEHTIB, KOJKEH 3 SIKMUX BUKOHYE IEBHI (YHKII Ta BUMarae peTeibHOro
TectyBaHHS [1-2]. 3abe3neueHHs BUCOKOT SIKOCTI Ta JOCTOBIPHOCTI JaHUX € KPUTHYHO BAXKIIMBUM JUISl TAKUX CHCTEM,
OCKIJIbKH HaBiTh HE3HAYHI TOMUJIKA MOXKYTh IIPU3BECTH 110 HEMPABIMBHX PE3yJIbTATIB JOCIIIKEHb A00 HEKOPEKTHHUX
MEIUYHHX PILICHB.

OpHi€I0 3 OCHOBHUX CKJIQJIHOCTEH € MOJYJIBHICTh Ta 13071111 KOMITOHEHTiB. Cy4acHi CHCTEMH MaloTh OyTH
PO3IOJIIEHNMH Ta CKJIaJaTUCS 3 OKPEMHUX MOJYJIIB, sIKi NMPAIIOIOTh HE3aJekHO ONUH Bij oxHoro. Lle yckiamgHioe
MPOIIEC TECTYBAHHS, OCKUTBKH KOXXEH MOIYJb IOBHHEH OyTH PETENbHO NEepeBipeHUIl Ha CYMICHICTH 3 IHIIUMH
MOJYJISIMH Ta Ha 34aTHICTh (DyHKIIIOHYBaTH aBTOHOMHO.

[HIIMM BaXKJIMBUM AacCIIEKTOM € aBTOMAaTH3allis TecTyBaHHSA. B yMoBax NOCTiffHOro OHOBJICHHS Ta
BIOCKOHANICHHS CHCTEM, Dy4YHE TECTYBaHHA CTa€ Hee(eKTHMBHMM Ta 3aHAaITO TPYAOMICTKMM. BuKopucTaHHS
ABTOMATH30BaHUX TECTIB MO3BOJIIE 3HAYHO IMPHUIIBUIIIUTH MIpoIiec Bepudikamii 3MiH y cucteMi, 3a0e3nedyodn npu
I[bOMY BHCOKY TOYHICTb Ta IOBTOPIOBAHICTb PE3yJIbTATIB.

KpimM TOro, BaXIMBUM € TUTaHHS KOHTEWHepH3alii Ta BUKOPHUCTaHHS MIKPOCEPBICHOI apXiTeKTypH.
KonreitHepu3ais 103BOJISI€ 130/II0BATH CEPEOBUIA PO3POOIICHHS Ta TECTyBaHHS, 11O IiIBUIIYE THYYKICTh CHCTEMH
Ta MOJIETIIYE Mpolec TecTyBaHH: [3]. MikpocepBicHa apXiTEeKTypa, B CBOIO Uepry, 3a0e3rnedye He3ale)KHe TECTyBaHHS
Ta PO3rOPTaHHS KOMIIOHEHTIB CHCTEMH, IO JIO3BOJISIE MIBUKO BHSBJIATH Ta YCYBaTH IIOMUJIKH.

Merto010Tii TECTyBaHHSI, TaKi sIK TECTYBaHHS Ha OCHOBI MOJIEJI, IHTerpalliifHe TeCTYBaHHS Ta TECTyBaHHS B
peaTBHOMY Yaci, TAKOXK € BOKIUBHMH JUIs 3a0e3IIeUeHHs SIKOCTI CHCTEMH. BUKOpycTaHHS MoJesell s CTBOPEHHS
TECTOBHUX CIICHApiIB TO3BOJISE TIEPEBIPUTH BiIMIOBITHICTE CHCTEMH BUMOTaM, a IHTETpaIifHe TECTYBaHHS JI0IIOMAarae
BUSBJIATH NPOOJIEMH y B3a€MOZIi MK MOIyJIsIMU. TecTyBaHHS B pealbHOMY 4aci, 3 BUKOPHCTAHHSAM BiJITOBITHUX
IHCTPYMEHTIB, 3a0e31euye IepeBipKy poOOTH CUCTEMH B YMOBax, MaKCHMaJIbHO HaOJIMKEHHX 10 PEeasIbHUX.

Ha monatox 1o mporo, BaXKIIMBOIO € iHTETpallis cucteM Oe3mnepepBHoOi iHTerparii Ta mocraBku (CI/CD) [4],
(GpeliMBOPKIB Ul TECTYBaHHSA, a TaKOXX CHUCTEM MOHITOPMHIY Ta JOryBaHHS. Lli 1HCTPYMEHTH HO3BOJISIOTH
AaBTOMATH3YyBaTH IPOLEC TECTyBaHHS Ta PO3TOPTAaHHS, a TaKOXK 3a0e3MeuyroTh MOCTIHHUII MOHITOPHHT POOOTH
CHCTEMH Ta BUSBJICHH: ITPOOJIEM Ha paHHIX CTaisiX.

TakuM 4WHOM, CTBOpPEHHS LU(PPOBUX NBIHHUKIB MEIUKO-0IOJOTTYHHX OO'€KTIB BMMara€ KOMILIEKCHOTO
miAX0My 10 3a0e3MeYeHHs SKOCTI Ta BepHUdikallil, BKIIOYAIOUM MOIYJIbHICTh, aBTOMATH3AIlil0 TECTYBaHHS,
KOHTEHHepH3allilo, MIKpPOCEPBICHY apXITEKTypy Ta BHKOPUCTAHHS CYYaCHHMX IHCTPYMEHTIB Ul TECTyBaHHS Ta
MOHITOPHHTY. TiJIbKH 32 YMOBH JOTPHUMAHHS BCIX ITUX aCIEKTIB MO>KHA 3a0€3MCUUTH BUCOKY SIKICTh Ta HaJiWHICTb
PO3POOITIOBAHHX CHCTEM.

AHaJli3 0CTaHHIX J0CTiIKeHb i myOJikauii

VY cydacHif HayKOBO-TEXHIUHIM JiTepaTypi aKTHBHO IOCIHIIKYIOTBCSA PIi3HI acHeKTH pPO3pOOJCHHSA Ta
BITPOBA/KCHHS IIU(PPOBUX ABIIHHUKIB y MEINKO-0i0JIOTIYHUX cHCcTeMax. barato JoCikeHb MPUCBIICHO CTBOPEHHIO
Ta BUKOPUCTAHHIO CIIEliali3oBaHUX MEAWYHUX IHPOPMAIIHUX Ta €KCHEPTHUX CUCTEM, SIKI 3HAYHO IMOJIETIIYIOTh
JIIarHOCTUKY Ta JIiKyBaHHs nauieHTiB. Hanpuknan, nporpamui npoaykrH, Taki ssk ASDSee, Aquilion ONE, Infinix
CS-1, Horizon SE, XIDF-QCAS801, mupoKo BHKOPHUCTOBYIOTHCSI B KOMILIEKCAaX MPOMEHEBOI Ta YJbTPa3ByKOBOI
JIIarHOCTUKK. BOHM 103BOJIAIOTH MPOBOMUTH YJIbTPA3BYKOBY COHOrpadiro, KOMI'IOTEpHY TOMOTrpadiro, MarHiTHO-
pe3oHancHy Tomorpadiro, anriorpadir, exacoHorpadiro Ta EHIOCKOIMI0, 3a0e3MeYyroud BUCOKY TOYHICTH
JIIarHOCTUYHUX JaHuX [5-6].

JliarHOCTHYHI CHCTEMH TaKOX aKTHBHO BHKOPHCTOBYIOTh E€KCIIEPTHI CHCTeMH, Taki sk [acrporpad 1T,
Stimul Ta ixmri. Li cucteMu q03BOISIFOTh aBTOMATH3YBATH IIPOLIECH OTPUMAHHSI Ta aHAJi3y JiaTHOCTHIHHX JaHUX, IO
3HAYHO MiABHIIYE €()EeKTUBHICTh MEIUYHUX OOCTeKeHb. [l MpOBEACHHS NIarHOCTUYHUX TECTIB i BCTAHOBIICHHS
JIiarHO3y BHKOPHCTOBYIOTBCS CKCIIEPTHI CHCTeMH, Hampukiana, Internist, BPLab, SpeseLabs Medical, Meditech,
Omron, CardioVita tomo [7].

B pamkax MiXHapOIHOTO CITIBPOOITHHIITBA CTBOPEHO psJ CKCIIEPTHHX CHCTEM i 0a3 MaHWX, TaKUX 5K
NUCLEUS (mynsTumeniitae nocke namienta), EMDIS (€Bponelicbka MeauyHa iHdopMalliiiHa cuctema Juist JOHOpiB
kicTkoBoro Mo3ky), EPIC (€Bpomeiicbka mozens jikyBanus) Ta FEST (6asa mys eBpomeiicbkux Ciryx0
tenemeauuuHNM). L{i cucremu cripustoTh 0OMiHy MeIMYHOIO iH(OpMaliero Ha Mi>XHAPOJHOMY PiBHI, 3a0e31edyoun
OinbIn e)eKTUBHE Ta MBUIKE HAAAHHS METUIHUX TTOCTyT [8-9].

Ha tepuropii YkpaiHu TakoX aKTHBHO BHKOPHCTOBYIOThCS pi3HI MenanyHi iHopmariitai cucremu (MIC),
taki sk «KEMCIME][]», «Menyder», «Memnianor», « TherDepy, «Astraiay, «JlucMenamy», «Kamrany, «Joktop Enekcy,
«/106poOyT» Ta iHIIi. BUTBIIICTE 3 HUX € KOMEPLIHUM NPOrpaMHUM 3a0€3MeUeHHSIM, OJHAK NapaselbHO 3 PUHKOM
KoMepuiitHoro [13 akTHBHO pO3BHUBA€EThCS 3aCTOCYBAHHS BUTLHO-PO3IOBCIOKYBaHOTO [13 3 BITKPUTHM KO/IOM, TAKHX
sk WorldVistA, OpenEMR ta OpenMRS [10-11].

BaxnuBUM acneKkToM € pPO3BHTOK MOOUIBHHMX 3aCTOCYHKIB y CHCTEMi OXOpOHH 370poB'st (m-health), sxi
TiICHITIOIOTH B3a€EMOJIII0 MIXK NallieHTaMu Ta JikapsiMu. Hanpuknazx, Mo6inbsHuit 3actocynok Ecaalyx, po3pobienuit
B paMmkax mpoekty €C, m03Boisf€ 3IiHCHIOBATH MOHITOPHHI CTaHy 3/J0pPOB'Sl JITHIX JIOAEH 3 XpOHIYHHMH
3aXBOPIOBAaHHIMH, 3a0€3M1eUyI0UH ONepaTHBHY B3a€MOJIIIO MAIiEHTIB, OMIKYyHIB 1 TiKkapiB [12].

TakuM 4rHOM, aHaNi3 OCTaHHIX JOCITIKEHb Ta MPOTPAaMHHUX MPOAYKTIB CBITUHTH MPO 3HAYHUNA MPOTPEC y
PO3BUTKY MEIUYHHUX 1H(QOpPMAIIfHUX CHCTEM 1 TEXHOJOTiH, MmO 3a0e3MeuyroTh OiNbIl TOYHY iarHOCTHKY,
MOKPAIIEHHS SKOCTI MEIMYHOT0 OOCITyTOBYBAaHHS Ta IiBUIIEHHS e(heKTUBHOCTI JIIKyBaHHA marmieHTiB. [IpoTe, icHye
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nmoTpeda B MOAAIBIIOMY BIOCKOHAJIICHHI IIUX CHUCTEM, OCOOIMBO B acmleKTi iX iHTerparlii Ta aBToMarH3arlii, 1o
CIPUATHUME TIABHUIICHHIO SKOCTI MEIUYHUX MOCIYT HA BCIX PIiBHAX.

BuxJian ocHOBHOT0 MaTepiay 10cTimKeHHsI

OCHOBHOIO METOIO JIOCIHI/PKEHHS € PO3pOOJICHHs apXiTeKTypHHUX NPUHIMUIIB, SKi 320€3MeUyI0Th BUCOKY SIKICTh
CTBOpPCHHS IM(PPOBHUX [BIHHHUKIB MeIUKO-0ionoriyHnx 00'ekTiB. [ludpoBi ABIMHUKKA O3BOJSAIOTH TOYHO
BiATBOpIOBaTH (iziosoriuHi Ta HPyHKIIOHATBHI XapaKTEPUCTUKH PEATBHUX 00'€KTIB, 110 BiIKPUBAE HOBI MOMIIUBOCTI
IULSL X OCIIJDKEHHS Ta MOJEIIFOBAaHHS B YMOBAX, HAONMMKCHUX O peanbHuX. [ JOCATHEHHS L€l METH BaXKJIMBO
3a0e3MeYNTH BUCOKY TOUHICTH 1 JOCTOBIPHICTH JaHUX, BAKOPHCTOBYBAHHUX Y CHCTEMI.

VY pamKax TOCTIKEHHS pO3pOOJICHO apXiTEeKTypy MPOTPaMHOI CHCTEMH ISl CTBOPEHHS HU(POBUX IBIIHHUKIB
MeIUKO-010JIOTi9HNX 00'€KTIiB, 30KpeMa TOpTaHi JIFOJHHH.

Cuctema 3abe3medye cTaHIapTH3ALI0 Ta yHI(DiKaMito MpoIieciB 300py AaHUX 3 Pi3HHUX HKEPET, BKITIOYa0uN
BiZIeo, ay/io Ta iHm Mean4Hi aaHi. Lle m03Bosie KOHBEPTYBATH Pi3HOPIAHI AaH] y €AMHUN CHCTEMHUH (opmar, 1o
3HAYHO IIOJIETIIY€E IOJAIBIINI aHami3 Ta 0OpoOKy. 3aBJISKH LbOMY JIiKapi MOXXYTh OTPHMYBAaTH KOMIUIEKCHY Ta
y3rojKeHy iH(GOpMAIIiio PO CTaH MAIli€HTa, IO MiABHUIYE TOYHICTh JIarHOCTYBaHHS Ta ¢(DEKTUBHICTD JIIKYBaHHS.
BukopucraHHs €IMHOrO CHUCTEMHOro (OpMaTy TaKoX J03BOJSIE IHTETpyBaTd pi3HI THIM JaHUX Y €IUHY
iHpopMaIiliHy cucTeMy, 3a0e31eUy04n IXHI0 CYMICHICTb Ta B3a€MOIIO.

CTBOpEHHS 1HIMBIIyaJbHUX OOJIKOBMX 3alHCIB Ul KOXKHOTO MallieHTa 3abe3mnedye 30epiraHHs BCixX
MEIUYHUX JAaHHUX Ta Pe3yJIbTaTiB 00CTe:KeHb. Ha OCHOBI IIMX TaHUX aBTOMAaTHYHO (GOpMYyeThCs IU(PPOBUHA TBIHHHK
TOpTaHi, KU TOYHO BimoOpakae ¢i3ionoriuni Ta GyHKIIOHATHHI XapaKTePUCTHKH manieHTa. Lle mo3Bose ikapsm
MOJENIOBATH Pi3HI CLeHapil JiKyBaHHS Ta HPOTHO3YBaTH Pe3yJbTaTH, L0 CIPHSAE NPHHHATTIO OOIPYHTOBAHUX
MEIUYHUX PillleHb.

besnepepBHe OHOBNCHHS LIM(GPOBOrO IBIHHMKA B PEXKUMI PEaIbHOTO Yacy IO3BOJIE ONEPATUBHO pearyBaTh
Ha 3MIHH Yy CTaHi marieHTa. MeIuaHuil mepcoHal Ma€e TOCTYII 0 aKTyalbHOI iH(popMarii mpo marienTa, mo 3Ha9HO
miiBUInye e(eKTHBHICTh MeJAWYHOrO oOciyroByBaHHs. Lle 0cOONMBO BaXKJIMBO B yMOBaxX IHTEHCHBHOI Teparii Ta
MOHITOPUHTY KPUTHYHHMX CTaHiB, JI¢ KOXKHa CeKyHJa Mae 3HayeHHs. DOpMyBaHHS MOTOKIB JaHUX Yy CECilo Ui
KOXKHOTO OKPEMOIo KOpUCTyBada J03BOJIsI€ 30epiraTé KOHTEKCTHY iH(opMalilo Ta 3a0e3nedyBaTH aKTyalbHICTh
nanux. [Ipubnu3Hy CTpYKTYpY AaHMX MOXHA T00a4YnTH Ha puc 1.
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Puc. 1. IlpononoBanuii madJioH 0a3u 1J1si 30epeskeHHsi JaHHX

CyuacHi MeToau aBTOMaTH3allil TECTYBaHHS J03BOJISIIOTH IIBHJKO BHSBJIATH Ta BHUIPABISTH [TOMMUIKH.
3aBsIKK BIPOBAKEHHIO CUCTEM Oe3nepepBHOi iHTerpaiii Ta noctaBku (CI/CD), 3a0e3medyeThesi BUCOKA HAMIHHICTD
Ta cTabiabHICTE POOOTH MPOTPaMHOTO 3a0e3neueHHs. Lle 103BoIIste TiKapsiM Ta MEAUIHOMY IIEPCOHATY 30CEPEAUTHUCS
Ha JIKyBaHHI TAIli€HTiB, HE BHWTpPAYalOud YaCc HA TEXHIYHI acleKkTh. ABTOMATH3allis TECTYBaHHS BKJIIOYAE
BUKOPHCTAaHHS METPHK SKOCTI IPOrpaMHOT0 3a0e3NeYeHHs], TAKUX SIK TOKPUTTS TECTaMH, 110 J03BOJIsIE€ 3a0€3NeUnTH
BHCOKY SIKICTh Ta HaiIHICTh IpOrpaMHoro 3abe3neucHHs [13].

Peanizanis cucremu 3 ypaxyBaHHSM HaWBHIIMX CTaHAApTIB Oe3nekn 3abesnedye KOH(QINEHIIHHICT Ta
3aXMCT MEPCOHANbHNUX JAaHUX TalieHTiB. Bukopucranns mMeronis mudpyBaHHs Ta 6aratopiBHeBOi ayTeHTH]iKawil
rapaHTye, IO JOCTYIl J0 JaHUX MalOTh JIMIIE YNOBHOBa)XKeHI ocoOu. Perymsphi ayaurti Oes3nexku Ta BHSABICHHS
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MOXKJIMBHX 3arpo3 JONOMAraroTh [iITPEMYBaTH BUCOKUI pIBEHb 3aXHCTY JaHUX. APXITEKTypa CHCTEMH 0a3y€eThCs Ha
MPUHIUIAX PO3MOJICHOCTI, aHOHIMI3aIlii Ta BOJIOAIHHS JTaHUMH, [0 3a0e3Iedye 3aXucT iHpopMallii HaBiTh y pasi
KOMITpOMeETallii OKpEeMUX KOMIIOHEHTIB CHCTEMHU.

IlpuHUOMO aHOHIMI3AI[I B CHUCTEMi CTBOPEHHsS IM(POBHX MBIHHUKIB MEIUKO-O0IOJOTIYHUX O00'€KTIB
CIPSIMOBAaHUHN Ha 3aXUCT KOH(IACHIINHOCTI MAII€HTIB MUISXOM 3amo0iraHHsS MOMXJIMBOCTI iIeHTH]IKAIll 0cid Ha
OCHOBI 30epe)KCHUX JaHWX. AHOHIMI3aIlis Peasi3y€eThCsl Yepes MCEBIOHIMI3AIlI0, KOJH OCOOUCTI JaHi 3aMiHIOKOThCS
Ha IITYYHI 1IEHTU(IKATOPH, 10 T03BOJISIE BUKOPHCTOBYBATH MEIWYHI JaHi 03 PO3KPUTTSI 0COOMCTOCTI MALlIEHTIB.
Jani marfieHTiB 30epiraroTbes y po3MoAIeHIA cucTeMi 30epiranus, e pi3Hi pparmenTy iHpopmarii 30epiraroTbes B
pizHEX mincucremax. lle o3Hawae, o0 HABITH y pa3i KOMIIpOMETAIlii OAHI€l MiJCHCTEMH, 3JJOBMUCHHK HE 3MOXKeE
3i0patu Bci HeoOXiqHI naHi st ineHTH(IKaIil TalieHTa.

Cucrema TakoX BUKOPHUCTOBY€E MIH(PYBaHHS AJI 3aXUCTy JAHUX TIPH Iepenadi MK KOMIIOHCHTaMH, IO
rapaHTye, IO HABITh NPH MEPEXOIUICHHI AAHWX BOHU 3alUIIAThCA HEOOCTYNHUME 0€3 BIAIOBIIHOTO KIFOYa
JemdpyBaHHSI. AyIUT JOCTYIy Ta JIOTYBaHHS [ KOPHUCTYBayiB JOIOMAarae BiJCTE)KYBaTH Ta KOHTPOJIOBATH
JOCTYII JI0 JIaHWX, 3a0e3Meuyloun J0AaTKOBUIl piBeHb 3axucTy. Lle KoMIUIeKCHE moeaHaHHS METOAIB 3abe3nedye
BUCOKHUI piBeHb KOH(IICHIIHHOCTI Ta 3aXHUCTy OCOOMCTUX JAHMX MAli€HTIB Y CHCTEMi CTBOPEHHsS LH(POBUX
NBIMHMKIB.

IaryiTHBHO 3po3ymini iHTepdeiicn mis Bizyanizauii nMppPOBHX IBIHHUKIB Ta IMPOBEJECHHS JETAIBLHOTIO
aHai3y MEAMYHUX JIAaHUX 3HAYHO IMOKPALIYyIOTh SIKICTh MEIMYHOrO OOCIyroByBaHHsS. |HTEpakTHBHI IHCTPYMEHTH
JTO3BOJISIFOTH JIKapsAM JOCHIIPKYBaTH Pi3HI acleKTH CTaHy MallieHTa Ta MpUHMAaTH OOTPYHTOBaHI PIlICHHS IIOIO
JiKkyBaHHA. Bi3yamizamiss JaHWX TakoXK BKIIOYA€ BUKOPUCTAHHS rpadidHHX MoOIeNed Ta iHTepaKTHBHUX MaHeJCH
YHOpaBITiHHS, IO JO3BOJISIE MBUAKO OTPUMYBATH TOCTYT N0 HEoOXimHOI iHopMmarTii.

Jiarpama akTUBHOCTI IPOIIOHOBAHOT CUCTEMH HaBeeHa Ha pHC 2.
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Puc. 2. /liarpama aKTHBHOCTi IPONIOHOBAHOI CHCTEMH

Po3risiHeMO B3a€EMO/1i10 KOPHCTYBaviB CUCTEMH. Y CHCTEMI B3a€MO/IIOTh MALIEHTH, JKapi Ta aMiHICTPaTOPH.

[MamienTn, nmikapi Ta amMiHICTpaTOpu BXOIATH IO CHCTEMH, BHKOPHUCTOBYIOUM CBOi OOJIKOBI [aHi.
ABrenTH(DIiKALISA 3TIHCHIOETECA Yepe3 MOIYJb aBTeHTU(IKAIII, SKHI TTepeBipse JaHi KOPUCTYBadiB 1 HAa€e TOCTYII
no cucteMu. [licist yCminrHOro BXOAy Malli€HTH Ta JIiKapi MOXKYTh BBOJAUTH a00 3aBaHTaKyBaTH MEIWYHI JaHi depe3
iHTepdeiic koprcTyBaya, SKi HOTIM 30epiraroTbes B 6a3i JaHUX MEAWYHUX JaHHX.

Jlikapi MalOTh MOXJIMBICTH CTBOpIOBaTH IU(POBI ABIHHUKK MarieHTiB. I IbOr0 BOHU BUKOPHUCTOBYIOThH
iHTepdeiic KopucTyBaya, SIKHIl B3a€EMOII€ 3 MOAYJIEM CTBOPEHHS HHU(POBOTO ABIHNKA Ta CTOPOHHIMH IIPUCTPOSIMH.

[TamienTn Ta Jikapi MOXYTh TaKOX Meperiasaatd HudpoBi BifHWKH. BOHM HajcnmaloTh 3amuT Ha
Bizyautizarlito uepes inTepdenc KopucTyBada, sIKHi TepelaeThCs MOAYIIIO Bizyamizallii udposoro aBiitHuKa. Moxyns
Bizyaumizanii oTpuMye gaHi IQpoBoro ABIHHUKA 3 0a3u TaHUX 1 BimoOpaXkae iX KOpUCTyBayeBi.

AnMiHICTpPaTOPH BiANOBIZAIOTh 32 YHPABIIHHSA CHCTEMOIO, BKIIOYAIOYM HANAIITYyBaHHS MpaB JOCTYITy IS
KOPHCTYyBadiB Ta KOHQIrypamilo CHCTEeMHHX mapaMeTpiB. BoHM BHKOpHCTOBYIOTH iHTep¢eiic KopucTyBada IUis
BUKOHaHHS [IMX 3aB/IaHb, 3a0e3neuytoun Oe3nepebiiiHy poboTy cuctemu.

CropoHHI NPHUCTPOI, Taki K MEJUUHI NPHUJIa i, aBTOMAaTHYHO IepealoTh 310paHi AaHi 10 MOIyJIsl OOpOOKH
nmaHux. Moayibs 00poOKu naHux 30epirae i gaHi B 0a3i JaHUX MEIWYHUX JaHUX, 320€3MEUYIOUYH 1X TOCTYIHICTD IS
MOAAJBLIOT0 BUKOPUCTAHHS y CTBOPEHHI Ta Bizyasizamii [u(poBUX IBIHUKIB.
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Puc. 3 liarpaMa BUKOpPHCTAHHS HPONOHOBAHOI CHCTEMHU

ApXiTeKTypa po3poOrOBaHOI CHCTEMH, HaBeleHA Ha puc. 4, € 0a30BOIO Ta MICTUTH y3araJibHeHHI Habip
KOMITOHEHTIB, 110 TO3BOJISIE AIANTYBATH ii 10 MOTPed MEeAMYHOro 3aKiay. [ ctpykTypa 3abe3neuye MOy IbHICTh Ta
130JIAI1i10 KOXKHOTO KOMITOHEHTA, III0 CIPOIIY€ MPOIlec iHTerpaii Ta HaJamTyBaHHI CHCTEMH MiJI crierudiaHi BAMOTH

PI3HHX YCTaHOB.

NauiedT
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Basa paHux

BukopucranHs 3anponoHoBaHOi 0a30BOI apXiTEKTypH CIpPOIIY€E TPOIleC PO3POOJICHHS MPOrpaMHOTO
3a0e3meueHHs 111 MEIMYHOI TaTy3i.

BucHoBkn

3anporoHoBaHa apXiTeKTypa IporpaMHOi cucTeMH 3a0e3neuye eeKTHBHY BepH(iKallifo Ta BUCOKY SIKICTh

CTBOPCHHS UU(PPOBUX MABIHHHUKIB MEIUKO-010J0TiYHMX 0O0'€KTIB.

BukopucTtaHHS MOAYJIBHOCTI Ta i30SIl

KOMITOHEHTIB JI03BOJISIE 3HAYHO ITOJIETINTH TECTYBaHHS Ta BUSIBJIICHHS IOMUJIOK, @ aBTOMATH3allisl TECTYBaHHS CIIPUSIE
mBHAKIH Bepudikarii 3MiH y cucteMi. KoHTeliHepu3anisi Ta MikpocepBicHa apXiTeKTypa 3a0e3NeuyioTh He3alleKHe
TEeCTYBaHHS Ta PO3TOPTAaHHS KOMIIOHEHTIB, IO MiJBUINYyE€ THYYKICTh Ta HAAIMHICTH CHUCTeMH. BukopucTaHHS
CydJaCHHMX METOJOJOTi TeCTyBaHHSA, TAaKMX SIK TECTyBaHHSI Ha OCHOBI MOJeNi, iHTerpaiiifHe TeCTyBaHHS Ta
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TECTYBaHHsS B peaJbHOMY dYaci, JO3BOJISIE PETEILHO IMEPEBipSTH BiANOBIAHICTE CHCTEMHU BHUMOTAM Ta BHUSBIATH
npoOJaeMu y B3aeMOJii MiXK MOIyJsIMU. [HCTpYMEHTH JJisl aBTOMATH3aIlil TECTYBaHHsS, MOHITOPUHTY Ta JIOTYBaHHS
3a0e3Meuyr0Th MOCTIHHUIA KOHTPOJIb 32 POOOTOI0 CHCTEMH Ta BUSBJICHHS MPOOJIEM Ha PaHHIX CTalisfaX. 3a0e3MeUCHHS
SIKOCT1 TAaHUX € KPUTUYHO BAXJIMBUM aCIEKTOM, IO JOCATAETHCS YEPe3 BaTJAIiI0 Ta MEPEBIPKY TaHUX, a TAKOK
BUKOPUCTAHHS HAQMIMHUX CHUCTEM YIPABIiHHSA JaHUMHU. [IpakTHYHE 3aCTOCYBAaHHS 3alPONOHOBAHUX IIiJXONIB Ta
IHCTPYMEHTIB JEMOHCTpY€E IX e()eKTHBHICTH Ha IMPUKIAJl TECTYBaHHS LU(POBOro JABIHHMKA TOpTaHi, IO CHpUSE
MiBUIICHHIO SKOCTI OpPraHi3amii MeIUIHOTO 00CITyrOBYBaHHS Ta MOCHITIOE 3aXUCT MEIUYHUX JTAHUX TMAIIEHTIB.

Jlitepatypa

1. Lombardo, A., Morabito, G., Quattropani, S. and Ricci, C., 2022, June. Design, implementation, and
testing of a microservices-based Digital Twins framework for network management and control. In 2022 IEEE 23rd
International Symposium on a World of Wireless, Mobile and Multimedia Networks (WoWMoM) (pp. 590-595). IEEE

2. Rolle, R.P., Martucci, V.D.O. and Godoy, E.P., 2021. Modular framework for digital twins: Development
and performance analysis. Journal of Control, Automation and Electrical Systems, 32(6), pp.1485-1497.

3. Dobaj, J., Riel, A., Krug, T., Seidl, M., Macher, G. and Egretzberger, M., 2022, May. Towards digital
twin-enabled DevOps for CPS providing architecture-based service adaptation & verification at runtime. In
Proceedings of the 17th Symposium on Software Engineering for Adaptive and Self-Managing Systems (pp. 132-
143).

4. Soylemez, M., Tekinerdogan, B. and Kolukisa Tarhan, A., 2022. Challenges and solution directions of
microservice architectures: A systematic literature review. Applied sciences, 12(11), p.5507.

5. Sun, T., He, X., Song, X., Shu, L. and Li, Z., 2022. The digital twin in medicine: a key to the future of
healthcare? Frontiers in Medicine, 9, p.907066.

6. Currie, G.M. and Rohren, E.M., 2023, May. Radiation dosimetry, artificial intelligence and digital twins:
old dog, new tricks. In Seminars in Nuclear Medicine (Vol. 53, No. 3, pp. 457-466). WB Saunders.

7. Castaneda, C., Nalley, K., Mannion, C., Bhattacharyya, P., Blake, P., Pecora, A., Goy, A. and Suh, K.S.,
2015. Clinical decision support systems for improving diagnostic accuracy and achieving precision medicine. Journal
of clinical bioinformatics, 5, pp.1-16.

8. Johnson, R.J.,2016. A comprehensive review of an electronic health record system soon to assume market
ascendancy: EPIC. J Healthc Commun, 1(4), p.36.

9. Raffoux, C., 1995. EMDIS: European Marrow Donor Information System. In Health in the New
Communications Age (pp. 367-372). IOS Press.

10. Illemer, I.A., 2017. Mogymne «kEMCIMEJ Scientific» sk iHCTpyMeHT 00poOku MennaauX ganux. BBK 72
H 34, p.64.

11. Martseniuk, V. and Milian, N., 2019. About the approach of solving machine learning problems integrated
with data from open source systems of electronic medical records. BicHuk TepHOMIIBCHKOTO HAIIOHAIHHOTO
TEXHIYHOTo yHiBepcurety, 95(3), pp.105-115.

12. Boulos, M.N.K., Wheeler, S., Tavares, C. and Jones, R., 2011. How smartphones are changing the face
of mobile and participatory healthcare: an overview, with example from eCAALY X. Biomedical engineering online,
10, pp.1-14.

13. Almasan, P., Ferriol-Galmés, M., Paillisse, J., Sudrez-Varela, J., Perino, D., Lopez, D., Perales, A.A.P.,
Harvey, P., Ciavaglia, L., Wong, L. and Ram, V., 2022. Network digital twin: Context, enabling technologies, and
opportunities. [EEE Communications Magazine, 60(11), pp.22-27.

References

1. Lombardo, A., Morabito, G., Quattropani, S. and Ricci, C., 2022, June. Design, implementation, and testing of a microservices-
based Digital Twins framework for network management and control. In 2022 IEEE 23rd International Symposium on a World of Wireless, Mobile
and Multimedia Networks (WoWMoM) (pp. 590-595). IEEE

2. Rolle, R.P., Martucci, V.D.O. and Godoy, E.P., 2021. Modular framework for digital twins: Development and performance analysis.
Journal of Control, Automation and Electrical Systems, 32(6), pp.1485-1497.

3. Dobaj, J., Riel, A., Krug, T., Seidl, M., Macher, G. and Egretzberger, M., 2022, May. Towards digital twin-enabled DevOps for
CPS providing architecture-based service adaptation & verification at runtime. In Proceedings of the 17th Symposium on Software Engineering for
Adaptive and Self-Managing Systems (pp. 132-143).

4. Soylemez, M., Tekinerdogan, B. and Kolukisa Tarhan, A., 2022. Challenges and solution directions of microservice architectures:
A systematic literature review. Applied sciences, 12(11), p.5507.

5. Sun, T, He, X., Song, X., Shu, L. and Li, Z., 2022. The digital twin in medicine: a key to the future of healthcare? Frontiers in
Medicine, 9, p.907066.

6. Currie, G.M. and Rohren, E.M., 2023, May. Radiation dosimetry, artificial intelligence and digital twins: old dog, new tricks. In
Seminars in Nuclear Medicine (Vol. 53, No. 3, pp. 457-466). WB Saunders.

7. Castaneda, C., Nalley, K., Mannion, C., Bhattacharyya, P., Blake, P., Pecora, A., Goy, A. and Suh, K.S., 2015. Clinical decision
support systems for improving diagnostic accuracy and achieving precision medicine. Journal of clinical bioinformatics, 5, pp.1-16.

8. Johnson, R.J., 2016. A comprehensive review of an electronic health record system soon to assume market ascendancy: EPIC. J
Healthc Commun, 1(4), p.36.

9. Raffoux, C., 1995. EMDIS: European Marrow Donor Information System. In Health in the New Communications Age (pp. 367-
372). I0S Press.

10. Shemet, L.A., 2017. Modul «kEMSIiMED Scientific» yak instrument obrobky medychnykh danykh. BBK 72 N 34, p.64.

BicHuk XmesnbHUybko20 HayioHabHo20 yHisepcumemy, N26, T.2, 2024 (345) 163



Technical sciences ISSN 2307-5732

11. Martseniuk, V. and Milian, N., 2019. About the approach of solving machine learning problems integrated with data from open
source systems of electronic medical records. Visnyk Ternopilskoho natsionalnoho tekhnichnoho universytetu, 95(3), pp.105-115.

12. Boulos, M.N.K., Wheeler, S., Tavares, C. and Jones, R., 2011. How smartphones are changing the face of mobile and participatory
healthcare: an overview, with example from eCAALYX. Biomedical engineering online, 10, pp.1-14.

13. Almasan, P., Ferriol-Galmés, M., Paillisse, J., Sudrez-Varela, J., Perino, D., Lopez, D., Perales, A.A.P., Harvey, P., Ciavaglia, L.,
Wong, L. and Ram, V., 2022. Network digital twin: Context, enabling technologies, and opportunities. [IEEE Communications Magazine, 60(11),
pp.22-27.

164 Herald of Khmelnytskyi national university, Issue 6, Part 2, 2024 (345)



