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MOJEJIb MYJbTUATEHTHOI CUCTEMM JJIs1 BUSIBJIEHHA
IHOJIMOP®HUX BIPYCIB

Y pobomi ecmamnosneno, wo mynvmuacenmui cucmemu (MAS) € nomyoswcHum incmpymenmom 0as
BUAGNEHHA nONIMOp@HUX 6ipycie. Busnaueni ocHnosemi nepesacu eukopucmannus MAS oOna  eusenenus
nonimopguux  eipycig: napaneivna 00pobka ma egexmugHicmyv; pO3NOOINeHe  GUABNEHHA  3A2PO3;
iHmeneKmyanvHa 83aeMo0ia Midc acenmamu; aoanmueHicmb 00 HOBUX 3A2po3; MAcuimabosanicms,
NPocHO3Y8aAHHS MA SUABNEHHA AHOMANIN, OUHAMIYUHe peazy8ants Ha 3a2po3u; po3Nnodilene HAGYAHHA HA OCHOBI
00C8i0y; 3HUNCEHH HABAHMANCEHHA HA OOHY MOUKY cucmemu. 3anponoHoeana mooenb MyIbmuaeeHmHoi
cucmemu (MAS) eusgrenns nonimopuux 6ipycie, AKa 6KMIOUAE: MHOMCUHY ASEHMIB; MHOICUHY CMAHIE
KOMR'TomepHoi cucmemu; MHOMCUHY MOJICTUGUX Oill azenma, QYHKYIIO nepexooy Midc cmanamu; QyHKYiw
BUHACOPOOU, AKA OYIHIOE eheKmusHicmb 6ubpanux Oitl; (QYHKYII0 CROCMEpedtCeHHs, SAKA GUHAYAE, AKY
iHGhOpMayito ompumye KodiCen azeHm, UMOGIPHICMb nepexo0y 8 HO8UIl CIAH NICA BUKOHAHHSA Oil d2eHmamu,
cmpameziio azeHma, AKA BU3HAUYAE, AKY Oit0 8IiH 00UPAE 8 KOJCHOMY cmani. Inmenekmyanvruil azenm danoi MAS
CKIA0AEMbCAL 3 HACMYNHUX MOOYII8: MOOYIb AHANIZY, MOOYIb Kiacugikayii nonimMop@Hux eipycie 3a pieHamu
CKIaOHOCMI, MOOYIb NpuliHamms piwenus. Anecopumm pobomu 3sanponouosanoi MAS: 30ip ingopmayii,
8UAB/IEHHA NOAIMOPQHUX IpYCi8, Knacughikayis noNiMOp@OHUX 8IPYCi8, NPUTIHAMMA DiUeHH.

Kniouosi crosa: nonimopnuil ipyc, inmenexmyanvHuii azenm, Myaomuacenmua cucmemd.
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MULTIAGENT SYSTEM MODEL FOR DETECTION OF POLYMORPHIC VIRUSES

The paper establishes that multi-agent systems (MAS) are a powerful tool for detecting polymorphic viruses. Such a system uses
several intelligent agents (IAs), each of which has its own specific role in the process of detecting and trawling polymorphic viruses. he
concept of multi-agent systems (MAS) has become an important topic of interest in the field of artificial intelligence. The main advantages
of using MAS for detecting polymorphic viruses are identified: parallel processing and efficiency, distributed threat detection, intelligent
interaction between agents; adaptability to new threats; scalability,; prediction and detection of anomalies; dynamic response to threats;
distributed learning based on experience; reducing the load on one point of the system. A model of a multi-agent system (MAS) for detecting
polymorphic viruses is proposed, which includes: a set of agents; a set of computer system states; a set of possible agent actions; a transition
function between states; a reward function that evaluates the effectiveness of selected actions; a monitoring function that determines what
information each agent receives, the probability of transitioning to a new state after the agents perform actions, an agent strategy that
determines what action it chooses in each state. The intelligent agent of this MAS consists of the following modules: an analysis module, a
module for classifying polymorphic viruses by complexity levels, and a decision-making module. Agents operate in an environment and can
cooperate or compete. They operate according to an algorithm. The algorithm of the proposed MAS: information collection, detection of
polymorphic viruses, classification of polymorphic viruses, decision making.

Keywords: polymorphic virus, intelligent agent, multiagent system.

IMocTanoBKa nmpo6JeMu y 3arajibHOMY BUTIJIsIAI Ta ii 3B’ A30K
i3 BayKJIMBMMH HAYKOBHMH YH MPAKTHYHUMM 3aBIAHHIMH

Mynbrrarenti cucreMu (MAS) € MOTy)KHMM IHCTPYMEHTOM ISl BHSIBJICHHS BIpYCiB, OCKIUJIBKH
3a0e3MeuyoTh BUCOKY e()eKTHBHICTh, MACIITA00BaHICTh, a/lallTUBHICTh Ta 3/1aTHICTH JI0 KOJEKTUBHOTO aHAMi3y
3arpo3. BoHU 03BOJSIOTH CTBOPIOBATH PO3MOMINICHI, IHTETPOBaHI PIIICHHS JJIs BUSABICHHS Ta HeWTpamizamii
BipYCIiB, IO € OCOOIMBO BYKJIMBUM y OOPOTHO1 3 CYYaCHUMH CKJIATHUMH Ta 3MIHIOBAaHUMH 3arpo3aMu. OCKiTbKH
TaKa CHCTeMa BUKOPHCTOBYE KUJIbKa areHTIiB, KOKEH 3 SIKUX Ma€ CBOIO CHEeU(iYHy poJb Y IpOLeCi BUSBICHHS
Ta HeWTpaiizalii BipyciB, TOMy JOIIJIBHUM € i1 po3po0Ka JyIsl BUSBIEHHS MMOJIMOP(HUX BipyCiB.

AHani3 ocTaHHiX 1ocaigKeHb i myoaikamii

Cepen HayKOBIIB, SKi JOCH{KYBaJdM pi3HI AacHeKTH BHSABICHHA 3JIOBMHCHOTO IIPOTPaMHOIO
3abe3neueHHs ciig BimzHaunty: Casenko O., Jlucenko C., Higvenopyxk A., Kamransta A., Casenxo b., Kpumnyk
A.[8-13, 16] Ta in.

Konnenmiisi 6aratroarentnx cucteM (MAS) crana BaKIMBOIO TEMOIO iHTEpeCiB y cdepi MTydHOTO
iHTEeNeKTyY [2, 6, 7]. B ocHOBI mux cucteMm nexats IA, ki € cy0’ekTamu, 3AaTHUMH CIPUIMATH HABKOJIMIITHE
CepeIOBHINE Ta BUKOHYBATH JIiT caMOCTIHHO a0o0 y CIiBIpali 3 iHIIHMMU JUIs TOCSATHEHHSI KOHKPETHHX IUISH.
Jlo ocHOBHHUX 1iepeBar BUKOpHcTaHHS MAS 1151 BUSIBIEHHS NONIMOPQHUX BipyCiB €:

1) mapanensHa 00poOka Ta edekTuBHICT: MAS ckiamaroThesl 3 KUIBKOX areHTIB, IO NPALIOIOTh
OJTHOYACHO, BUKOHYIOUM pi3Hi ¢yHkuii. Lle no3Bosnsie 3xilicHIOBaTH mapanesibHy 00poOKy BEJIHMKOI KiBKOCTI
JaHux ((ainiB, MepexxeBoro Tpagiky, CHCTEMHHUX KypHAJiB), 110 3HAYHO MiABHIILY€E e()EKTHBHICTD BUSBICHHS
BipyciB. KoxkeH areHT Moske BiAIOBIIaTH 32 OKpeMy 3a/1ady (aHaii3 (aiiiiiB, MOHITOPHHT IPOLECiB, CKAHYBaHHS
Tpadiky), 0 TPUIIBUINIYE BUSIBICHHS Ta HEUTPaTi3aIliio 3arpo3;
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2) posmoiiieHe BUSABJICHHS 3arpo3: Y MAS areHTd MOXyTh OyTH PO3IOJIIICHI M0 Pi3HUX CErMEHTax
Mepexi abo pi3HHMX YacCTUHAX KOMI'tOTepHOI cuctemu. Lle mo3Bossie 3a0e3nednuTd rioOanbHUN MOHITOPUHT
CHCTEMH Ha BCIX PIBHSX, L0 JIa€ 3MOTY BUSIBJISITH 3arpo3u HaBiTh y HalBiAJaleHINNX i 4acTHHAX, SKi MOXYTh
OyTH He MOMIYCHI TpaIUIlITHIMU METOIaMH;

3) iHTeJeKTyalbHa B3aEMOJiSl MK areHTaMu: areHtaM y MAS nocTynHa MOXXJIMBICTD B3a€MOJIT IS
oOMiHy iH(pOpMAIi€l0 Ta NPUHHATTS pillleHb CIUIBHO. SIKIIO OJWH areHT BUSBIISIE NOTEHLIHY 3arpo3y, iHIIi
areHT MOXYTb OyTH TOBIIOMJICHI, 11100 MpoaHai3yBaTH 1i 3 Pi3HUX acIeKTiB (HAIPHUKIIAA, OJUH areHT MOXKe
TIePEeBIPUTH MepekeBHi Tpadik, iHIINI — aHaNi3yBaTH MOBENIiHKY mporpaM). Lle mo3Boisie MIBHIKO 1 TOYHO
BHSBIISITH HOBI BUAM BipYCiB, SIKi MOKYTh MAaCKyBaTHCS Pi3HUMH CIIOCOOAMH;

4) amanTHBHICTH A0 HOBHX 3arpo3: MAS MOXyTh BKIIOYATH areHTiB, 3[aTHUX CaMOHAaBYATHCH,
3aCTOCOBYIOYH METOIM MAIIMHHOTO HaBYAaHHS 200 eBOIIONiHHI anroputMu. Lle 103BoIsI€ areHTaMm ajanTyBaTHCS
JI0 HOBHX THUIIIB 3arpo3, BUSABJATH HEBIZIOMI BipyCH Ta pearyBaTd Ha 3MiHH y IIOBEIHII BipyCiB, [0 3MiHIOIOTh
CBOIO CTPYKTYPY a00 BHKOPHCTOBYIOTh HOBI TEXHIKH aTaK;

5) macmraboBanicTe: MAS nmyxe 3pyd4Hi Uil MaciiTa0OBaHMX CepeloBHII. SIKIIO cucrema crae
Oinplra abo ckiaaHilIa (HapuKiIa, 3’ IBISIOTECS HOBI cepBepu a00 NPUCTPOT), MOXKHA POCTO J10JaBaTH HOBUX
areHTiB JJIsl PO3IIMPEHHS MOXKIMBOCTEH BUSBICHHS BipyciB. Lle poOUTH Taki cucTeMH 3pyYHUMH ISl BEIMKUX
oprasizaniil, XMapHUX IIaTGOpPM 200 BEIUKUX MEPEK;

6) IIpPOTHO3yBaHHsS Ta BHSBJICHHS aHOMaJlii: B OJHOMY areHTI MOJXKHa peasli3yBaTH METOIU JUIs
IIPOTHO3YBAHHS MOBEIIHKH CUCTEMH, a IHIIUH areHT MOXe BUSIBIISITH aHOMATii B pealbHOMY 4aci. Lle no3Boiste
BUSIBUTH HaBITb 3arpo3H, SKi MOXKYTh HE MaTH YiTKOI CUHTHAaTypH abo IisSTH IyXKe HEIOMITHO, Ha TPUKJIAL, Yepe3
BUKOPHCTAaHHS HECTAHIAPTHUX HIIIXIB IPOHUKHEHHS;

7) nuHaMiuHE pearyBaHHS Ha 3arpo3u: MAS N03BONSIOTH OpraHi3yBaTH AWHAMIYHY DPEakilifo Ha
BipycHi 3arpo3u. KoskeH areHT MO)Ke MaTH CBOIO CTPAaTeril0 pearyBaHHA: 130JGMis 3apakeHUX (aiiis,
ONMOKYBaHHS MIJO3PUIHX TIPOIECIB, MOBIIOMICHHA aAMiHiCTpaTopa a00 HaBiTh aBTOMATHYHE BUIAICHHS
WK uMBKUX Qaiini. Le nae 3Mory mBHIKO HEUTpai3yBaTH 3arpo3u 0e3 pyyHOTo BTPyYaHHS;

8) posnoaiseHe HaBYAHHS HA OCHOBI IOCBiAY: MAS MOXyTh BUKOPUCTOBYBATH CIIIJIbHE HABYAHHS Ta
O0OMIH JIOCBIZIOM MIX arcHTaMu, IO IOKpAIlye€ BHUSABICHHS HOBUX 3arpo3. OIMH areHT MOXE MHOJITUTHCS
3HAHHSMHM TIPO HOBHH THII BIpYCY, & iHIII areHTH MOXYTh IIBUJKO 3aCTOCYBATH Ili 3HAHHS B IHIIMX YaCTHHAX
CUCTEMH;

9) 3HIDKCHHS HAaBaHTaXKCHHS Ha OJHY TOYKY CHCTEMH: 3aMICTh TOTO, MO0 MOKITAAaTHUCSA Ha OIHMH
LEHTPaNbHUH TIpollec, SKUH TIepeBipse BCl [aHi, MyJbTHarcHTHa CHCTEMa JIO3BOJIE PO3MOAUIATH
HaBaHTa)XCHHS, 110 MiABHUINYE MPOAYKTUBHICTH Ta e(EKTUBHICTh BUSBIICHHS BipyciB. Lle 0co01mBO KOPHUCHO B
BEJIMKUX, CKIATHUX 200 PO3MOIIIEHNX CHCTEMAaX.

Y pobori [15] Poxan Monra i Kamamakap Kapmanmamem po3poOminm CTpyKTypy Ha OCHOBI
OararoareHTHHX cucteM (MASFMMS - Multi Agent Systems Framework for Malware Modeling and
Simulation) s MozaentoBaHHs edekty Ta nomuperHs 313 B KoM tOTepHIN Mepexi.

VY po6ori [3] Imen Bpaxmi, Canok ben SIxist Ta iH. 3anpoNOHyBaJId PO3MO/IJICHY CUCTEMY BHSBICHHS
Broprienb (MAD-IDS), sika 00’eaqnye O6axcani (yHKIil, HaJaHi 6araToOareHTHOIO METOOJIOTIE0, 3 BUCOKOIO
TOYHICTIO METO/IIB IHTEJIEKTYAJILHOTO aHaJi3y JaHHX.

P. AGinap, K. Mymmani, ®. Myrayakkinb, X. Menpomi y podori [ 1] npeacraBuiy iHTelIEKTyanbHy Ta
momupeHy miardopMmy kKoHTposro Oesneku iHpopmariiiaol cucremu (IC) Ha ocHOBI MAS, sika BUSBISE Ta
knacudikye moxii 3[13, sKki BHHUKAIOTh Ha TPOTPAMHUX i allapaTHUX KOMIIOHEHTaX, 1 HaJICHIIA€ CIIOBIIICHHS B
PEKHMI peasbHOTO 4acy KOpHCTyBauaM cMapT(OHiB.

VY pob6orti [14] Padaens Canema Mapkec, ['peropi Emidaniy Ta iH. 3alIponoHyBanu HOBY apXiTEKTypy
OararoareHTHOTO JaeTekTopa ekcdimpTpanii gannx (MADEX), skuii HATXHEeHHUI MeXaHi3MaMu Ta (pyHKIiSIMH
IMYHHOT CHCTEMH JIFOJMHHU.

VY pob6orti [17] Bisek Kymap Cinrx, Antait O3eH, MaHimapan ['oBiHmapacy mpeacTaBHiIHN MigXil 0
po3pobku OaraToareHTHOI cxeMr RAS mpoTH CHCTEMHHX TaEMHHX Kibeparak.

Bupinennsi HeBupilIeHUX paHille YaCTHH 3arajbHOI NP06JIeMH, KOTPUM NPHCBAYYETHCS CTATTSI.
3Ba)kal0yM Ha 3HAYHY KUIBKICTh JOCIIJXKEHb y JaHOMY HANpPSIMKY, IUTaHHS aKTyaJlbHOT apXiTeKTypH
MAS 1t BUsIBJICHHS TOTIMOP(HUX BipyCiB BUBUEHO HEIOCTATHHO Ta BUMArae IMOJaNbIINX JOCIIKEHb.
DopMyJIIOBAHHS Lijed cTaTTi
Meroto craTTi € po3poOka Mmozeni MAS Juist BUSABICHHS MOJTIMOP(GHHX BipyCiB.
Buknag ocHoBHOro MaTepianxy

MAS € moty>KHMM MiAXoZoM aisi 3a0e3nedyeHHs] Oe3NeKd KOMITIOTEPHHX Mepex 1 cucreM. Taka
cucTeMa BUKOPHUCTOBYE KiJIbKa iHTENIeKTyalbHHUX areHTiB (IA), KOKeH 3 SIKMX Mae CBOIO crienu(ivuHy poiib y
Iporeci BUABJIEHHs Ta HeWTpaizanii mosiiMopduux Bipycis. Ha ocHoBI nonepenuix pociiukeHs aBropa [4, 5,
18-20] pospobinena apxitektypa MAS st BusiBIEHHS NoiiMOpHHX BipyciB. OCHOBHI KOMIIOHEHTH TaKoi
CHCTEMH BioOpakeHi Ha pUCYHKY 1.

Sk BimoOpakeHo Ha pucyHKY |, IA ckiamaeThcs 3 HACTYITHIUX MOIYJIB:

1) Momymp aHamizy — CKaHye CHCTEMy Ha TpeIMeT HAasBHOCTI MiIo3piaux abo IIKiXIMBHX
aKTUBHOCTEH, aHaNi3ye (ailloBy CHCTEMY, IaM Th, MEpexeBHH Tpadik, NOBeiHKY mporeciB. Ilpu mpomy
MOXYTb BUKOPHCTOBYBATHCSI CUTHATYPHHUH aHaui3 (IOPiBHAHHSA 3 0a3010 BiIOMHX BIpyCiB), aHaJIi3 TIOBEIHKH
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(Tomryk aHOMAaJIii, mMiI03piIKX Iiif), eBPICTUYHUH aHali3 (BUABJICHHS HOBUX BipyCiB Ha OCHOBI 03HaK). [HIIIMMH
ciioBamH, BiOyBaeThesl 30ip NaHmX, mos'szanHux i3 3113, 1 NpOBOAMTECS NeTanbHUN aHalli3 Juisl BU3HAYCHHS
MPUPOJIH 3arpo3H, ii JpKepesa Ta MOTeHIIHOTO BILTUBY;

2) monyinp knacudikamii momiMoppHUX BIpYCIB 3a PIBHSAMHU CKJIAJHOCTI — 3IIHCHIOE HEYITKY

KIacu]iKalilo BHUSBICHUX IMOJIMOP(GHHUX BIpyCiB 3TiJHO HOI0 HAJIEKHOCTI 0 PI3HHMX DIBHIB CKJIAIHOCTI Ta
BU3HAYae iX piBeHb HeOE3IeKy;

3) MoIynb NPUHHATTS pillleHHS — BU3HAYA€ThCS ONTHMANbHA PEaKiis Ta HeWTpaizalis (KapaHTHH,

BUAJICHHS, ONOBIIIIeHHS, OJIOKYBaHHA), BiIOYBAETHCS OHOBIICHHS Oa3¥ 3HAHB Ta CTPATETii BUSABICHHS.

Anroput™m poboTn npenctaBieHoi MAS BimoOpakeHO Ha PUCYHKY 2.

30BHilLIHE cepeAoBULLE
1 AHanis @
[ 3
2 Knacuoikauis |=»| Moaynb npuitHsma piweHs E
AreHr 1
=R

32« @
#: ] WebSocket Kepyiouni

e LeHT
KomyHikauis "

CeHcopu
Input

Ali
QOutput

Rules

|
S

TNokansHa 6a3a aHaHb

AreHr / = ﬁ

30BHILWHSA
Hasa aHaHb

Puc.1. ApxiTekTypa My IbTHATEHTHOI CHCTEMH BHSIBJICHHSI I0JIiMOp puux Bipycis

36ip indopmanii

CKaHyBaHHS CHCTEMH B ITOIIYKaX IIOTIMOP(MHUX BIPYCIB

Busipiienss noaimopdHux Bipycis

BukopHCTaHHS TOBEIIHKOBOTO aHATI3Y, CHTHATYPHOTO aHAM3y, IITYYHOTO IHTEICKTY

Kiaacudikania noniMopdgaux Bipycis

T e Mo T BuzHAUeHHA PIBHA CKIaIHOCTI HoniMopdHoro
: HILH : BIpYCY

IlpuiiaaTTa pimeRAs

Bu3HaTeHHS ONMTHMATLHOI peakilii (BHIaTeHHs
a00 1301111 BipycCy, OIOKYBAaHHS 3apaKeHHxX
HpPOIECIB)

BHeceHHS HOBHX 3arpo3 y 6a3y JTaHHUX,
HAaBYaHH{ areHTIiB I Kpalloro BHSBIEHHS
norMopdHHEX BIPYCIB Y MallOy THEOMY

Puc. 2. Anroput™m podoTH 3anponionoBanoi MAS
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MAS MoAemo€eThCS SIK CYKYIHICTh areHTiB A = {A;, Ao, ..., An}, SKi B3aEMOMIIOTH 13 KOMIT' FOTEPHOIO
CHCTEMOIO Ta OJIMH 3 OJJHUM.
MAS BHU3HAuUa€THCS KOPTEKEM:

MAS=(4, S, D, TR O, P, &) €))
ne A = {Ay, A, ..., An} — MHOXWHA arcHTiB; S — MHOKHHA CTaHiB KOMI'TOTEPHOI CUCTEMH; [D; — MHOKHHA
MOXUIHMBHX Tili areHTa A;; TS X A; X Az X ... X A, — P(S) — byHKIisA nepexoay Mix craHamu; R - S X A x
Az % ... X A, — R — QyHKUisS BUHATOPOIH, KA OLiHIOE e(PeKTUBHICTh BUOpaHuX Aii; O - 4 x S — P(O) —
(YHKIIISI crIoCTepeKeHHs, sIKa BU3Ha4ae, AKy 1HPOpPMAIliIo OTPUMY€ KOXeH areHtT; P(s'/s, ay, ..., an) —
HMOBIpHICTH IIepexoay B CTaH s’ MicJs BUKOHAHHSA Jiif arTeHTaMu; 7; - S — A; — CTpaTeris areHTa A, sKka
BH3HAYAE, IKY Aif0 BiH 00MpaE B KOXKHOMY CTaHi.

ATEHTH IIIFOTh Y CEpEeIOBHII Ta MOXYTh CITIBIIPAIOBATH a00 KOHKYpYBaTH. BoHH (yHKIiIOHYIOTh
3TiTHO aJIrOpUTMY:

1. AreHT criocTepirae ctaH s 4acTkoBo uepe3 O(4,, s).

2. AreHT BHOUpAE Mit0 @; BIMIOBIHO IO CBOET CTpATETIl 7;(s).

3. ATeHT oTpuUMy€ BHHAropoay R (s, aj, ..., a).

4. Cucrema nepexoAnTh Y HOBHUH cTaH s’ 3TigHO 3 QyHKUi€Eko epexony P(s' /s, ay, ..., an).

®DopManbHO, ONTHMANIBHA CTPATETIS I arcHTa 4; BU3HAYAETHCS AK:

i = arg maxE(XeZo v R(Sp, Ay o) ). @)
3

Ie y — Koe(illieHT AUCKOHTYBaHHA (BaKIMBICTh MaOYTHIX BUHAropon); £ — MaTeMaTHIHE
OYiKyBaHHS.

BucHOBKH 3 1aHOT0 AOCJiIKEHHS i NepCNeKTUBY NOJAIbIINX PO3BIIOK Y JaHOMY HANIPAMI

VY nocnmimkeHHI 3aporoHOBaHa MoAes MAS i BUSBICHHS MOJMIMOP(QHUX BIpYyCiB, SKa BKIIOYAE:
MHOKHHY arcHTiB; MHOXHHY CTaHIiB KOMII'FOTEPHO! CHCTEMH; MHOXHHY MOXIMBHX Iiil areHTa; (yHKLIIO
Mepexoay MK cTraHamu; (YHKIIFO BHHAroponIy, sKa OILIHIOE e(eKTUBHICTh BHOpaHHWX [iff; (QYHKIIIO
CIOCTEPEKEHHS, SIKa BU3HAYae, sIKy iHpopMalilo OTpUMye KOXKEH areHT; IMOBIpHICTh IIEpeX0y B HOBUIi CTaH
IICJIsE BUKOHAHHS il areHTaMH; CTPATCril0 areHTa, sKa BU3HAYAE, SKY Mil0 BiH O0HpaEe B KOXKHOMY CTaHi.
InTenexryanbHuit areHT qanoi MAS CKIIaga€eThesl 3 HACTYITHUX MOJIYJTIB: MOZYJIb aHANI3y, MOLYJIb Kinacudikarii
NOJIMOPGHUX BIPYCIB 3a pIBHSAMH CKJIQJHOCTI, MOIYJIb NPUHHATTA pIlIEHHS. AJTOPUTM pPOOOTH
3anpornoHoBaHoi MAS: 30ip iH(opManii, BusBIeHHS HONIMOP(HUX BipyciB, Kiacudikamis momiMopdHUx
BipyCiB, IPUIHATTS PillICHHS.

JlitepaTypa

1. Abidar R.,, Moummadi K., Moutaouakkil F., Medromi H. Intelligent and Pervasive Supervising
Platform for Information System Security Based on Multi-Agent Systems. International Review on Computers
and Software (IRECOS). 2015. Vol. 10 (1). URL: https://doi.org/10.15866/irecos.v10i1.4699

2. Ahmed M., Kazar O., Harous S. Cyber-physical system model based on multi-agent system. /ET
Cyber-Physical Systems: Theory & Applications, 2024, pp. 1-11. https://doi.org/10.1049/cps2.12096

3. Brahmi I, Ben Yahia S., Aouadi H., Poncelet P. (2012). Towards a Multiagent-Based Distributed
Intrusion Detection System Using Data Mining Approaches. Lecture Notes in Computer Science. 2012. Vol.
7103. URL: https://doi.org/10.1007/978-3-642-27609-5_12

4. Chaikovskyi M., Chaikovska 1., Sochor T., Martyniuk I., Lyhun O. Comprehensive approach to the
detection and analysis of polymorphic malware. CEUR Workshop Proceedings (ISSN 1613-0073). 2024.
Vol.3736. P.312-323. URL.: https://ceur-ws.org/Vol-3736/paper23.pdf

5. Chaikovskyi M., Chaikovska I., Sochor T., Martyniuk I., Lyhun O. Modeling the detection process
of polymorphic malware based on the Lotka-Volterra Model. CEUR Workshop Proceedings (ISSN 1613-0073).
-2024. - Vol.3899. - P.244-253. URL.: https://ceur-ws.org/Vol-3899/paper22.pdf

6. Dunets O., Wolff C., Sachenko A., Hladiy G., Dobrotvor 1. Multi-agent system of IT project
planning. In Proc. of the 2017 9th IEEE International Conference on Intelligent Data Acquisition and Advanced
Computing Systems: Technology and Applications (IDAACS), Bucharest, Romania, 2017, pp. 548-552. doi:
https://doi.org/10.1109/IDAACS.2017.8095141

7. Harshvardhan U., Rastgoftar H. Multi-Layer Continuum Deformation Optimization of Multi-Agent
Systems. /FAC-PapersOnlLine. no. 56 (2), 2023, pp. 10222-10227. https://doi.org/10.1016/j.ifacol.2023.10.901

8. Kashtalian A., Lysenko S., Savenko B., Sochor T., Kysil T. Principle and method of deception
systems synthesizing for malware and computer attacks detection. Radioelectronic and Computer Systems. 2023,
no. 4, pp. 112-151. https://doi.org/10.32620/reks.2023.4.10

9. Kashtalian A., Lysenko S., Savenko O., Nicheporuk A., Sochor T., Avsiyevych V. Multi-computer
malware detection systems with metamorphic functionality. Radioelectronic and Computer Systems. 2024, no.
1, pp. 152-175. https://doi.org/10.32620/reks.2024.1.13

10. Lysenko S., Pomorova O., Savenko O., Kryshchuk A., Bobrovnikova K. DNS-based Anti-evasion
Technique for Botnets Detection. In Proc. of the 8-th IEEE International Conference on Intelligent Data Acquisition
and Advanced Computing Systems: Technology and Applications, Warsaw, Poland, 2015, pp. 453-458.

546 Herald of Khmelnytskyi national university, Issuel, 2025 (347)


https://doi.org/10.15866/irecos.v10i1.4699
https://doi.org/10.1049/cps2.12096
https://doi.org/10.1049/cps2.12096
https://doi.org/10.1007/978-3-642-27609-5_12
https://ceur-ws.org/Vol-3736/paper23.pdf
https://ceur-ws.org/Vol-3899/paper22.pdf
https://doi.org/10.1109/IDAACS.2017.8095141
https://doi.org/10.1016/j.ifacol.2023.10.901
https://doi.org/10.32620/reks.2023.4.10
https://doi.org/10.32620/reks.2023.4.10
https://doi.org/10.32620/reks.2024.1.13
https://doi.org/10.32620/reks.2024.1.13

TexHiuHi HayKu ISSN 2307-5732

11.Lysenko S., Savenko B. Distributed Discrete Malware Detection Systems Based on Partial
Centralization and Self-Organization. International Journal of Computing. 2023. Vol. 22. Pp. 117-139. DOI:
https://doi.org/10.47839/ijc.22.2.3082

12. Lysenko S., Savenko O., Bobrovnikova K. DDoS Botnet Detection Technique Based on the Use of
the Semi-Supervised Fuzzy c-Means Clustering. CEUR-WS, n0.2104, 2018, pp. 688-695.

13. Markowsky G., Savenko O., Lysenko S., Nicheporuk A. The technique for metamorphic viruses'
detection based on its obfuscation features analysis, CEUR-WS 2104 (2018): 680—687.

14. Marques R.S., Epiphaniou G., Al-Khateeb H. et al. A flow-based multi-agent data exfiltration
detection architecture for ultra-low latency networks. ACM Transactions on Internet Technology. 2021. Vol. 21
(4). 103. URL: https://doi.org/10.1145/3419103

15.Monga R., Karlapalem K. MASFMMS: Multi Agent Systems Framework for Malware Modeling
and Simulation. Lecture Notes in Computer Science. 2009. Vol. 5269. URL: https://doi.org/10.1007/978-3-642-
01991-3 8

16. Pomorova O., Savenko O., Lysenko S., Kryshchuk A. Multi-Agent Based Approach for Botnet
Detection in a Corporate Area Network Using Fuzzy Logic. Communications in Computer and Information
Science, 2013, no. 370, pp.243-254. https://doi.org/10.1007/978-3-642-38865-1_16

17.Singh V. K., Ozen A., Govindarasu M. A Hierarchical Multi-Agent Based Anomaly Detection for
Wide-Area Protection in Smart Grid. 2018 Resilience Week (RWS), Denver, CO, USA. 2018. Pp. 63-69. URL:
https://doi.org/10.1109/RWEEK.2018.8473514

18.CaBenko O., YaiikoBchkuit M. Mertox HediTkol KIAcH]iKaIlii 3JIOBMHCHOTO IPOTPaAMHOTO
3a0e3neueHHs] 3 BHKOPHUCTAHHSAM IHTENEeKTyalnbHOTo areHTa. Information Technology: Computer Science,
Software Engineering and Cyber Security. 2024. Ne 3. C. 140-148. URL:
https://journals.politehnica.dp.ua/index.php/it/article/view/644/574

19. YaiikoBcekuit M. KoMImiekcHWI migxix [0 BUSBICHHS Ta aHANi3y MOJIMOP(GHOTO 3JIOBMHCHOTO
NpOrpaMHoOro 3ade3nedyeHHs. MiKHApOAHUH HAyKOBO-TEXHIYHUH KypHal «BuMipioBaibHa Ta 00YMCIIOBAIbHA
TEXHiKa B TEXHOJIOTTYHUX Tporecaxy. 2024. Ne 2. C. 42-50. URL: https://doi.org/10.31891/2219-9365-2024-78-5

20. YatikoBcrkuit M.1O. TIporao3yBaHHs KiJIbKOCTI aTak 3JJOBMHCHOTO MPOTPaMHOTr0 3a0e3IeYeHHS Y
CBITI. AKTyanbHi npobiemu komm totepaux Hayk AIIKH-2024 : marepianu XVI Bceykp. HayK.-pakT. KOHQ.,
M. XMenpHUIbKHH, 15-16 nuct. 2024 p. / XMenbHUIBKANA HAI[IOHATBHUI YHIBEPCUTET. XMeIbHUIbKUM, 2024,
C. 534-536.

Herald of Khmelnytskyi national university, Issuel, 2025 (347) 547


https://doi.org/10.47839/ijc.22.2.3082
https://doi.org/10.1145/3419103
https://doi.org/10.1007/978-3-642-01991-3_8
https://doi.org/10.1007/978-3-642-01991-3_8
http://dx.doi.org/10.1007/978-3-642-38865-1_16
https://doi.org/10.1109/RWEEK.2018.8473514
https://journals.politehnica.dp.ua/index.php/it/issue/view/19
https://journals.politehnica.dp.ua/index.php/it/issue/view/19
https://journals.politehnica.dp.ua/index.php/it/article/view/644/574
https://doi.org/10.31891/2219-9365-2024-78-5

