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XOCTHHI CTATUYHOTI'O BEB-CAWTY 3ACOBAMM AWS S3

B po6omi npoaHasizoeaHo ocobausocmi peasizayii xocmuHgy cmamu4Hux eeb-calimie 3aco6amu XMAapHO20
cepsicy Amazon S3. Po3aasiHymo ocobaueocmi HaaawmyseaHb 003801i8 ma noaimuk. JocaioxceHo inmezpayiro 3 cepgicom
CloudFront das5 3a6e3neveHHs 6e3nevHoi docmasku KOHMeHMy 3d NPOMoKo10M https.
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AMAZON S3 STATIC WEBSITE HOSTING

Nowadays, especially in period of energetic crisis, it is very important to get reliable data storage and uninterrupted access to
websites. Considering that the world’s mainstream is using the clouds services for educational, scientific, business purposes it is important to
explore features of hosting websites in major cloud service providers. One of the leader’s vendors in cloud servicing is Amazon with its Web
Services (AWS). AWS offers hosting solutions such as Lightsail, Amplify Console, Simple Storage Service (53) and Elastic Cloud Computing,
from simple static websites to complicated dynamic,

The article deals with the method of hosting static websites. Simple Storage Service was used for this purpose. The method has
many benefits: the service is simple, cheap, scales well, manages everything and has great integration with other AWS services. This method
is the best for websites that do not contain server-side scripting, like PHP or ASP.NET. It is ideal for websites that change infrequently, such as
personal, promo, startup websites, websites of small businesses and organizations.

The article focuses on how set permissions, properties and policies of AWS S3 bucket for hosting a website. But usage of S3 bucket
alone provides only http connection. That’s why to deploy secure connection and speed up delivery of the static content was proposed to use
AWS CloudFront service. CloudFront is content delivery network service, that uses the latest version of Transport Layer Security Protocol and
saves files in the cache for 24 hours. The article shows how to configure CloudFront distribution to serve https requests for an Amazon S3
bucket. Configuration S3 bucket REST API endpoint was used as the most secure case. As a result, latency was reduced, security was improved
due to traffic encryption and the content of S3 bucket was kept private.

Keywords: AWS, S3 bucket, hosting, website.

I[HocranoBKka npod.aeMH y 3arajibHOMY BUIJISIAL
Ta i 3B’ 5130K i3 BA2KJIMBUMHU HAYKOBUMH YHM NPAKTUYHUMHM 3aBIAHHAMHU

Ha croropHinmHii OeHP aKTyampHUM [UIi YKpaiHM € THTaHHS HaJifHOCTI 30epiraHHi JaHHUX Ta
3a0e3neueHHs Oe3MepepBHOTO JIOCTYITY 0 BeO-caifTiB. 3aralbHOCBITOBOIO TCHICHINIE€IO BHPIIICHHS BKa3aHIX BUMOT
€ mepexig B XxmMapy. ToMy BaXIMBUM € TOCTIKCHHS OCOOJIMBOCTEH XOCTHHTY BeO-CaWTIiB y MPOBIAHUX BEHIOPIB
XMapHUX cepBiciB [1], 30kpema B Amazon Web Services (AWS). 3a indopmariiero BeHaopa [2] AWS 3abe3neuye
XOCTHHT 3 IOCTYIHICTIO 99,99% mipoTsarom poky Ta Mae HaaiiHICTh 99,999999999%.

AWS wMicTuTh 3aco0HM 1 XOCTHHTY Ta KOHCTPYIOBaHHS 1 AWHAMIYHMX, 1 CTaTHYHUX CaWTIB, SK-TO
Lightsail, Amplify, Elastic Cloud Computing ta Simple Storage Service (S3).

JUi XOCTHHTY CTaTHYHUX CalTiB [3] 3 NOBIIBHOIO KUIBKICTIO CTOPIHOK, SIKi HE MOTPeOyIOTh BHKOHAHHS
cepseprux nporpam Ha PHP, ASP.NET Ttomo, HalmpoCTimuM € BUKOPUCTaHHSA cepBicy S3.

AHaJi3 1ocaigxenb Ta Nyoaikamii
B po6ori [4] HaBeneHo NaHi PO NPaBOBHUH aCIEKT IMUTAHHS XOCTHHTY, B [5] pO3IIISIHY TO 3arajibHi MUTaHHS
XOCTHHTY, B TOMY YHCII i B XMapi, B [6] BUKIJIa/IeH] 3arajibHi NUTaHHS XMapHHUX CEPBICIB, a OT TEXHIYHI MOMEHTH Ta
HaJIalTyBaHHS MOTPEOYIOTh YTOYHEHHS.

DopMyJIIOBAHHS Lijed cTaTTi
MeTor0 po6OTH € JOCHTIIKSHHSI 0COOTMBOCTEN HANAIITYBaHb JO3BOJIB Ta MOJITHK KoHTeHHepa (bucket) S3
JUISl XOCTUHTY CTaTHUYHHUX BeO-caiTiB, a Takoxk ocobmuBoctel HamamrtyBanb CloudFront mist 3abe3neuenns https
3’e¢mHanHs 3 S3.
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Buknan ocHoOBHOro Mmartepiany

[liaroToBKa XOCTUHTY CalTy NMPOBOAMTHCS B KOHcoJNi AWS B mianoroBomy pexuMi Ta CKIalaeThCs 3
HACTYITHHX €TaliB: CTBOPEHHS HOBOT'O IOIMEHOBAHOTO KOHTEWHEpa, HAIlOBHEHHS KOHTEHHEpa KOHTEHTOM CaMTy,
BU3HAYCHHS Bi/MOBIIHUX JO3BOJIIB Ta MOJIITHK TOCTYIY 0 CAUTY.

Cmeopenns konmetinepa.

CrBopenns koHtelHepa (bucket) aktuByethest kHonkoro Create bucket (puc. 1a) xonconi AWS. V BikHi
CTBOPCHHS KOHTEIHepa (puc. 10) ciuil BU3HAUNTH yHIKaJIbHE iM sl KOHTeitHepa Bucket name ta perion po3milneHHs
AWS Region. Perion po3mimeHHs BH3Ha4ae TepUTOpiajbHE pO3TallyBaHHSA cepBepiB Amazon (AWS endpoint,
website endpoint), uepe3 sKi OyIe IPOBOAUTHUCS XOCTUHT. BU3Ha4ueHe iM s Ta PerioH CTal0Th YaCTKaMU JOMEHHOTO
iMeHi caliTy, aKxe HopMy€eThCSI aBTOMATHIHO:

http://bucket-name.s3-website.aws-region.amazonaws.com
abo
http://bucket-name.s3-website-aws-region.amazonaws.com

Jns Yxpainu HalOinpm OJIM3BKHMU € perioHu cxigHoi €Bpomu eu-west-1 (Ireland), eu-west-2 (London),
eu-west-3 (Paris).

Amazon S3 » Buckets AmazonS3 ) Buckets > Create bucket

Create bucket
Buckets are containers for data stored in $3. Learn more [

» Account snapshot

Storage lens provides visibility into storage usage and activity trends. Learn more [ General configuration

View Storage Lens dashboard

Bucket name

static-website-hosting-khnu

et name must be globs d must rot contain spaces or uppercase Letters. See rules for bucket naming [2}

AWS Region

Buckets (3) info EU (Ireland) eu-west-1 v
Buckets are containers for data stored in 3. Learn more [
Copy settings from existing bucket - optional
= y thy tting the follow figurat
a) 0)

Puc. 1. CTBopeHHs KOHTeliHepa: a) maHeJ b KoHcoTi AWS; 6) moJist cTopinku cTBopeHHs bucket

Hanoenenns koumetinepa.

HanoBrenns bucket koHTeHTOM caiiTy akTuByeThcs kHOmMKoo Upload (puc. 2a) Bkmaaku Objects mms
0o0paHOTO KOHTeHHepa. Y BiKHI 3aBaHTaXEHHS JaHUX (pHcC. 20) KHOMKOK a00 MepeTAryBaHHIM B TIOJIE CIif TOJATH
(atiin caiity B KOHTelHep. 3a3Bud4ail 00OB’S3KOBHM € 3aBaHTaKCHHsS JOMAITHBOI CTOPIHKH caity — (airy
index.html.

AmazonS3 > Buckets > static-website-hosting-khnu
Amazon 53 » Buckets » static-website-hosting-khnu » Upload

static-website-hosting-khnu ..
Upload .
biects | Properties | Pemissions: | Matics | Mumagemant | ocass Points

Add the files and folders you want to upload to $3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST APL. Learn more [

Objects (0)
: 58 e L Ty o S Drag and drop files and folders you want to upload here, or choose Add files, or Add folders.

c Actions ¥ Create folder - —
Files and folders (0) Add files Add folder

Name A Type v Last modified

a) 0)
Puc. 2. 3aBaHTaKeHHS] KOHTEHTY CTATUYHOI'0 Be0-CaliTy: a) CHIUCOK 3aBAHTAKEHUX (aiiJiiB;
0) cTopiHKa 3aBaHTAKEHHS

Size 7 Storage class

Busnauenns oocmyny oo caiimy

Jns toro, mo6 Qaiuin KoHTelHepa IHTEpNpeTYBANNCS SK KOHTEHT CaWTy Ta 3allUTH BiloOpaxkaiucs B
BeO-Opay3epax sSK CTOPIHKH CaWTy CIiIl HAJaTH KOHTEHHEpYy BIACTUBOCTI BeO-caiiTy. [l mboro Ha BKIJIAMIMI
Properties (puc. 2a) xoHTeliHepa moTpibHO akTHBi3yBaTH noist Static website hosting — Enable ta Hosting type —
Host a static website (puc. 3a).

Jlo3BOJIOM Ha MyOJiYHUI JOCTYN Yepe3 IHTepHET 0 KOHTelHepa kepye BiactuBicTh Block public access.
ITose Block all public access MoXHa 3allOBHWTH y BiKHI CTBOpEHHsS KOHTeWHepa, kHomkoio Edit 6roxy Block
public access Ha Brianii g03BoaiB Permissions konteitHepa (puc. 30) Ta mynkrom Block Public Access settings
for this account ronoBaoro MeHto koHcoai AWS S3 (puc. 4a).

Crig BiAMITUTH, IO TUTBKK HAaJaHHS JO3BOJY ITyOJIIYHOTO JOCTYIy HEIOCTATHBO UI XOCTHHIY CTATUYHHUX
CaWTiB, JOMATKOBO CJIi/T BU3HAYMTH IPpaBMIIa J0ocTymy — noiituky Bucket policy.
[NonitTnka Moxke OyTH HammcaHa Oe3NOcepe/]HO BPYUHY B PEJAKTOpi INOJITHK KOHTEHHepa, BCTaBle€HA B DPElaKTOp
HOJITHUK 13 30BHINIHBOTO (aiiy dopmary JSON abo BcraBnena «Ctrl-C/Ctrl-V» 3 BOyzoBaHoro reneparopa IMOJITHK.
Penaktop nonituk aktuByerbest kHonkoo Edit rpymu Bucket policy (puc. 5a) Brimagku Permissions koHrteiiHepa.
I'eneparop noniTHK aKTUBY€ETHCS KHOTIKOIO Policy generator, sika 3HaX0ANTBCS HaJl peIaKTOPOM TIOJITHK (pHc. 50).
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Amazon§3 ) Buckets D static-website-hosting-khnu

Amazon 53 » Buckets » static-website-hosting-khnu » Edit static website hosting

. . . . static-website-hosting-khnu .«
Edit static website hosting

Objects Properties Permissions Metrics Management Access Paints

Static website hosting

Use this bucket to host a website or redirect requests. Learn more [

Permissions overview

Access
Bucket and objects not public
Static website hosting
| _Disable
© Enable Block public access (buc

ket settings)
'

Hosting type
© Host a static website

Edit
Use ket ENdPOINT a: .
Redirect requasts for an object Block alf public access
to another bucket or domain. Leam more [4] @on

» individual Block Public Access settings for this bucket

a) 0)
Puc. 3. XoCTHHT CTATHYHOTrO BeO-caiiTy: a) BU3HAYEHHS THITY KOHTeliHepa;
6) cTaH my0IiYHOr0 HOCTYIY

HE t Amazon 53 » Buckets » static-website-hosting-khnu » Edit Block public access (bucket settings)

Amazon S3 X Amazon 53 > Block Public Access settings for this account = 4 £

’ Edit Block public access (bucket settings) w
Buckets Block Public Access settings for this account
Access Poin Use Amazon S3 Block public access settings to control the settings that allow public acce

Block public access (bucket settings)

Objes

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, +
Multi-Region Access Points

ens:
by

that your applications

re that public access to all your S3 buckets and objects is blocked, turn an Block all public a ese settings apj

Batch Operations et and its access points. AWS recommends that you turn on Block all public access, but before applying any of these

of public access to your bucket

1AM Access Analyzer for S3 | work correctly without public aceess. if you require some |

within, you can customize the individual settings below to suit your specific storage use cases. Learn more [

Block Public Access settings for

this account Block all public access Block all public access
Aot . ‘ *Turning this setting on is the same as turning on all four settings below. Each of the following s are indepenc
a) 0)
Puc. 4. KepyBaHHsl ny0/1iYHMM JOCTYNOM: ) IV100a1bHO; §) JIOKAJIBHO
Bucket policy Edit bucket lelcy Info
he bucket po SON, provides access to the objects stored in the bucket. Bucket policies don't apply to ¢

The solicy, written in JS
Edit Delete |
Bucket policy
The bucket policy, written in JSON provides access to the nhi_c-ct: stored in the bucket. Bucket policies d
( Policy generator [4 .‘
"Version™ "2012-10-17'
"Id": "Policy1676009670174",

iStatemant L Bucket ARN
' "Sid"; "Stmt1676009668935", arn:aws:s3::static-website-hosting-khnu
"Effect”: "Allow",
"Principal® ", X
‘Action": "s3:GetObject”, Policy
“Resource”: "arn:aws:s3:: static-website-hosting-khnu/**
} 1+
1 2
) 3
4~ "Statement": [
a) 0)

Puc. S. TloniTuku gocTymy: a) BMHKAaHHS pearyBaHHs; 0) JIOKaJIbHO

['eHepaTop MONITHK JO3BOIISE B JIAJIOTOBOMY PEXHMi BH3HAYHTH IpaBHiIa poOOTH 3 KOHTCHHEPOM Ta
chopmyBartu ¢aiin B ¢opmari JSON (puc. 6). s 3a0e3nedeHHS IHTEPHET-IOCTYIy 1O CTaTHYHOTO CaMTy
000B’s13k0BUMHU € HacTymHi 3anucu: Tun noiituku Type of Policy — S3 Bucket Policy, Effect — Allow, Principal —
* Actions — GetObject, ARN — arn:aws:s3:::bucket-name/* .

Bapricamii acnekT. B Mmexax makera Free Tier [7] BuninseTbest 0e3komToBHO 5 ['0 st koHTeiHepis, 20 000
sarutiB Get Ta 2 000 3amuriB Put. Ilonansina omiata ckinamae ayst nepimux 50 To va micsip — 0,023$ 3a 1 T6.

Henonikom ommcaHoTo BUIlle HAWOLIBII MPOCTOTO Ta JIEMIEBOTO CIIOCO0Y XOCTHHTY caiiTy Ha AWS S3 € Te,
110 BiH 3a0e3meduye TUTBKH He3aXHIIeHe 3’ €THAHHA 3a IPOTOKOJIOM Affp. 3 ypaxXyBaHHSAM TOTO, III0 Cy4YacHi Opay3epu
Ha kmrtant Google Chrome, Mozilla Firefox oOMexyroTh 0OMiH 3 BeO-caliTaMU 3a MPOTOKOJIOM Attps, 1€ CTae
CYTTEBUM HEOIKOM.

Jnst opranizarii 3axHIIEHOr0 IOCTYyIy 110 BeO-calTy 3a NMpOTOKOJIOM Attps npu3HadeHui cepBic AWS
CloudFront [8]. CloudFront — 1ie cepBic Tio0albHOI MEpeKi TocTaBKU KOHTEHTY (content delivery network CDN).
3a ingopmarieto Bengopa [8, 9] CloudFront 3abe3nedye 30epiraHHs AaHUX B Kemli mnportsroM 24 romuH (3a
3aMOBYYBaHHM) 1 BUKOpHCTOBY€ poTokon TLSv1.3.

Higxmouenns CloudFront no S3 npoBonuThest B KoHCONiI AWS B [1aJlOrOBOMY PEXHMI Ta CKIATAETHCS 3
HACTYITHHUX €TaIliB: CTBOPEHHS HOBOI JOCTaBKU KOHTEHTY (distribution) Ta 3MiHM BiJIOBiTHHMX IO3BOJIB Ta MOJITHK
koHTelHepa (S3 bucket).
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Cmeopenns 00cmasKu KOHMeHmy.
CrBopeHHs jmoctaBkM KoHTeHTy (distribution) aktuByerbcsi knHomkoro Create distribution (puc. 7a)

koHcoai AWS. VY BikHI CTBOpPEHHS JOCTaBKM KOHTEHTY (puc. 70) 3/iHCHIOIOThCS HalalTyBaHHA B rpymnax Origin,
Default cache behavior ta Settings.

Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy, an 53 Buck
Policy, and an SQS Queue Policy.

Select Type of Policy

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in sta

Effect | () Deny
Principal [* |
Use a comma to separate multiple values.
AWS Service  Amazon 53 ™ All:
Use multiple statements to add permissions for more than one ser
Actions 1 Action(s) Selected s+ [ All Actions (')

|_| LCeUMULONEEIONACCESSFOINTHOCY .
Amazon Resource Name (ARN) =] GetMultiRegionAccessPointPolicyStatus

GetObject {BucketNamel}/${KeyName].

O GetObjectAcl

1 [ GetObjectAttributes
O GetObjectLegalHold
] GetObjectRetention

d. You must enter a valid ART
O GetObjectTagging -

Puc. 6. 'enepaTop nositux

Hanawmyesanns 6 epyni Origin.

KimrouoBuM MomeHTOM € BHOIp BHXimHOro aomeHy Origin domain, OCKiTbKM IIe¢ BH3HAUYa€e CIOCIO
nigkmodenas CloudFront mo S3 1, BigNoOBigHO, Bci momanbmni HamamrtyBaHHS. CloudFront MOXHa HaJlalITyBaTH
JIBOMa criocodaMu: BUKOpUcToBytour nporokos oominy S3 REST API endpoint a6o cranpaptHuii BeO qoctym — S3
website endpoint. 3a 3amoBuyBanHsM AWS mnpononye migkiaroueHHs uyepe3 REST API endpoint (puc. 8a).

IMigxnroueHnst yepe3 website endpoint motpedye BBeneHus B mojie Origin domain website endpoint kouTeiinepa
(puc. 80).

CloudFront » Distributions CloudFront » Distributions » create
Distributions (0) fo C Create distribution | Create dIStrIbUtIOI‘I
Q, Search ail distributions | 1 ®

Origin
D v Description v Type v | Domainname ¥ | Altern

No distributions Origin domain

Choose an AWS origin, or enter your origin's domain name.

Create distribution Q Choose origin domain
a) 0)

Puc. 7. CTBOpeHHs1 I0CTABKH KOHTEHTY: a) aHeJIb KOHcoli AWS; 0) moJisi cTopinku cTBOpeHHs distribution

You don't have any distributions.

Kongirypamis REST API endpoint miarpumye SSL 3’emmanss [u1s 3arambHOmocTymHOTro (public) Ta

NpHUBaTHOTO (private) KOHTEHTY, IIO BIOBOJIFHSE CydYacHHMM BHMoraMm KibepOesmekm Ta 3abesmedye HaWOLIbII
3axuIneHe 3’eqHanHsg. ToMy JeTanbpHile 3yMTHHAMOCH Ha OCOOMMBOCTSAX HANAITyBaHb 3 KoHpirypariero REST API
endpoint.
O6upaetscst BuxigHuii aoMeH Origin domain 3a Ha3Bow KoHTeWHepa (puc. 8a), Mmichas 4YOro 3’ SBISETHCS
MOXIIMBICTh HallAlITyBaTH MpaBWiia JOCTYIy 10 KOHTeHTY. J[ns mifBuIneHHs Oe3neKd CalTy pPEeKOMEHAYEThCS
BUKOpHCTOBYBaTH Origin access control settings (puc. 9a), Ipu SKOMY JIOCTYH JI0 KOHTEHTY OyJie 31ifiCHIOBaTHCS
BUKIMO4YHO 4epe3 CloudFront. HanamryBaHHS KOHTPOJIIO JIOCTYIly O KOHTEHTY aKTHUBYIOThCs KHomkoiwo Create
control setting (puc. 9a) micns akruBauii Origin access control settings (recommended) Ta cTBoproroTbcst AWS
aBToMatn4yHO (puc. 96). [Ipu oMy renepyerbcs HOBa MOJITHKA JOCTYyIy 10 KoHTelHepa (S3 bucket policy), sika
CTa€ JOCTYITHOIO ISl KOTIIIOBAaHHSI ITiCJIsl BU3HAUEHHS crtoco0y ocTaBky KoHTeHTY (distribution).
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CloudFront » Distributions » create CloudFront » Distributions » create
Create distribution Create distribution

Origin Origin
Origin domain Origin domain
Cha AWS origin, or enter your origin's domain name. ch AWS origin, or enter your origin's domain name

Q, Choose origin domain Q, static-website-hosting-khnu.s3-website-eu-west-1.amazonaws. mn—‘ b 4

Amazon 53 Use: static-website-hosting-khnu.s3-website-eu-west-1.amazonaws.com

static-website-hosting-khnu.s3.amazonaws.com Amazon §3
static-website-hosting-khnu.s3.amazonaws.com
a) 0)
Puc. 8. Ilinkaroyenns CloudFront o S3: a) yepes S3 REST API endpoint; 6) yepe3 S3 website endpoint
Origin

Create control setting

Origin domain

Choase an AWS origin, or enter your origin's domain name.

Q. static-website-hosting-khnu s3,eu-west-1.amazonaws.com X | Name

Origin path - optional  Info static-website-hosting-khnu.s3.eu-west-1.amazonaws.com

Entera URL p:

ppend to the origin domain name for origin reque

cial characters. Useup to 6

Name

Description - optional

Enter a name for this origir

static-website-hosting-khnu.s3.eu-west- 1.amazonaws.com ‘ Enter description

Origin access  Info The description can have up to 256 characters

Public
Bucket must allow public access. 9 Signing behavior

© Origin access control settings (recommended)

Bucket can restrict access to only CloudFrant.

(O Do not sign requests

Legacy access identities O Sign requests (recommended)
Use a CloudFrant origin access identity (OAI) to access the 53 bucket

L ] Do not override authorization header

— Origin access control Do not sign if incoming request has autherization header.
Select ting origl mend eate ane; aratio
v Create control setting Origin type
Buckt policy 53 v |
Pol 1 allow access to CloudFront IAM service 1 L |
The origin type must be the same type as origin domain

Puc. 9. HanamryBaHHs NPaBHJI JOCTYIY 10 KOHTEHTY: a) BCTAHOBJIEHHS JOCTYIY /10 KOHTEHTY BHKJII04HO Yepe3 CloudFront; 0) moas
CTOPIHKH CTBOPEHHSI KOHTPOJIIO J0CTYITY

Hanawmyesanus ¢ epyni Default cache behavior.

B paniif rpyni HanamToByeThCs MPOTOKOJN 3’€naHaHHs. OCKUIbKM HaiiOLIbIl Oe3rnedHuM € 3’€IHaHHS 3a
MPOTOKOJIOM https, To ciin aktuBizyBatu moiie Redirect http to https ams toro, mo6 Bci Atfp 3amutu Oymu
TIepeHarpaBIeHi 1mo Attps.

Hanawmysanns ¢ epyni Settings.

B rpymi BkasyeThcs iM’S TOMANTHBO! CTOPIHKH CaWTy, 3a3Bu4ail Qaiiny index.html, sxe Oyne BKasyBaTH
KOpeHeBHil 00’ ekT 3a 3amoBuyBaHHsM default root object

3mina 0ozeonie ma nonimux konmetinepa (S3 bucket).

s 3abe3medeHHs TMPUBATHOCTI JaHWX KOHTEHWHEpa CIiJi CKacyBaTH MyOJiYHMN AOCTyH 1O HBOTO Ta
BUMKHYTH BJIACTHBICTH 3/iHCHIOBATH XOCTHHI CTaTHYHOrO BeO-caity. s mporo aktuByeThes mone Block all
public access Ha Bkiammi Permissions Ta neakTuByeThes mone Static website hosting — Disable na Brumamii
Properties xonreiinepa. Takox 3MiHIOeThCs ToiTHKA Bucket policy Ha Ty, mo Oyia 3reHepoBaHa IpU CTBOPEHHI
distribution (puc. 10a). PekomenayeThcs i CKOMiIOBAaTH Ta 3aMiHUTH OJpa3y micisi ctBopeHHs distribution (puc.
106). Ao x 3I1CHIOETBCS KOTIIIOBAaHHSI HOBOI MOJIITHKH JI0CTYITy /IO KOHTelHepa B rpymi Settings Bkiagku Origin
CTBOpPEHOT 10CcTaBKM KOHTEHTY (distribution) micnst akTuBauii BikHa 3MiH Bkiaaaku Origin kHonkoro Edit.

Bapricumii acnekr. B mexax naxera Free Tier [10] nnst cepsicy CloudFront BuninseTbes 6€3K0mTOBHO |
T6 mepemaui mammx Ha Micsms, 10 000 000 http/https 3amurie Ha Micss, 2 000 000 3amyckiB Ha Micsamb Ta
6eskomroBHU SSL ceprudikar. [Tomaneiia oriata 3a1eKUTh BiJi 00paHoro kiacy ta Kiabkocti 3amuTiB [10]. [Ipu
BUKOPHCTaHHI BCix Touok nocrymy (All edge locations) oTpumyeMo Halikpaury MpoIyKTUBHICTb, ajle TPOXHU OLIbIIY
BapTicTh. [Ipu BuOOpi North America, Europe, Asia, Middle East and Africa BuxitodaroTbcss HaWOIBIT JOPOTi
touku. HaiinemeBmum BapiantoM € Only North America and Europe.

HenonikoMm po3rasHyTOro MeETONy € He3pydHa Ha3Ba caiity, sky Hamae CloudFront aBTOMaTWYHO.
Hanpukian, https://d61hcgbérlrk]1.cloudfront.net.
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Policy 5iE services Q B & @ oGcokvy My
1 © Successfully created new distribution. X
2
; & T i b ke s x
4- [ Complete distribution configuration by allowing read access to CloudFront origin access.
5~ ¢ control in your policy statement. Go to S5 bucket permissions to update policy [3
6 dFrontServicePrincipal®,
7 CloudFront > Distributions > EUHET1IVXACO
8

9 Service®: “cloudfront.amazonaws.con
[ NGFront.smezonems. ELJHET11VX4C0 View metrcs
General Origins Behaviors Error pages Geographic restrictions Invalidation >

0)

stic-website-hosting-knnu/*"

15 "ANS: ": "arn:aws:cloudfront::480294131847:distribution/ETIHET1IVXACE

17 ) © Youmust allow access to CloudFront using this policy statement. Lesmmore [~ 5 copy policy |

18 ) about giving CloudFront permission to access the S3 bucket [4.

(3 Go to $3 bucket permissions [
a) B)
Puc. 10. HoBa moJiiTnka gocTyny A0 KOHTeliHepa: a) BJacHe NOJITHKA; 0) KOMisl MOJITHKH IiCJIs1 CTBOPEHHS
distribution; B) xomist mostiTuku B rpyni Settings Briaaakn Origin

[IpoTe MOXHA OTPUMATH JOMEHHE iM’sl CKOPUCTABIIUCH cepBicoM Route 53 a0o jx MOXHA CKOPHUCTATHCh
nocnyramu iHmmx DNS npoBaiifiepiB. 3a yMOBH BUKOpPHCTaHHs cepBicy Route 53 BapTticTh mociyru craprye 3 9% Ha
piK 3aIeKHO Bill PO3IMIUPCHHS, HAMpUKiam, .com komrye 13$ Ha pik, .org — 12$ Ha pik. JetansHo 3 BapTicTiO
nocayr Route 53 MokHa o3HailoMuTHCs 3a mocunanHsM [11].

BucHOBKH 3 1aHOT0 A0CTiKEeHHS i MepcneKTHBH NOJAJBUINX PO3BiIOK Y JaHOMY HanpsiMi

Cepgic S3 3a paxyHok iHTerpariii B ocHoBHHi1 cepBic AWS Simple Storage Service «30epiraHHs T1aHUX K
mociayra» (Storage as a Service — StaaS) MOXJIHBOCTEH XMapHOTO CEepBiCy «00’€KTHHH KOHTEHHEp SK ITOCITyTa)
(Container as a Service — CaaS) y Buriani kounteitHepis (bucket) mst 36epiransas html, css, MynpTUMenia Ta iHIIAX
(haiinniB caifTy Hagae MOXIIUBICTD 30epiraT KOHTEHT CTATHIHHUX BEO-CaNTIB, Ta IPOBOAUTH XOCTHHT CAHTIB.

Iarerpamis AWS S3 3 mporpamamM 3abesmedeHHsSM Mepexi noctaBku koHTeHTY (Content Delivery
Network — CDN) AWS CloudFront Ta cepicom anMinicTpyBaHHs JoMeHHHX iMeH (Domain Name Service — DNS)
AWS Route 53 3a0e3medye moBHAH HaOip IHCTPYMEHTIB IS 3pyYHOTO Ta OE3IIEYHOTO XOCTHHTY CaHTiB.

CepBic MOXe OyTH KOPHCHUM MJIsl NMPUBAaTHUX KOPHUCTYBauiB, MalMX IJNPHEMCTB Ta OpraHizalii,
CTapTarniB TOIIO.
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