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RESEARCH AND SIMULATION OF THE METHOD OF GENERATION OF
THE FLOW OF MATRIX KEYS OF PERMUTATIONS AND THEIR
CHARACTERISTICS FOR ENCRYPTION-MASKING OF VIDEO FRAMES

Abstract - The article proposes and considers a method of generating and forming a stream of secret matrix keys (MK)
in the form of permutation matrices. Based on consideration of the advantages of matrix models and algorithms for
cryptographic transformations (CT) of images (1), textographic documents, aspects of the application of these matrix-type
cryptosystems for creating blind electronic digital signatures (BEDS), masking of video frames, etc., the urgent need to form a set
or a consistent series of secret keys. It is shown that, taking into account the peculiarities of crypto-transformations in multi-
page, block ciphers, in matrix affine-permutation ciphers, a series of keys in the form of permutation matrices (PM) is necessary.
To solve this problem, the article proposes a new approach and method of generating a series of MK (PM), based on the use of a
series of sequential cryptotransformations of the base key using affine encryption when changing the keys of this cipher in
accordance with the generated random digital sequence. Functionality and advantages of the method of generating a series of
secret keys in the form of permutation matrices (PM) are demonstrated by model experiments in the Mathcad Professional
software environment, screenshots from the created software modules. The properties of a series of MK PM were investigated
using correlation and mutually equivalent normalized functions, which are more effective than correlation functions, and the
adequacy and stability of the method were confirmed. The advantage of the proposed method and its matrix models and
computational procedures is the consideration of the specificity of images and the ease of adaptation to different types and
formats of images, the clarity and isomorphism of the visualization of both the components of the MK PM and the entire flow of
keys. Formulas and algorithmic steps of procedures for creating a set of secret matrix keys and intermediate steps of closing,
encrypting and decrypting images are given. The obtained results of modeling the method and the processes of creating a series
of secret keys of matrix permutations in the Mathcad sofiware environment confirmed the correct functioning and advantages of
the proposed method.

Keywords: cryptography, matrix models of cryptographic transformations, keys stream generation method, secret
matrix key, permutation matrix, text-graphic document, electronic digital signature, modeling, Mathcad Professional, image
encryption-decryption, video frame masking, affine cipher, cryptographic nonlinear transformations of image pixel intensities,
correlation function, spatial equivalence function.

KPACHUJIEHKO BOJIOAUMUP
MIJJIYBHNU BJIIAJJUCIIAB
HIKITOBUY AIAHA

BiHHMIBKHI HAI[IOHATBHUNA TEXHIYHUN YHIBEPCUTET

JOCIAKEHHS TA MOJAEJIOBAHHSI METOAY TEHEPYBAHHSA ITIOTOKY MATPUYHUX KJIIOYIB
HMEPECTAHOBOK TA IX XAPAKTEPUCTHK JIJISI 3AIIIUOPYBAHHS-MACKYBAHHS BIZIEOKA/IPIB

Anomauis - Y cmammi 3anpononosano ma po32iaHymo Memoo cenepayii ma ¢popmy6anis noMoKy ceKpemuux MampuiHux Kuo4dig y
sunA0i Mampuyb nepecmanosok. Ha ocrosi posensidy nepesaz mampuurux mooeneii ma areopummie kpunmonepemesopensv (KI1) 300pasicens (3),
MeKCmozpaghiuHux OOKYMEHMI8, ACNeKmi6 3dCMOCYSAHHA YUX KPURMOCUCIEM MAMPUYHO20 MUNY Ol CMEOPEHHs CHINUX eleKMPOHHUX
yugpposux nionucie (CELI), mackysanns 6ideokadpis, mowjo, 062pyemosano 2ocmpy nHeodxionicme (opmyeanns Habopy uu nociioognoi cepii
cekpemuux kuoyis. [lokasano, wo 3 ypaxysanHam ocobaugocmell Kpunmonepemeopers y 6a2amocmopinkosux, O10Ko8uXx WUGpax, y MampuyHux
aginHo-nepecmano80UHUX WUPpPax, HeoOXiOHa 6 MOMY YUCTI HU3KA Kawwie y euensidi mampuys nepecmanosox (MII). [ns eupiwenus yiel
npobremMu y cmammi nPOROHYEMbCs HOBUU nioxio i memoo eenepayii nuzku MK (MII), wo 6azyemvcs na euxopucmanni cepii nocaiooHux
Kpunmonepemeaopens 6a306020 KUa 3a 00NOMO20H0 AQIHHO20 WUDPYBAHHS NPU 3MIHI KIIOYi8 Yb020 WUDPY Y 8IONOBIOHOCI 00 32eHePOBAHOT
8UNA0Ko8oi yu@posoi nocnioognocmi. MooenbHumu excnepumenmamu y npoepamumomy cepedosuwyi Mathcad Professional, ckpinamu 3i
CMBOPEHUX NPOSPAMHUX MOOYIII6 NPOOEMOHCMPOBAH] PYHKYIOHATLHI MOICTUBOCHI] MA nepesazu Memooy cenepayii nocitioogHol cepii cekpemnux
Karouie y euenadi mampuys nepecmarnosok (MII). [locniosceni enacmusocmi nusku MK (MII) 3a donomozorn kopenayitiHux ma 63a€MHO
eKBIBANCHMHICIHUX HOPMOBAHUX (PYHKYIU, WO € eeKmUSHiuUMU 3 KOperayitini, ma niomeepodceHo A0eK8amHicmy, CMIUKicms Memooy.
Ilepesazoio 3anpononosanozo memooy ma #o20 MAmMpuyHux Mooenel, 0OUUCTIOBATLHUX NPOYeOYp € BDAX08YE8AHHs  Chneyugiku 306paicenb ma
npocmoma aoanmayii 0o pisHUX munié ma @opmamie 306padceHsb, HAOUHICMb ma i3oMmophHicme eizyanizayii, sx ckradosux MK MII, max i
6cb020 nOMOKy Ktouis. Haeedeni ¢hopmynu ma ancopummiuni Kpoku npoyedyp CmeOpeHHs HAOOpy CEeKpemHUX MAmpUuyHux Kuouie ma
NPOMIICHUX KPOKI8 3aKpummsi, 3auugpyeanns ma posuiudpysanns 300paxcens. Ompumani pe3yibmamu MoOeno8anis Memooy ma npoyecie
CMBOPEHHs: NOCIIO0BHOI Cepii ceKpemHux Kowie MampuiHux nepecnaHo8ox y npospamtomy cepedosuwyi Mathcad niomeepounu npaguisHicme
(yHKYiOHY8AHHA Ma nepesazu 3anpoONOHOBAHO20 MeNOOy.
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Knrouogi cnosa: xpunmoepagis, mampuuni mooeni KpunmozpagpiuHux nepemeopenv, Memoo 2eHepysanHs NOMOKY KIouis,
CeKpemHull MAMPUYHULL KIHOY, MAmMpuys NepecmaHo8oK, MeKCmozpagiuHutl OOKYMEeHm, eleKmMpPOHHUL Yu@dposull nionuc, MOOent08aAHHs,
Mathcad Professional, sawugpyeanns-poswugpysanis 306padicenb, MAcKy8anHs 6i0eokadpie, apinnuii wugp, Kpunmoepagiuni HeriHiuni
nepemeopenHsl IHMeHCUSHOCMEN NIKCENi8 300PANCEHHs, KOPETAYIUHA QYHKYISL, NPpOCmoposa YHKYIA eKeiGaNeHmMHOCHII.

Introduction

Actuality of theme. Digital visual information in the form of images of various formats and streams of video
frames is the most common type of data used today in the most diverse areas of industrial, scientific and technical
activity, as well as in everyday life. A large number of scientific, scientific and technical, regulatory, educational
and other documentation contain a significant amount of visual information in the form of halftone, color images of
various objects, diagrams, schemes, drawings, photographs, etc. Regardless of the diversity of such documentation
and the options and formats of its digital representation and encoding, all such text-graphic documents (TGD) are
visualized as a set of images of pages or fragments of these TGD, stored and displayed using display devices,
including monitors, displays personal computers. The constant increase in the bandwidth of information
transmission channels and the speed of its processing in distributed communication systems, in hardware and
software tools and built-in accelerators of new classes and computer architectures is compensated, firstly, by the
constant growth of the volume of both public and confidential visual digital information transmitted in real time, and
secondly, the increasing requirements for the dimensionality and resolution of such information. This leads to the
necessity improving, and often, revising the foundations of building methods and means of transforming such
information in objects of distributed systems based on heterogeneous networks, including on the basis of a radio
channel. The main transformations of images are reduced to compression, protection in the channel from
unauthorized access, from obstacles of natural and artificial origin, which are based on matrix transformations, for
example, orthogonal, affine, etc. In this regard, the interest of researchers in discrete matrix transformations of
information in general, as well as in the cryptographic aspect for the purpose of its encryption, today is connected
with the fact that the expansion of the set of basic matrix operations and matrix transformation procedures allows
choosing the most rational operation or their a set to solve a specific task, and the achievement of great success in
the field of digital signal processing processors and programmable logic with the possibility of structural
implementation of algorithms of any complexity contributes to the emergence of new, more effective
representations of the proposed matrix models and transformations into hardware high-performance
implementations and digital processing devices.

And this will make it possible to process large data sets, TGD or whole streams of video frames at an
accelerated pace, to solve new and more complex tasks. At the same time, the main aspect of relevance is the
improvement of the basic characteristics of transmission processes, protection against unauthorized access and
information hiding in telecommunication systems based on matrix models, their new basic operations and necessary
transformation procedures. One of the urgent issues is the study and assessment of the prospects for the application
of an extended family of matrix models and transformations, taking into account their properties and features, in
algorithms for compression, masking of images and video frames, which requires separate research. Solving this
issue will significantly increase the security of transmission of digital visual information in telecommunication
channels. Development of a method of frame-by-frame masking matrix transformation of visual data to protect
against unauthorized access when storing images or video files and transferring them in open communications is a
very urgent task, which has already been studied at the level of cryptotransformation models of individual images,
including color ones, or individual frames. However, for the direct or reverse crypto-transformation of the entire
flow of frames or image matrices based on new, specifically matrix models and procedures, additional research and
solving of such a task as forming a series of frame-by-frame masking or encryption-decryption keys is required.
Advantages of cryptographic transformations (CT) of textual documents (TGD) with visas, signatures, images (I),
tables, diagrams, etc., in cryptosystems of the matrix type (MT) [1-4] based on algorithms and matrix-algebraic
models (MAM) , including generalized matrix affine and affine-permutation ciphers were demonstrated in works [5-
10]. Modifications of MAM were used in the creation of blind and other digital signatures [11-17], they allow
checking the presence of distortions in cryptograms of black and white and color images, their integrity [5,7],
creating block [6], multifunctional parametric models [8] , multi-page [9] and investigate their stability
characteristics [10]. The basic operations of MAM are element-by-element multiplication, addition modulo
matrices, and matrix permutation models (MP_M) with matrix multiplication procedures.

To implement CT, it is necessary to multiply byte matrices on the left and right by permutation matrices
(PM), a matrix of rows, columns, vectors that display symbols, codes, bytes in unitary codes, can also be replaced
and rearranged using such permutations. In order to change and equalize the histograms of all spectral components
of the image with equal probability, to increase the entropy of the cryptogram of the image during its cryptographic
transformations based on MP_M, the decomposition of R, G, B components and their bit slices and several matrix
keys (MKs) and vector keys (VKs) are necessary [3-5 ]. That is, for MAM there is an urgent need to form a whole
series of MPs from the main MK, which would satisfy a number of requirements.

Formulation of the problem

Since in [18,19, 20, 21] the issue of coordination of only the main matrix key of a general type was
considered, and not a number (flow) of PMs, the aim of the work is to model and study the processes of formation of
the permutation matrices (PMs) flow for MAM CT in MT systems, to check the statistical and correlation properties
of a number of generated PMs .
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Presentation of the main material, research results

Let us consider the situation when PMs of size 256*256, described in [2-5], are used for the cryptographic
transformations of blocks 256*256 bytes long, presented in the form of a black-and-white image matrix, or vectors
256 bytes long (2048 bits), described in [2-5], where the processes are given their generation, MAM of their
transformations and cryptographic transformations based on them. Since for each block, several round, cyclic
cryptographic transformations it is desirable to have a number of matrix keys generated from the master key, for
example, the same MK, then, taking into account the requirements for the crypto-statistical characteristics of MKs,
the task of researching the processes of fast and reliable generation of MK sequences in the form of MKs becomes
very relevant. Let's assume that their number is also equal to 256. The results of modeling the processes of
generating a number of PMs for such a situation in Mathcad with formulas and matrices of PMs are shown in Fig. 1.
If the main MK is the generated random PM KPX (Fig. 1), then it is uniquely displayed by a 256-component
permutation (vector) V_KPX and also in the form of image or a byte matrix (BM) of size 16*16 with the peculiarity
that all 256 of its gradations of intensity are different.

xa =17 xm = 13 va=17 vm =5
C_MKa = KPX®® (_MKm = KPX'™"
V_CMKa = C_MKa-N V_CMKm = C_ MKm-N

KeyCmvj = [ (V_KPX + Ro)-V_CMKm; Ro|

KeyCmj = Lmud[_KeyCm\'i +257-257 ,257) ' - Raj

KevCmavj = (KeyCmj + \'_Cl]](ai-Rm_]

— 5
KeyCmaj = Lmod[_KeyCma\'i ,236) )

KPX.255 C_MKa-255 C_MKm-255

KeyCmP1-255 KeyCmaPl-255 KeyCmaP254-255

Fig. 1. Results of simulation of MKs (PMs) array generation processes

Using the scalars xa and xm agreed by the parties, as powers of KPX, we form from KPX two additional

matrices C_ MKa, C_ MKm, see Fig. 1, and their corresponding vectors V_.CMKa, V_.CMKm, which together with
the vector V_KPX (vector representation of KPX) are shown in Fig. 2. Histograms of all these vectors (basic!) are
horizontal lines, see Fig. 3, as well as all vector representations of generated permutations formed from V_KPX, as
its i-th cryptograms, using an affine cipher and a pair of i-th components of vectors V.CMKa, V_CMKm (additive
and multiplicative components). These cryptograms are the i-th current permutations (vectors) of KeyCma, which
can also be unambiguously represented in the form of KeyCmaP bit matrices with dimensions (256*256), for
example, KeyCmaP1-KeyCmaP254, Fig. 1. Fragments from Mathcad windows are shown in Fig. 4.
Since the histograms of all PMs (their vectors) are horizontal lines, and their entropy is equal to 8 bits, crypto-
analysis based on them is impossible. In addition, the main and 2 auxiliary MKs are secret, allowing only parties to
the CT to create or have this series of MKs (PMs). In principle, only the master and the aforementioned xa and xm
scalar keys can be secret or negotiated parties.
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Fig. 2 Vector representations of basic MKs for generating an array of MKs (PMs) from them
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Fig. 3 Histograms of vector representations of basic (left) and some (first, second) generated (right) MKs (PMs)
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Fig. 4 Fragments from Mathcad windows: one of the key formation procedures (left) and vector representations of some (zero, first, 255-

th) generated (right) MKs (PMs)

To study the quality of MKs (PMs) of the created series, to study their properties, we calculated all their
possible mutual-correlation and equivalence normalized functions, which are displayed in the form of fragments of
Mathcad windows in fig. 5-7 and confirm the achievement of surprisingly good properties. Note that the obtained
results and their comparison also indicate that mutual-equivalence normalized functions are better than mutual-

correlation functions.

255

. )= (Cmazss) (KeyCmazss) .
CFv_CmalA) - Z (Ke3C|nag;;]n (Key Cmab”‘]mnd[n—A—Ziﬁ:Ziﬁl
n=10
255
CFa_CmalA) = Z (KE}'Cmag;g]n—(KeyCmaggg]mud(n_b_zsmzss]
n=10
6
g0 i i
5.56x10°,
5108
CFa_CmalA)
—_— 4-10%
3.951x10% 106 | I I | |
100 =0 0 50 100
—127 A 128
4410°
4210°
CFv_Cma(A)
- 4-10%
106 I | I | |
3810 -100 50 0 50 100
A

Fig. 5 Formulas and form of auto-correlation CFa_Cma and cross-correlation CFv_Cma functions depending on cyclic shift,

displacement of elements of PM vectors
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Fig. 6 Formulas and form of mutual-equivalence CFv_CmaG functions depending on the MP number (i) and cyclic shift,
displacement of elements of the PM vectors

| 255 :
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__________________________________ : B T
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Fig. 7 Formulas and form (3D) of mutual equivalence CFv_CmaG functions depending on the PM numbers (i,j) for the "0-th" and "1-
th" displacements of the elements of the PM vectors

For better perception and more effective transmission of basic MK (PM) and the sequence of created PMs,
the latter are converted with the help of software modules into color or black and white image, shown in fig.8 and
can go as frames of a video stream (colored image corresponds to three basic MKs).
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Fig. 8 Matrix representation of basic MK and a number of MPs

As can be seen from fig. 6-7, for one PM (in the 200-th experiment) there is a similarity with another key,
but this is explained by the fact that for it xm is equal to "1". This is easily eliminated if the number of PMs in the
sequence is reduced from 256 to 255 for the situation chosen in the simulation and described here

Conclusion

The proposed and modeled in Mathcad method of generating a series of MKs (PMs) for multi-page, block,
matrix affine-permutation algorithms and matrix-algebraic models of cryptographic transformations. The properties
of a series of MKs (PMs) were investigated using mutually equivalent normalized functions, which are more
effective than correlation functions, and the adequacy and stability of the method were confirmed.
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