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3ACTOCYBAHHSI HEUPOHHUX MEPEX Y KPUIITOAHAJII3I: CYUACHI
HIAXOAU TA IIEPCIIEKTUBHA

Memoto yiei nyonikayii € nposedenHs amanizy Cy4acHux nioxodig¢ 00 GUKOPUCMAHHA HEUPOHHUX MepedxC y
KPUNMOAHANI3], BUSHAYEHHS AKMYANbHUX WIAXI6 OOCHIONCEeHHA Ma Nepcnekmue pos3gumxy yiei eanysi. Y cmammi
PO321510aI0MbCsL CYYACH] MemMoOu KPUNMOaHANIMUYHUX Amax, 3aCHOBANUX HA HEUPOHHUX MEPeNCax, GKI0UAI0UY XAOMUYHI
HeUpOoHHI Mepedci Ons Oewudpy8anHs, MAWUHHE HAGUAHHA ONS GUAGIEHHS KPUNMopapiuHux epasiusocmell ma
BUKOPUCMAHHA WMYYHUX HEUPOHHUX Mepedc Ol 31aMYy CKAAOHUX wu@pyeanvhux cucmem. Pesyibmamu 0ocnioxcensb
6KA3VIOMb HA e, WO HEUPOHHI Mepexci MOJCymb CYMmeEGO NIOGUUUMU e(eKMUSHICMb KPUNMOAaHAaizy, 30Kpema 6
acnekmax po3nisHaeanHs namepwie i mounocmi Oewtugppysannsn. OOHaK, nepeo 2any3310 CMOAMb SUKIUKU, 30KpeMd 6
Macumabosarocmi nioxooié 00 Oinbus CKIAOHUX KPUNMOZPADIuHUX cucmem.

Kntouosi crosa: HeupoHHi Mmepedici, Kpunmoauanis, Kpunmozpagisa, mawiunHe HABYAHHA, XAOMUYHI cucmemu,
Odewudpyeanus.

BURTSO ANDRII, MARIKUTSA ULIANA

Lviv Polytechnic National University

APPLICATION OF NEURAL NETWORKS IN CRYPTANALYSIS: MODERN APPROACHES AND
PROSPECTS

In today's world, the proliferation of digital technologies has revolutionized numerous aspects of modern life, fundamentally
reshaping how individuals, organizations, and societies interact and function. However, alongside the numerous benefits brought by this
digital transformation, a growing threat has emerged—cybersecurity breaches. As the digital landscape expands and evolves, so do the
tactics and capabilities of malicious actors seeking to exploit vulnerabilities for criminal purposes. Consequently, protecting digital assets
and infrastructure from cyber threats has become a necessity for individuals, businesses, and governments alike. Addressing the multifaceted
challenges posed by cyber threats requires innovative and adaptive approaches that can keep pace with the dynamic nature of digital risks.
In this context, artificial intelligence (Al) has emerged as a pivotal technology, offering unprecedented capabilities to enhance cybersecurity
defenses. Al encompasses a range of advanced methods and algorithms enabling machines to simulate human intelligence, including
learning from data, making predictions, and adapting to new information. The application of Al in cybersecurity holds the promise of
significantly improving threat detection, strengthening defenses, and mitigating risks in the digital domain. This article aims to explore the
critical role of Al in cybersecurity by examining its applications across various areas, such as threat detection, vulnerability assessment,
incident response, and predictive analysis. Leveraging machine learning algorithms and advanced data analytics, AI-driven solutions can
analyze vast amounts of data in real time, identifying anomalous patterns indicative of potential security breaches. Furthermore, Al enables
organizations to implement proactive defense mechanisms, allowing them to anticipate and mitigate emerging threats before they fully
manifest. However, integrating Al into cybersecurity frameworks is not without challenges and complexities. Ethical considerations, privacy
concerns, and potential algorithmic biases require a nuanced approach to implementing Al-driven cybersecurity solutions. Thus, this article
seeks to critically evaluate the advantages, limitations, and ethical implications of Al in cybersecurity, emphasizing the need to balance
innovation with ethical responsibility. At its core, the rise of Al represents a paradigm shift in cybersecurity, offering unprecedented
opportunities to strengthen defenses and combat cyber threats in the digital age. Through a comprehensive analysis of Al's role in
cybersecurity, this article seeks to elucidate the transformative potential of Al-based technologies in safeguarding digital assets and
preserving the integrity of cyberspace.

Keywords: neural networks, cryptanalysis, cryptography, machine learning, chaotic systems, decryption.

IocranoBka npodaeMu

CyuacHi kpunTorpaQivHi CHCTEMH CTaOTh JIeAaTi CKIaIHIIIIIMH, 0 3HAYHO YCKIATHIOE TXHIN aHaIi3
3a JIONIOMOT'OK0 TPaAMLIMHUX METOJIB KpUNToaHali3y. bararo anropuTmi, 30kpeMa Ti, 110 BUKOPHCTOBYIOTh
HEJiHIHI Ta XaOTHYHI CHCTEMH, MalOTh BUCOKY CTIHKICTB IO METO/IiB IOBHOTO TIepedopy, 110 BUMAarae 3Ha4YHNX
00YHCITIOBAIFHUX PECYpCiB 1 Hacy [uid iXHBOTO 37aMy. BogHOo9ac HeHpOHHI MepeXi MIPONOHYIOTh MOXKIIMBICTh
aBTOMATH3allii NpOoLeCy KPUIITOAHANI3Y, BAKOPUCTOBYIOUH TOTY)KHOCTI MAIIMHHOTO HABYAHHS JISl BUSIBICHHS
MIPUXOBAaHUX MAaTEPHIB y 3amm(poBaHuX naHUX. Lle 1ae 3Mory He JuIIe CKOPOTHTH Yac, HEOOXiTHUN TS 371aMy
KpUNTOTpadivHUX KIIOYiB, ajie i MiABUIIUTH €(eKTUBHICTH NPOLeCy Aen(ppyBaHHS.

3acTocyBaHHSI HEHPOHHUX MEpPEeX Ul KPUITOAHANI3y BUMarae po3poOKH HOBMX IIJXOJIB, 3aTHUX
BUpINIyBaTH Mpo0jeMy MacmTaboBaHOCTI Ta €(EeKTUBHOCTI MpU poOOTI 31 CKIAJHUMHU KpuUOTOrpadidyHUMU
aropuTMamMu. Y TOH 4ac, SIK TpaJuLiiiHi METOJI CTalOTh MEHII e(PEeKTUBHUMH y CyYacHHX YMOBaxX, IITY4Hi
HEWpPOHHI MepeXi MaroTh BEJIMKHUN ITOTEHIIAN JJIs MTiAIBUIIEHHS TOYHOCT] KPUNITOAHAJITHYHUX aTak.

Orusp nitepatypu

VY nonepeaHix TOCTiKEHHIX HEHPOHHI Mepeski OyiH PO3TIIAHYTI SK MEePCIEKTUBHUMA IHCTPYMEHT IS
kpunToaHamiizy. ¥ po6oti "Artificial intelligence techniques for encrypt images based on the chaotic system
implemented on field-programmable gate
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array" JOCTITHUKY aKIIEHTYIOTh YBary Ha TOMY, SIK HSHPOHHI MEPeKi MOKYTh BUKOPHUCTOBYBATHUCS TSI
JaemnpyBaHHS 300paXeHb, 3alIM(PPOBAHIX XaOTHYHUMH CHCTEMaMu. BaXXJIMBUM acleKTOM € BUKOPUCTaHHS
nporpaMoBaHuX BeHTHWIbHMX Matpuib (FPGA), ski 103BONAIOTE HEHPOHHMM MepekaM IpalfoBaTH B
peanpHOMY Yaci, Aenudpyroyn CKIaaHi KpunTorpadiuHi CHCTEMH 3 BUCOKOI TOYHICTIO.

JHocnimxenns, npencrasiene B "A novel image encryption/decryption scheme based on chaotic neural
networks", omnucye 3acTOCYyBaHHS XaOTHYHHMX HEHPOHHUX MeEpex Uil Nemu(pyBaHHS, SKE [IOKAa3y€ BHCOKY
e(eKTUBHICTH y 371aMi mHU(pPOBaHUX 300paXKeHb. 3aBISKH 3/1aTHOCTI HEHPOHHUX MEPEX PO3Ii3HABAaTH CKJIaHi
TaTepHH, BOHU MOXKYTh €KCIUTyaTyBaTH HaBiTh HE3HAYHI HETOUHOCTI a00 ciadKi MicIl B XaOTHYHHUX CHCTEMax
umdpyBaHHS.

VY mocmimkerHi "Applications of Artificial Intelligence to Cryptography" migkpeciroeTsces, Ik HESHpOHHI
Mepexi MOXyTh OYyTH NO€IHAHI 3 TPamWIifHUMH METONaMH KPHUNTOAHATI3y s HOKpAIIEeHHS TOYHOCTI
nemudpyBadHa. 30KpeMa, HEHpOHHI Mepexi Ho0pe MiAXOIATh A anpOoKCHMamii CKIaTHIX MaTeMaTHIHUX
(YHKIIH, SKI BUKOPHCTOBYIOThCS B KpunTorpadii, mo no3Bossie mBUAIIE ieHTU(IKYBAaTH KpunrorpadivHi
KJIFO4i 200 BUSBJISTH BPA3JIMBOCTI B aJITOPUTMax MH(PyBaHHS.

MeTtopoJoris

OCHOBHUM MiAXO0JOM Yy KpPHUITOaHaJi3l, 3aCHOBAaHOMY Ha HEHPOHHUX MepeXaX, € BUKOPHCTAHHSI
KOHTpPOJILOBAHOTO HaByaHHs. Lle nependavae HaBuaHHs HEHPOHHOT MEpeXi Ha BIIOMUX Mapax 3alupOBaHUX i
po3um(ppoBaHUX JaHMX, IO J03BOJILE i 3po3yMiTH MexaHi3M mudpyBanHs. [Ticns HaBuaHHS Mepexa Moxke
3aCTOCOBYBATH IIi 3HaHHSA IO HEBIMOMHUX 3aIIN(ppPOBAaHUX NAaHWX, HAMAralO4mcCh IEepPeNOAYNTH BiIMOBiTHIHA
BIIKPHUTHH TEKCT a00 KpHunrorpadivyHuid KIFoY.

VY mocmimkenHi "A novel image encryption/decryption scheme based on chaotic neural networks"
HEeWpOHHA Mepeka BUKOPHCTOBYBAJIACs MU HAaBUYAHHS Ha XaOTHYHHX IaTepHaX MU(PYBaHHSA, IO JO3BOJHIO
MOJIeNi 3BOPOTHO IeIudpyBaTH 3amudpoBani naHi. Lle mo3Boisge mBUAKO Ta €PEKTHBHO PO3MIH(POBYBATH
iHpOpMalil0 HaBiTh y BHIIAJKaX, KOJIH BUKOPUCTOBYIOTHCS CKIQJHI XaOTHYHI alTOPUTMH IIU(PPyBaHHS.
Bukopucranns mporpamoBaHux BeHTHIbHHMX Marpuib (FPGA), sk 3a3naueHo B "Artificial intelligence
techniques for encrypt images based on the chaotic system implemented on field-programmable gate array",
JI03BOJISIE 3AIMCHIOBATH OOYMCIICHHS! B PEAIbHOMY Yaci, [0 pOOMTh METOAOJIOTII0 €(PEKTUBHOIO MPH BEITHMKHX
oOcsirax 3amu@poBaHuX JaHUX.

[HTerpanis anropuTMiB MallIMHHOTO HaBYaHHS, sK 3a3HaueHo B "The Benefits of Artificial Intelligence
in Cybersecurity", TakoX € KIIOUOBHM €JIEMEHTOM Yy CyYaCHHX MiJXOJaxX 0 KpUITOaHamizy. MaiuHue
HaBYAaHHS JOIOMarac HEHPOHHMM MepekaM IIBHIIIE 1ACHTH(IKyBaTH Cia0Ki MICII B aidropuTMax
mmdpyBaHHs, JO3BOJISFOUN (POKYCYBAaTH PECYPCH Ha HAMOLIBII Bpa3IUBUX JUITHKAX.

Pe3yabTaTn
BukoprcTaHHs! HEHPOHHUX MEPEX Y KPUIITOAHAII31 MPHU3BEJIO 10 KUTBKOX BXKIIUBHUX PE3YJIBTATIB:
° [Migpumenas mBUAKOCTI JemudpyBanHs: Sk mokazano B "A novel image

encryption/decryption scheme based on chaotic neural networks", HelipoHHI Mepexi 3HAYHO CKOPOTHJIU Yac
JaemnpyBaHHS, JIEMOHCTPYIOYM BHCOKY TOYHICTh IpH pO3MIKQPYBaHHI 300pakeHb, 3alIn(ppOBaHUX
Xa0THYHUMHU cucTeMamu. Lle cBiUUTh Mpo Te, 10 HEHPOHHI Mepexi MOKYTh OyTH e()EeKTUBHUMH ISl 1HIINX
THUIIB TaHUX.

° AnantuBHicTe: HelipoHHI Mepexi MpojeMOHCTPYBaIM 3AaTHICTh aJanTyBaTUCS A0 PI3HHX
kpunrorpadiunux cxem. Y "Artificial intelligence techniques for encrypt images based on the chaotic system
implemented on field-programmable gate array" Mepexa ycminmHo gemmdpysaia 300pakeHHsI, 3amnpoBaHi 3a
JIOIIOMOT'0I0 XaOTHYHUX CHUCTEM, IO MiJKPECIIOE YHIBEPCATIBHICTD [[OTO MiAX0Y.

° [MinBumena TounicTs: [ToenHaHHS HEHPOHHNUX MEPEX 13 ANTOPUTMAMU MAIIMHHOTO HABYAHHS
MIPHU3BENIO A0 MiABUINCHHS TOYHOCTI KPHUITOAHANITHYHUX aTak. Y "Applications of Artificial Intelligence to
Cryptography" 3a3HadaeTbcsl, 0 MEPEXi 34aTHI BUSBIITH MMPUXOBaHI MTATEPHU B KPUNTOTPaiuHUX KITFOYaX,
110 HEIOCTYITHO JUISl TPaJULIHHUX METOJIIB.

OOroBopeHHs

[MTonpu 3HAuHI JOCSATHEHHS, KPUITOAHANI3 Ha OCHOBI HEHPOHHHMX MEPEK CTHKAETHCS 3 KiJIbKOMa
Bukiukamu. [lo-niepiue, s epekTUBHOTO HaBYaHHS HEHPOHHI Mepexi MOTPeOyIOTh BETUKHX OOCSTIB JaHUX,
10 HE 3aBXKIM TOCTYITHO B Kpuntorpadiuanx ponatkax. [To-apyre, xoua HEHpOHHI Mepexi 100pe mpaIooTh i3
BHSBJICHHSIM TIaTEPHIB, BOHW MOXYTh MAaTH TPYIHOIII 3 OUTBIN CKIaJHUMHU IH(PPYBATEHUMH CUCTEMaMH, SKi
BUKOPHCTOBYIOTh HEJNiHIITHI IEpeTBOPEHHS 400 KBAHTOBO-CTIHKI aJITOPUTMH.

Ille onHiero BaxJIMBOIO IpobieMolo € Oe3neka camoi HelWpoHHOI Mepexi. Skmo Mepexa abo ii
HaBYAJILHUH Tporiec OyJie CKOMIPOMETOBAHO, 1€ MOXKE ITPU3BECTHU JI0 MPOBATY KPUITOAHAIITHYHOI aTaku. Y
"The Benefits of Artificial Intelligence in Cybersecurity" HiJIKpeciIO€TECS HEOOXiAHICTE PO3pOOKK OibII
3aXMIIEHUX apXITEKTYp HEHPOHHUX MEPEXK Ul IXHbOTO BUKOPHCTAHHS B KPUIITOAHAII31.

MaiiOyTHi ZOCIIKEHHS MAlOTh 30CEPEPKYBATHCS Ha PO3MIMPEHHI MaclITabiB HEHPOHHUX MEPEX IS
OUTBII CKITATHUX KPHUNTOTpadiqHMUX CHCTEM, a TAKOX Ha iHTerparii HeHpOHHHX MEpeX i3 IHIINMH MEeTOJaMHu
KPHUIITOAHAMI3y, 30KpeMa KBAHTOBUMH OOYHCIICHHAMH.

BucHoBok

VY miii my6mikarii 6y1o MpoBeAEHO aHAJI3 CyYacHHX ITiAXOJIB 10 3aCTOCYBAaHHS HEHPOHHUX MEPEX Y

KpHUITOaHami3i. My BUSBMIN, II0 HEHPOHHI MEPEXi 34aTHI 3HAYHO IMiABUIIUTH €()EeKTHBHICTh AeIIN(PpyBaHHS
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3aBISIKM IIBUAMIOMY PO3II3HABAHHIO TATEPHIB Ta BWINIM TOYHOCTI aTak HAa KpunTorpadidyHi CHUCTEMH.
HesBakarouu Ha 11e, iCHYIOTb CYTTEBI BUKJIMKH, ITOB'sI3aH1 3 MaciITa0yBaHHSIM HEHPOHHUX MEPEXK ISl CKIIAJHUX
KpunTorpadivHuX cxeM i 3a0e3neYeHHsIM IXHbOT O€3MeKH.

JocsirHeHHs 1iel poOOTH nojisrae B TOMy, 0 OyJ0 BU3HAYEHO aKTyalbHI HUISXH AL MOJAIbLINX
JIOCTIJIKCHb, 30KpeMa y HANpsSMKYy MiIBUIICHHS MacmITabOBaHOCTI HEWPOHHHX MEpEkK Ta IX iHTerparii 3
KBaHTOBHMM KPHIITOAHAII30M. MaiOyTHI JOCIIPKEHHS TaK0K MAIOTh 30CEPe/KyBATHCS Ha PO3POOIIi 3aXHIIEHUX
apXiTEKTyp AJIs1 3a100iraHHs KOMIIPOMeTallii HeHPOHHUX MEPEX Y MPOLEeCi KPUIITOAHAIIZY.
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