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MOJEJIb TEXHOJIOT'T IIM®POBOI'O MIIMUCY HA
OCHOBI OCOBOBUX ATPUBYTIB

Cmamms npucesuena npezeHmayii Mooeni mexHon02l cuHmesy cueHamypu yugpogozo nionucy Ha 0CHoO8i 0cob08ux
ampubymis. B pobomi 30iiicneno awnaniz i xiacugixayiro ampubymie nionucauma O GUKOPUCIMAHHS @ CUSHAMYPI
Yu@poeoeo nionucy, UHAYEHO CROCIO NPeOCMAasienHs i pO3NOOLLYy ampudymie 6 MameMamuyHitl MoOOeli, NPe3eHMo8and
cxema ymeOopeHHs cucHamypu yughpogoco nionucy 6 mepminax mamemamuynoi mooeni. Cuenamypa yugpogozo nionucy,
CUHME308aHA HA OCHOGI OBIIKOBUX BEKMOpIe ampubymis, pazom 3 Xeul-CUHaAmyporw GIOKpUmo20 MeKCmy Modxce
niodasamucs Kpunmozpagiunomy wugpysannio (3axkpummro) i 000agamucs 00 iOKpUMO20 MeKCmy 3a KIACUYHUMU
mexnoaociamu nHaxkiadanna EL[I1. Takosc modciuse BUKOPUCMAHHA CUSHAMYPU YUGPo802o NIONUCY HA OCHOBI ampubymis i
¥ 6IOKpumomy 8u2ifioi, 6e3 3aKpumms wWuppysaHHam, Wo BUSHAYAEMbCA YIIAMU Ma Nompedamu nionucanma.

Kniouoei cnosa: saxucm inghopmayii, enekmpounnuil yugposuii nionuc, ampubymu KOpucmyeaud, cucmema
eNleKMPOHHO20 OOKYMEHmMOoobiey.
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MODEL OF DIGITAL SIGNATURE TECHNOLOGY BASED ON PERSONAL ATTRIBUTES

Abstract. The article is devoted to the presentation of a mathematical model of the digital signature synthesis technology based on
personal attributes. The paper analyzes and classifies the attributes of the signatory for use in a digital signature, defines the method of
presentation and distribution of attributes in a mathematical model. In the model of technology, sets of identifying, non-identifying and
contextual attributes are defined. Each value of the attribute is a binary representation of the corresponding attribute, which allows you to
identify the elements of the sets as binary codes or binary vectors of attributes and use methods of working with binary numbers.

To implement the technology, a scheme for generating signatures using elements of a mathematical model is proposed. The
formation of a digital signature is reduced to the selection of elements of sets of identification, non-identification and contextual attributes
that meet the needs or wishes of the signatory, and combining them into a single binary sequence - attribute-based digital signature (ABDS).
A digital signature synthesized on the basis of binary attribute vectors, together with the plain text, can be subjected to cryptographic
encryption (closing) and added to a packet with a hash signature using classic electronic digital signature technologies. It is also possible
to use a digital signature ABDS attributes and in open form, without encryption, determined by the goals and needs of the signer. These two
expected prospects make it possible to use the digital signature technology in electronic document management systems more widely, and
the technology itself to be more flexible and more universal. The solutions are the basis of the algorithmic implementation of digital signature
technology using attributes.

Keywords: information protection, electronic digital signature, user attributes, electronic document management system.

Beryn

CyuyacHHii CBIT HEBIIMHHO PYXAETHCS Y HANPSMKY 1IM(POBOI TpaHChOpMallii, 3MiHIOI0YH cHOCI0, SKUM
MH [PALIOEMO 1 CIiIKyeMocs. Y bOMY KOHTEKCTI CUCTEMH €JIEKTPOHHOTO JOKYMEHTOOOITY CTaloTh KIIFOUOBUM
IHCTpyMEHTOM Juisi 3a0e3neueHHs €()eKTHBHOTO OOMIHY JaHMMM Ta JOKyMEHTaMH MK OpraHi3alisMu,
ycraHoBaMu Ta mpuBaTHUMH ocoOamu [1]. IloxibHi cucTeMH € HEBiJ €MHOI0 CKIJIQZOBOIO CYYacHOTO
MiAIPUEMCTBA YM OpTaHi3allii, BOHU O03BOJISIIOTh 3HAUHO 3MEHIIUTH BUTPATH Yacy Ta PECypcCiB, TOB'S3aHUX 3
00poOKoto, 30epiraHHsM Ta Iepesiavelo MarnepoBUX JOKYMEHTIB. BOHUM cpusioTh aBTOMaru3amii pyTHHHUX
nporecis, 3a0e3Meuyoyr NIBUAKHN T0OCTYII 10 HeoOXiHOi iHpopMmaii B Oyab-saKkuii 9ac i B Oy Jb-IKOMY MiCIIi.
VY 3B'I3Ky 3 PO3BHTKOM pOOOTH Ha BiJIaJIEHHX POOOYMX MICIIX, CUCTEMH EJISKTPOHHOTO JOKYMEHTO00Iry
JIO3BOJISIIOTH  3a0€3MeYuTH  ePEeKTUBHUH OOMIH JOKyMEHTaMH B pEaJbHOMY 4Yaci, HE3aIeXHO BiX
MiCIIe3HaxO/PKeHHsI KOpHcTyBadiB. lle crpuse mMifBUINEHHIO NMPOAYKTUBHOCTI Ta 3pY4YHOCTI poOOTH, WO €
0CO0JIMBO BaXKJIMBUM y Cy4acHOMY IJ100alli30BaHOMY CBITi.

CucteMu eJIeKTPOHHOTO JIOKYMEHTOOOITY TaKOX CIPHAIOTH 1 TMOJIIIIEHHIO Oe3neKk ganux [2]. Bonn
JIO3BOJITIIOTh KEPYBaTH JAOCTYHOM 10 KoHGineHmiiHOi iHpopMamii, 3abe3nedyoun mudpyBaHHSI TaHUX Ta
MeXaHi3MH IepeBipkH mimicHOCTi. Lle momomarae 3amo6irta HECaHKIIOHOBAaHOMY JOCTYITY O BaXKJIMBHX JaHUX
Ta 3MEHIIWTH pPH3UK BUTOKY iHpopmamii. OgHMM 13 OCHOBHHMX IHCTPYMEHTIB KiOepOe3meku cucrem
€JIEKTPOHHOTO TOKYMEHTOOOITY € BUKOPUCTAaHHS I (ppoBux mignucis [3].
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ITocranoBka 3apaui

Enexrponnnii mudposuit mignuc (ELII) — me TexXHONOTiYHMNA MeEXaHi3M, SKUH O03BOJIIE BaM
EJIEKTPOHHO MiJIHMCYBaTH NOKYMEHTH a0o iHII eneKkTpoHHI noBimomieHHs [4]. Irnopysanns EIII — onna 3
HAMOLIBII MOMMPEHUX CITA0KUX CTOPIH CUCTEM CIIEKTPOHHOTO IOKYMEHTO00ITy [3].

Jo nepomnikiB Tpamuuiiiaux texHosoriii ELII, mo 0a3yioThcs Ha BUKOPHUCTaHHI KpHUNTOrpadidyHHUX
QITOPUTMIB, MOXKHA BITHECTH 3HEOCOOJICHHS MiAMUCAHTA 1 IICHTpai3allito i 3 migmucom. s GpopmyBaHHs,
HaksazaHaa 1 migrBepokenHss ELIT mianmucaHT i Bepudikarop mianucy MOBHHHI 3BEPTATHUCS IO IMOCIYT
CIIeTiaji30BaHNX CEPBICiB BUCOKOI JOBipH 1 He MaroTh 3MorH Hi copmyBaTtu ELII BracHOpyY, HI OTpUMATH 3
HBOTO iH(pOPMAIIiO PO ITiAIICAHTA.

AJBpTepHaTUBHUM HAIPSIMKOM PO3BUTKY TEXHOJIOTiH MU(PPOBOTO MAMUCY € GOpMyBaHHS MiAMUCY Ha
OCHOBI aTpUOYTIB MiANMcaHTa, MO0 POOHTH mmimHc Oe3rmocepeTHk0 iHGOPMAIIIIfHO OB’ I3aHUM 3 0CO00I0 HOTO
Ha/laBa4ya i MAaKCUMAaJIFHO iH(OPMATHBHUM IS BepHdikaTopa MANKCY, a CAMOTO IiJNHCaHTa IIEPETBOPIOE Y
aBTOpa 1 BIACHUKA IIJIHUCY, SK € € IPH BUKOPUCTAHHI BJIaCHOPYYHOTO MiAIHUCY.

[oHsTTS miANKCIB i3 3aCTOCYBaHHIM aTpuOyTiB OYJI0 SBHO BBEAECHO HayKoBLsIMHU 3 Kuraro B pobori [6],
a Hemanta K Maji 3 ciiBaBTOpamu [7] IpoJOBXHUB 110 pOOOTY 1 ONMUCYE MiANKC 13 3aCTOCYBAaHHSIM aTpUOYTIB SIK
«yHIBEpCAILHUN NPHUMITHB, IO JI03BOJISIE CTOPOHI MiJIHMCYBaTH MOBIAOMIICHHS 3 JIETAIEHUM KOHTPOJIEM Hal
iTeHTU(IKAIITHOO THPOPMAITIEIOY.

IcHyrOUMiA, a7ie B OCHOBHOMY TEOPETHYHHI TPOEKT i Ha3Boro ABCJTrust [8] MaB Ha MeTi po3poOuTH
cTpykTypy i ineatudikatopom ABC (Attribute-based Credentials — o0iikoBi JaHi Ha OCHOBI aTpuOYTIB) Ha
OCHOBI iICHYIOUO1 TEXHOJIOTii BUKOPUCTAHHS aTPUOYTIB B CHCTEMax EJIEKTPOHHOTO JOKYMEHTOOOIT.

[oniGHuM, ane OUTBII MPAKTUIHUM HPOEKTOM € Yivi [9] — TeXHOIOTid, CpsMOBaHA Ha peaizallio
(YHKIIOHATIFHOTO MMOTEHITiary 0OJIKOBUX JaHWX Ha OCHOBI aTpuOyTiB. s BIpoBakeHHS 00TIKOBHAX JaHUX 13
3aCTOCYBaHHSM aTpUOYTIB Yivi (4aCTKOBO) MOKIagaeThCs Ha cucteMy imeHTH(pikamii Identity Mixer (Idemix),
po3pobneny IBM Research [10]. Cuctema IBM Idemix Hamae pi3HI (yHKIiIOHAJIbHI MOXKIHBOCTI IS
ITBEPAXKEHHS BOJIOJIHHS OOJIKOBUMH JIAHUMH 13 3aCTOCYBaHHSAM aTpUOYTIiB Ta IXHIMH BIACTUBOCTSIMU.

BaxMBUM acrieKTOM TEXHOJIOTIi BUKOPUCTaHHS IU(PPOBOTO MIAMKCY i3 3aCTOCYBaHHAM aTPHOYTIB B €
MiHIMI3aIlis 1 aKTyamizamis JaHUX, KOJU HAeThcs mMpo 3abe3nedeHHs KOH(iAeHIHHOCTI KopucTyBauis. Lle
BUMaraeThcsi 3akoHogaBcTBoM Ykpainu [11] 1 €C [12]. Ilpore, MiHimi3awis AaHHX MOXE NPU3BECTH 10
3HW)KEHHs1 piBHA iH(pOpManiifiHoi miHHOCTI mUX JaHuX. KojaM pO3KPHBAETHCS MEHIIE JaHWUX, OTPUMYBad
(BepuikaTop) MOXKE MaTH MEHILIE aKkTyallbHOI ffomy iH(popmanii. Citif po3risHyTH OanaHc Mik 30epeKeHHIM
BHCOKOI 1HPOPMAaNifHOI IIIHHOCTI BUABJICHUX JaHUX 1 iX MiHIMAJIbHUX PO3KPHUTTSM.

Jis mocsTHEHHs 0allaHCy MK PO3KPHUTTSM 1 3a0e3neueHHsIM KOHDIICHIIIHHOCTI 0cOO0BUX aTpUOyTiB
y mudpoBOMY MigNHCI BUHUKAE MOTpeda BH3HAYCHHS MATeMaTHYHOTO amapaTy il (opMamizamii JaHux i
mporeciB ix 00poOku mpu (HOpMyBaHHI MiANICY, a TAaKOK PO3POOKH TEXHOJOTIi (OPMYBAHHS CHUTHATYPH
aTpUOYTHBHOTO MU(PPOBOTO MIAMKCY B TEPMiHAX MaTEMAaTHYHOT MOJIEII.

OcHOBHA YacTHHA

VY Bumnaziky nuppoBHX MiAMUCIB € MOTpeda PO3KPHBATH He 3aHaATO Oarato ocoOucToi iHpopMarllii mpo
MmiZNMUcaHTa, ajge po3Kpura iH(OpMAIlisi MOBHMHHA OYyTH IOCTaTHRO iH(GOPMATHBHOIO Ta 3po3yminoro. lle
notpedye aHanizy i kiacudikamii arpuOyTiB, sSiKi MOXYTbh OyTH BHKOpHCTaHi Npu (OpPMyBaHHI CHI'HATYpH
aTpUOYTHBHOTO i IIHCY.

IIpoBenenuit aHai3 JO3BOIKUB BUIUINTH TPU THIIOBUX KATEropii aTpuOyTiB 0co0OuU:

—  imeHTHiKaniiHi aTpUOyTH;

—  HeigeHTu}iKamiitHi aTpuoyTH;

—  KOHTEKCTyaJlbHi aTpHOYTH.

InenTudikamiifHi aTpuOyTH OJHO3HAYHO JO3BOJSIOTH iAEHTH(IKYBaTH 0c0o0y 0e3 HTOHaTKOBHX
YTOYHEHB.

Jo inenTudikaifHux aTpuOyTIB BiTHOCATHCS: BiJOUTOK MaJblis, MATIOHOK CiTKiBKH oka; ITIB; migmmc
ocodu (pykonucHui); ineHTH(DIKAIHHUI KOJI; cepis-HOMep MaclopTa; cepis-HoMep AMIUIOMA; oQiuiiHuN
MCeBIOHIM (IICEBIOHIM, KU OJHO3HAYHO MOB'sI3aHHUU 3 0C00010); ineHTU(IKaTOp (HOMEp abo cepisi-HOMep)
MTOCBITYEHHS 3 MicCIisi POOOTH TOIIO.

Sk HeimeHTUdIKaIiiHI aTpUOYTH BU3HAYEHO TaKi JaHi 0COOH, AKi B IEBHOMY acleKTi 11eHTU(IKYIOTh
oco0y, alle He NO3BOJIAIOTH OJHO3HAYHO ii ieHTH(iKyBaTH 0€3 HOJATKOBHUX YTOYHEHb, OCKUIBKH MOXYTb
HaJle>KaTH IEBHOMY KOuTy 0ci0 a00 MaloTh MacoBe po3IOBCIOKeHHS. J[o HeineHTndikaniiHux arpnOyTiB MOXKHA
BiJHECTH: IM’s; 1O OaTbKOBi; pO3MOBCIOPKEHE TNpI3BHINE; OCBITY; (ax; Micne poboTu; Tocamy;
HelIeHTU]iKy0unii 0co0y TICEeBIOHIM (IIMPOKO PO3MOBCIODKEHUH 200 TaKWi, IO BIIOMHUH TUIBKH AOBIpeHIN
ocobi abo oOMekeHOMY KOJly JIOBIpeHHX 0ci0); ata HapOIPKEHHS; BiK; Jara BUaadi macroptTy (OyIb-sKoro
IHIIOTO JJOKYMEHTA TOIIIO); OpTaH, 0 BUAaB NacropT (OYab-sKUI IHIIANA JOKYMEHT TOIO) T iHIIII.

Sxmo igeHTH(IKANiHI aTpHOYTH CITy>KaTh A TOYHOI iAeHTUdiKaIii ocoOu, To HeineHTHDIKaAMiHHI
aTpubyTn ocoducty iHdpopmariito 6e3 mpsaMoi ineHTndikarii.

SIK KOHTEKCTyalbHI aTpUOYTH MiIMUCY PO3MIIAAAEMO TaKi XapaKTEpPUCTHKH abo X MapaMmeTpH, SKi
BH3HAYAIOTHCSA 200 MOXKYTh 3MIHIOBATHCS 3aJIEKHO BiJi KOHKPETHOTO KOHTEKCTY YM MOTOYHHMX OoOcTaBmH. B
KOHTEKCTI ifeHTudikamii ocobu 1i aTpuOyTH HAaJAIOTh JOJIATKOBY 1H(POPMAIIiIO0 MPO KOPUCTYyBaua, sSiKa MOXKE
OyTH KOPHCHOIO IS TOYHINIO! Ta HAAIWHIIIO] iZeHTH(IKaIi] miAMCaHTa B IEBHOMY CEPEIOBHII UM CHUTYAIlil.
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J10 KOHTEeKCTyaIbHUX aTpUOyTIB MOYKHA BiHECTH: YacoBi mapametpu Hakinagannas EIIT (nata, 9ac, 1eHb THXHS,
MICSIIb TOIIO); TeoJoKaliiiHi mapamerpu Hakiananas ELIT (reomokaniiini koopauHaTH, anpeca abo CKIaaoBi
ajJipecH, yCTaHOBa a00 0(ic 3 MOKITMBICTIO YTOUHCHHS X MICIIC3HAXOJPKCHHS TOIIO); THIT IIPUCTPOIO, 3a/TisTHOTO
JUTS HAaKJIaJaHHs (POBOTo MiIKCy; faHi aBTeHTH ]Ikl i Yac BXOJY B CHCTEMY; IpaBa Ta IOBHOBAXKCHHS
MiAMICaHTa; POJb MiAMKCAHTA Y IIEBHOMY KOHTEKCTI TOLIO.

[Tpu Bu3HayeHHI 0a30BMX NPUHLMIIB yBara aklEHTYEThCS Ha 3a0e3NeYeHH] THYYKOCTI, alalTUBHOCTI
ta MyneTHaTpuOyTHOCTi ELIl. 3a3HaueHi npuHIMIM TependavyaroTh HaAaHHS IiIIMHCAHTY MOMIIMBOCTI
(hopmyBaty I pOBHUH MIIHC 3 TOBUTFHOI KITBKOCTI aTpHOYTIiB Ta BU3HAYATH iX CKJIa]] 32 BIACHUM OO KaHHIM
a00 y BIAMOBITHOCTI A0 TOTpeO.

Ji THYyYKOCTI TIpOIeXyp aBTOMAaTH30BAaHOTO BHOOpPY arpuOyTiB i 3a0e3nedeHHS MaTeMaTHIHOTO
MiATPYHTS aZanTUBHOCTI MynbTHaTpuOyTHOTO (opmyBaHHsS ELIl ¢GopMyrOThCS MHOXHHH BiATIOBiTHHX
aTpuOyTiB:

— 1A:{IAy, 1Ay, ..., 1A, ..., IA4} — MHOXUHA ineHTHdikaniitaux arpudyTiB (Identifying Attributes)
0COOM-ITIIMHUCAHTA;

— NIA:{NIA,, NIA,, ..., NIA;, ..., NIA,} — wmHOoxuHa HeineHTudikaniiinux arpudyrie (Non-
Identifying Attributes) ocoOu-miImUcanTa;

— CA:{CA,,CA,, ..., CA, ..., CA,} — MHOXHHA KOHTEKCcTyanbHHX aTpuOyTiB (Contextual Attributes)
0co0Ou-TiIIUcanTa ab0 CaMOTo i IHCY .

Cxema (opmyBaHHS [U(PPOBOro MANUCY B MPUMITHBAX MATEMATHYHOI MOJENTI MPEICTaBIeHA Ha
PUCYHKY 1.

IAHIALIA,, ..., 1A, ... 1A}

NIA:{NIA,NIA,, ... ,NIA, ... ,NIA }

CA:{CA, CA,, ...,CA, ...,CA,}

CUTHATYPA 1A, | TA, | ... | 1A, [ NIA, | NIA,|... [NIA, | CA. | CA, | ... | CA
TIITNACY

'

ABDS(IA), 0<k’ <k ABDS(NIA), 0<m’ <m ABDS(CA), 0<n’ <n

Puc. 1 — Cxema yTBOpeHHsI CHTHATYPH IM(POBOro miANucy 3 aTpudyTiB

Koxne 3nauenHs arpudyry IA;elA, NIA;eNIA 1 CA;eCA € JBIHKOBUM TPENCTABICHHIM
BIJIMIOBITHOTO aTpHOYTY, IO JO3BOJIIE iNCHTU(IKYBATH €IIEMEHTH MHOXXHH SIK JBIHKOBI KoaW abo ABIHKOBi
BEKTOpH aTpuOyTiB. GopMyBaHHS II(PPOBOTO MIAMKHCY 3BOIUTHCS 0 BHOOPY eIEMEHTiB MHOXHH [A;elA,
NIA;eNIA i CA;eCA, ski BIINOBiAIOTh MOTpeOaM-NMOOAXKAHHIM MiANUCAHTA, Ta MOEIHAHHS iX Yy €IUHY
JIBIHKOBY TOCIIOBHICTH — BEKTOp (CHTHATYpYy) IU(PPOBOTrO MiANUCY Ha ocHOBI atpuOyTiB ABDS (Attribute-
Based Digital Signature).

Hageneni Ha cxemi ans nonie ABDS(IA), ABDS(NIA), ABDS(CA) obmexenns 0<k’<k, 0<m’<m,
0<n’<n imrocTpyioTh, IO B XOJl YTBOPEHHs CHrHATypu mm¢posoro mianucy ABDS no i cknamy MoxyTb
BKJIFOYATHUCS aTpUOYTH KOKHOTO KJIacy y Oyab-siKiii KUTbKOCTI Bit HyJIs (aTpuOyTH BiJIOBIHOTO Kiacy i came
noje WX atpuOyTiB B cHUrHaTypi IMQpoBOro mianucy OyAyTh BiACYTHI) A0 MaKCHMAaJbHOI KiJIBbKOCTI
3a/IeKIIapOBaHUX aTPUOYTIB.

BucHoBku

B craTTi po3risHyTa MOJAENTE TEXHOJIOTIT HU(POBOTO MiANMHCY i3 BAKOPUCTAHHSM aTPUOYTIB MiAIHCAHTA
Ta MPE3CHTOBAaHA CXEMa YTBOPECHHS CHUTHATYpH IM(POBOTO MIANMUCY B TepMiHAX MaTEeMAaTHYHOI MOJEIIL.
Currarypa ABDS mudpoBoro miammucy, cHHTe30BaHA Ha OCHOBI JBIKOBHX BEKTOPiB aTpHOYyTiB, pa3oM 3
(haiisloM BIIKPUTOTO TEKCTY, MOXE MiJiaBaTHCS KpunTorpadidHoMy mupyBaHHIO (3aKPHTTIO) 1 3 XeImI-
CHTHATYPOIO JO1ABaTUCSI JI0 BIIKPUTOTO TEKCTY 32 KJIACHYHUMH TexHouorissmMu Haknaganus ELII. B Toii e yac,
MOXJIBE BUKOPHCTAHHS CUTHATypH LU(PPOBOTO MiANKCy Ha OcHOBI arpudyTiB ABDS iy BigkpuTomy BHUIIISsiAi,
0e3 3akpuTTd MM(PYBaHHIM, IO BH3HAYAETHCS LUIIMH Ta morpedamu mianmucanta. Li aBi mepenbauysaHi

Herald of Khmelnytskyi national university, Issuel, 2025 (347) 403



Technical sciences ISSN 2307-5732

HEPCHEKTUBH POOJIATH MOXKIMBIM BHKOPHCTAHHS TEXHOJIOTIT IIM(GPOBOr0O MiANKUCY B CHCTEMax €IEeKTPOHHOTO
JOKyMEHTOO00Iry OUIBII ITMPOKUMH, a CaMy TE€XHOJIOTIi THYUKIIIOIO 1 O1JIbII YHIBEPCAIBHOIO.
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MATEMATHYHA MOJEJb METOXY 3AXUCTY IHOOPMAIIMHUX
PECYPCIB KOPIIOPATUBHOI MEPEXI I3 3ACTOCYBAHHSIM
IMOBIPHICHUX KPUTEPIiB IOBIPU

Cmamms npucesuena npesenwmayii mamemamuuHoi MmooOeni Memody 3axucmy iHpopmayiiHux pecypcie
KOpnopamugnoi  mepedxci 6i0 HecaHKYiOHO8AHO20 OOCMYNY 13 3ACMOCYBAHHAM IMOGIDHICHUX Kpumepiig Oogipu. 3a
Pe3yIbmamamy. aHai3y NOKIAOEHUX HA MemooO 3a80aHb, KOHYENMYWIbHO MAMEMAmuyHy Mooeib Memody 3aXUcniy
IHGhOpMayitiHux pecypcié KOPnopamueHoi Mepexci Kacupiko8ano K UMOGIPHICHY CIMAMUCIUYHY MOOETb CUCHEM YRPAGTIHHS
docmynom Ha OCHOSI KoHyenyii (kpumepiig) oosipu. Mamemamuuna modens memody 6a3yemvcsi HaA aHANI3L 63AEMOOLT MidiC
pizHumu cy6'exmamu (kopucmysauamu) ma o6'ekmamu (ingpopmayiiinumu pecypcamu) 68 IHGopmayiiHomy cepeoosuuyi
KOpnopamugHoi mepedici ma 0ae iHCmpymMeHmapitl OJisi 6U3HAYEHHs. CIYNeHst 008ipu 00 cy0'ekmie IHPOPMayiliHux 6IOHOCUH &
KopnopamueHiil mepedxci 3 mouxu 30py ingopmayitinol 6esnexu. Ilpunyunu 3acmocyeantsi mMooeni NpoOeMOHCMPOBAHO
CMPYKMYPHO-I02IMHOIO CXEMOI0 63AEMO38 SI3KY e/IeMeHmi6 MamemMamuiHoi Mooeli @ peanizayii Memooy.

Knrouoei cnosa: 3axucm ingpopmayii, KoHmpons 0ocmyny, KOpnopamuera mepexcd, Kpumepii 006ipu.
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MATHEMATICAL MODEL OF THE METHOD OF PROTECTING CORPORATE NETWORK
INFORMATION RESOURCES USING PROBABILITY TRUST CRITERIA

Abstract. The article is devoted to the presentation of a mathematical model of the method of protecting information resources of
the corporate network from unauthorized access using probabilistic trust criteria. According to the results of the analysis of the tasks
assigned to the method, the conceptual mathematical model of the method of protecting information resources of the corporate network is
classified as a probabilistic statistical model of access control systems based on the concept (criteria) of trust. The mathematical model of
the method is focused on the statistical analysis of the interaction between various subjects (users) and objects (information resources) in
the information environment of the corporate network and provides a toolkit for determining the degree of trust in subjects of information
relations in the corporate network from the point of view of information security.

Plural of objects and subjects of information relations are identified in the model. A binary access matrix was selected as the main
element for managing access to information resources of the corporate network, the rules for its formation are detailed. A formula for
calculating the probabilistic criterion of trust in the user based on statistical data about his actions in the network is also proposed. The
principles of using the data of the vector of trust criteria and the vector of limit restrictions for making changes to the user's access rights
are defined. The change of access rights is implemented in real time through the adjustment of the access matrix taking into account the
decrease in the criterion of trust in the user according to the statistics of his work.

The principles of applying the model are demonstrated by the structural and logical diagram of the relationship between the
elements of the mathematical model in the implementation of the method.

Keywords: information protection, access control, corporate network, trust criteria.

Beryn

[MomupenHs 1IpPOBUX TEXHOJIOTIH Ta HAPOITYBAHHS X MOXKIHBOCTEH CYIPOBOIKYETHCS OJHOYACHIM
301IBIIEHASM KUTBKOCTI Kibep3arpo3. 3a TakuX yMOB KJIIOUYOBHM acIEKTOM CydacHOro Oi3Hecy crae Oesmeka
KOPITIOPAaTHBHUX MEPEX SIK OCHOBHOI 1H(YPACTPYKTypH i 3abe3nedeHHs 3B's13Ky 1 eheKTHBHOI B3aeMOil MiX
BCiMa piBHSIMU OpraHi3arlii, a Tak0>k TOJIOBHOT'O CXOBHIIA KOMEPIIHHOT Ta KoH(ineH TiitHOT iHDopMmartii.

3abe3neueHHs eeKTUBHOI OE3MEKN KOPIIOPATHBHUX MEPEK BUMArae KOMIUIEKCHOTO ITiIXOTY, SIKHif OXOILIIOE
TEXHOJIOTIYHI 1HHOBAIil Ta JNOKIATHUK aHali3 MOTEHHiHHWX 3arpo3 [1]. TexHomnoriddi iHHOBAIli BKIFOYAIOTH
oprasizaniiiHi Ta nmporpamMHo-araparHi 3aXoau Oe3NeKH, Taki K MDKMEpPEeKeBI €KpaHH, aHTHUBIpYCHE MpOTpaMHe
3a0e3rnevyeHH s, MMQpyBaHHs JJaHUX, ayTeHTH(IKALis Ta aBTOPU3aLlisl, HABYaHHS IIEPCOHAITY, PETYJIIPHI OHOBJICHHS
Ta T1aT4i, pe3epBHE KOIIIOBAHHS Ta Bi/IHOBJIEHHS J]aHNX, & TAKO)K MOHITOPHHT Ta aHajli3 aKTHBHOCTI MEpexi.

OHUM 13 TOJIOBHUX acTieKTiB iHpopMamiifHOT 6e31eKn KOPIIOPATHBHUX MEPEK € Came MOCTIHHNIT MOHITOPHHT
Ta aHali3 aKTUBHOCTI Mepexi Uil OJOKYBaHHS TOTEHIIHO MOXIIMBHMX IIKIUTMBHX i 3 iH(pOpMaliitHUMU
pecypcamu [2]. CucTeMaTHYHMH MOHITOPHHI MEpEXi Ta BHUSBICHHS 3arpo3 JO3BOJIIOTH HE JIMIIE CBOEYACHO
pearyBatu Ha KibepaTaku Ta aHOMaJIbHY aKTUBHICTb, aJie 1 3armo0iraT MO>KIIMBAM 1HITUIEHTaM KiOepOe3neKw.
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