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METHOD FOR DETECTING ANOMALIES IN WEBSITE USER BEHAVIOR

The object of the study is an approach to detecting anomalous user behavior in a web environment based on the analysis of
web activity logs. The subject of the study comprises methods for behavioral analysis of user web sessions and their integration with
deep learning algorithms for building intelligent anomaly detection systems. The paper addresses the problem of forming and
analyzing a dataset constructed from proxy logs that contain information on the temporal characteristics of web sessions, activity
duration, and sequences of visited domain names. Particular attention is paid to data preprocessing, including web session
construction, extraction of temporal and behavioral features, development of indicators for user-specific characteristic resources,
and temporal splitting of the dataset into training and test subsets to prevent information leakage. To model the dynamic nature of
user behavior, a sequential data representation is employed, enabling preservation of action order within a session. Given the limited
number of anomalous behavior samples and the lack of complete information about possible violation types, the suitability of a one-
class anomaly detection framework is justified, in which the model is trained exclusively on data representing the normal behavior
of a specific user. To address the stated problem, an LSTM autoencoder is proposed, as it is capable of modeling temporal and
behavioral dependencies in web sessions and detecting deviations from the normal behavior profile through reconstruction error
analysis. An approach to determining the anomaly threshold based on statistical characteristics of the reconstruction error is also
proposed. The effectiveness of the method is evaluated using standard classification performance metrics, including precision, recall,
and Fl-score. The obtained results confirm the ability of the proposed approach to effectively distinguish the target user’s behavior
from external activity without relying on prior knowledge of anomaly types. The practical significance of the study lies in the
possibility of applying the proposed method to tasks of user behavioral identification, detection of unauthorized access, and
enhancement of the security level of web-based information systems.

Keywords: anomaly detection, user behavior analysis, normal behavior profile, web sessions, web logs, one-class
classification, LSTM autoencoder, deep learning, information security, behavioral user identification.

CBUPHUJIOB APTEM, 'YCEMHOB PYCTAM, BAHHUYEHKO CEPI I

XapkiBChKMI HAIIOHATBHUI YHIBEPCHTET PaIioeNIeKTPOHIKN
METO/] BUSBJIEHHS AHOMAJIIA ¥ MMOBEJIIHIII KOPUCTYBAUYA BEBCAUTY

06’ ekmom 00cnioHceHHA € NioXi0 00 BUABNIEHHA AHOMANLHOT NOBEOIHKU KOPUCMYBAi8 Y 6e0 cepedosuiyi Ha OCHOBI aHANI3Y HCYPHANIE
6e0-axmuenocmi. [Ipeomemom Oocniodcenns € memoou No6ediHKO6020 amanizy 6eO-cecill KOpucmyeayie ma ix NOCOHAMMA 3 AN2OPUMMAMU
2MUOUHHO20 HAGUAHHA Ol NOOYOO6U THMENEKMYANbHUX CUCTIEM GUAGLEHH aHOMAil. Y pobomi po3ensidacmvcs 3a0aya Gopmyeanis ma ananizy
HAbopy OaHux, nobyO008aHO20 HA OCHOBI MPOKCI-JCYPHANIS, WO MICMAMb [HHOPMAYI0 NPO HACOBI XAPAKMEPUCMUKY 6eb-cecill, mpueaicno
akmugnocmi ma nocaioogHicmy 6idgioanux domennux imen. Ocobaugy ysazy npudineno nonepedniu oopobyi oanux, 30Kpema opmysanio 6eo-
cecil, 8UOIIEHNIO YACOBUX | NOBEOIHKOBUX O3HAK, NOOYO08I IHOUKAMOPIE XApaKmepHux pecypcie Kopucmysava ma 4acogomy nooiny eudipku Ha
HAGUALHY [ MeCMOgy YaCMUHU 3 Memoio 3anobicanis eumoxy ingpopmayii. /lns Mooenogans OUHAMIYHOL NOGEOIHKU KOPUCITY8AUA BUKOPUCTNAHO
nocuidosHe npeocmasients OaHux, wo 00360JSE 8PAX08YEAmMU NOPAOOK Ol y medcax cecii. 3 ypaxyeannsam obmedcenoi Kinbkocmi npukiadie
aHOMaIbHOI NOGEJIHKU Ma GiOCYMHOCMI NOGHOT IHGOpMAYIT NPO MONCIUG] MUNU ROPYUIEHb, 0OIPYHIMOBAHO OOYLILHICMYb 3ACMOCYSAHHS NIOX00Y
BUSAGNIEHHA AHOMANI Y one-class NOCMAHOBYI, 3ACHOBAHOI HA HABYAHHI MOOENi SUKIIOYHO HA OQHUX HOPMANLHOI NOBEOIHKU KOHKPEMHO20
Kopucmysaya. [nsa po3e’szanns nocmagienoi sadaui 3anpononosano euxopucmanns LSTM-autoencoder, 30amnoco modemosamu uacosi ma
N0BEOIHKOGI 3aNeACHOCMI 6e0-ceciti ma GUAGTAMU GIOXULEHHS 6I0 NPOPINIO HOPMATLHOI NOBEOIHKU WISAXOM AHATIZY NOMUIKU PEKOHCIMPYKYIL.
3anpononosaro nioxio 0o 8UHAUEHHs NOPO2Y AHOMATLHOCMI HA OCHOBI CIAMUCIMUYHUX XAPAKMEPUCTUK NOMUIKU pekoHcmpykyii. E¢exmugnicms
Menmoody OYiHeHO 3a OONOMO20I0 CIMAHOAPMHUX MempuK aKocmi kaacugikayii, sokpema precision, recall ma Fl-score. Ompumani pesyromamu
niomeepodACcyIont: 30amuicms  3aNPONOHOBAHO20 NIOX00Y epeKmusHo GiOOKPeMI06amu NOBEOIHKY YiIb06020 KOPUCMY8aud 6i0 CMOPOHHbLOT
akmusHocmi be3 ukopucmarnHs iHgpopmayii npo munu awomaniu. Ilpakmuyna 3nauywjicms pobomu ROIA2AE Y MONCAUBOCMI 3ACMOCYEAHHS
Ppo3pobaenoco memody 05 3a0ay nogedinkogoi ioenmugixayii Kopucmyeauis, UAGIEHHA HECAHKYIOHO8AHO20 OOCMIYNY Ma NiOGUUWEHHS DIGHs
6be3nexu 6eb-ingopmayivinux cucmem.

Knrwouosi cnosa: susgienns aHomaniil, no8eOiHKOBUI aHAI3 KOPUCMY8Aais, npogiib HOPMAIbHOI No6ediHKU, eeb-cecii, 6eO-oCypHAMU,
one-class knacugixayisn, LSTM-autoencoder, enubunne nasuanns, ingpopmayiina 6e3nexa, nogedinkosa ioenmupikayis Kopucmysauis.
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Problem statement in a general form and its relation to important scientific and practical tasks

In the modern digital environment, websites play a key role in providing information services, e-commerce,
distance learning, and communication between users and software systems. The continuous growth in the number of
Internet users, increasing complexity of web resource architectures, and the expanding volume of data generated during
user—website interactions create new challenges in the analysis and processing of behavioral information [1]. Under
these conditions, methods of intelligent data analysis capable of automatically detecting atypical or potentially
dangerous behavioral scenarios become particularly relevant.

User behavior on a website is characterized by multidimensionality and dynamicity and depends on a range of
factors, including visit objectives, technical characteristics of devices, temporal parameters, and individual interaction
patterns with the interface [2]. At the same time, anomalies—deviations from typical behavior that do not conform to
established patterns—may appear within the overall stream of user actions. Such anomalies can result from malicious
activity (e.g., bot attacks, attempts at unauthorized access, fraud), technical failures, or sudden changes in the behavior
of legitimate users. Timely detection of these deviations is critically important for ensuring information security,
maintaining the stable operation of web resources, and improving the quality of user experience.

Traditional approaches to user behavior analysis, based on static rules or manual monitoring, are inefficient in
the context of large-scale data and rapidly evolving behavioral patterns. Consequently, there is growing interest in
anomaly detection methods based on statistical techniques, machine learning, and time-series analysis. These methods
enable the construction of a “normal” user behavior model and the automatic identification of deviations without
requiring a prior description of all possible anomalous scenarios.

This article proposes a method for detecting anomalies in website user behavior that is based on the analysis
of behavioral characteristics and takes into account the specifics of user interaction with web interfaces. The proposed
approach aims to improve anomaly detection accuracy and can be applied to security monitoring, optimization of
website operation, and decision support in web-based systems.

Analysis of Related Research and Publications

The problem of anomaly detection in website user behavior is actively investigated in contemporary scientific
publications in the fields of data analysis, information security, and web analytics. With the growth of web data volumes
and the increasing complexity of behavioral scenarios, considerable attention is paid to the development of methods
capable of automatically identifying atypical or potentially dangerous user actions.

Scientific studies examine both classical statistical approaches to anomaly detection and machine learning and
deep learning methods that enable modeling of normal user behavior and detection of deviations from it. A separate line
of research focuses on the analysis of behavioral characteristics of web sessions, such as action sequences, temporal
parameters, and the intensity of interaction with web interfaces.

In [3], the application of advanced machine learning algorithms for anomaly detection in cloud networks is
investigated, with an emphasis on supervised, unsupervised, and hybrid approaches. A comprehensive analysis of
algorithmic performance is presented, including random forests, support vector machines, autoencoders, and deep neural
networks, taking into account accuracy, false-positive rates, and computational costs. The study also addresses real-
time anomaly detection using streaming data and the integration of cloud monitoring tools. The results demonstrate that
machine learning—based models, when properly trained and continuously updated, significantly improve the detection
of both known and zero-day anomalies, providing robust and adaptive cloud security frameworks.

In [4], the authors present a hybrid anomaly detection method called DT-SVMNB, which cascades several
machine learning algorithms, including a decision tree (C5.0), a support vector machine (SVM), and a naive Bayes
classifier (NBC), to classify normal and anomalous users in social networks. A set of unique features extracted from
user profiles and content is constructed. Using two types of datasets with selected features, the proposed DT-SVMNB
machine learning model is trained and evaluated.

Study [5] addresses the problem of web traffic anomaly detection under conditions of increasing web data
volumes and heightened cybersecurity requirements driven by the digital transformation of enterprises. The authors
justify the use of unsupervised machine learning methods for analyzing large-scale weblog data and propose the
Isolation Forest algorithm for automatic separation of anomalous and normal traffic. The research is based on a publicly
available e-commerce website weblog dataset, for which a complete data preparation pipeline is implemented, including
cleaning, normalization, and feature engineering. The effectiveness of the proposed approach is evaluated by comparing
model outputs with expert assessments from cybersecurity specialists. The Isolation Forest model implemented using
the Scikit-learn library demonstrates high performance metrics, including accuracy, precision, recall, and F1-score. The
results confirm that, with proper data preparation, the Isolation Forest algorithm can serve as an effective and practically
applicable tool for web traffic anomaly detection in real-world information systems.

In [6], a multi-perspective approach to detecting anomalies in website user behavior is proposed, aiming to
overcome the limitations of traditional methods that consider only request sequences or individual semantic features.
The authors analyze user behavior at the session level and combine access sequence analysis with semantic analysis of
session content using an enhanced SimHash algorithm and a multi-attention Transformer model. The proposed end-to-
end model effectively integrates sequential and semantic characteristics, significantly improving anomaly detection
performance. Experimental results indicate high accuracy, stability, and practical applicability of the approach,
particularly in real-world scenarios, where the model achieves high precision, recall, and F1-score even with a limited
number of anomalous sessions.
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The conducted analysis of recent scientific research and publications indicates substantial interest in the
problem of anomaly detection in website user behavior, driven by the growth of web data volumes, increasing
complexity of behavioral patterns, and rising information security requirements. The reviewed works cover a wide range
of approaches—from classical statistical methods to modern machine learning and deep learning algorithms—that
effectively model normal user behavior and detect deviations across various application scenarios.

At the same time, the analysis reveals that, despite the high accuracy of individual models, there are limitations
related to dependence on data quality, the complexity of interpreting deep learning model decisions, and the need to
adapt to dynamic changes in user behavior. This underscores the relevance of further research aimed at developing
methods that combine different types of behavioral features, ensure high accuracy and stability of anomaly detection,
and can be effectively integrated into real-world web-based cybersecurity systems.

Research Objectives

The aim of the study is to improve the effectiveness of detecting anomalies in website user behavior by
applying an LSTM autoencoder to analyze web session sequences and identify atypical user—website interaction
scenarios.

Presentation of the Main Material

For this study, a dataset of user web activity was collected from the proxy servers of Blaise Pascal University.
The data consist of HTTP request logs containing information about user behavior during interactions with web
resources. Each log entry includes a user identifier, a session start timestamp, and the domain name of the visited
resource. The initial dataset contained approximately 17x10° records generated by over 3,000 users.

To improve data quality and remove noise, preliminary filtering was performed. In the first stage, blacklist
filters were applied to remove advertising and service-related domains. In the second stage, filtering was performed
based on HTTP request status codes, allowing the exclusion of unavailable or invalid domains. After these procedures,
the dataset was reduced to approximately 4x10° records.

The cleaned data were grouped by users and segmented into individual web sessions. For each session, a
structured description was created, including the sequence of visited domains (up to 10 sites per session), session start
time, duration, day of the week, start hour, and other temporal characteristics. Subsequent analysis focused on 150 users
with the highest number of requests, ensuring sufficient behavioral data for modeling purposes.

For the purposes of behavioral identification and anomaly detection, all users were divided into two classes:
the target user (Alice) and other users. A binary variable target was introduced, where 1 corresponds to Alice and 0 to
other users. This approach enables comparative analysis of behavioral patterns and the construction of a model of normal
behavior.

Additional features were generated to prepare the data for modeling, including an indicator for the presence of
domains characteristic of Alice within a session. The dataset was temporally split into training and test subsets based
on a fixed date, preventing information leakage and enabling accurate evaluation of model performance under
conditions close to real-world scenarios.

The prepared dataset provides a foundation for applying sequence analysis methods and constructing an
anomaly detection model for user behavior using an LSTM autoencoder.

Figure 1 shows the distribution of web sessions by day of the week for the analyzed dataset. The results indicate
that the highest user activity occurs on weekdays, with a peak in the middle of the week—Wednesday. High numbers
of sessions are also observed on Tuesday and Thursday, reflecting regular and stable user activity during the workweek.

Conversely, weekends show a marked decrease in session numbers, particularly on Sunday, likely due to
changes in user routines and reduced use of web resources during non-working hours. This clearly defined weekly cyclic
pattern is an important characteristic of normal user activity and should be considered when building anomaly detection

models. Deviations from the typical distribution of activity by day of the week may serve as indicators of atypical or
potentially anomalous user behavior.
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Figure 1. Distribution of web sessions by day of the week
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In Figure 2, the distribution of web sessions by day of the week for the target user Alice is shown. The analysis
shows that Alice’s behavior exhibits pronounced unevenness throughout the week. The highest number of sessions
occurs on Monday, indicating high user activity at the beginning of the workweek. Significant activity is also observed
on Tuesday and Thursday, while Wednesday shows a noticeably lower number of sessions compared to other weekdays.

On Friday, activity decreases, and during the weekend (Saturday and Sunday), the number of sessions is
minimal. This distribution reflects a clear dependence of user behavior on the work schedule and allows characterization
of Alice’s typical weekly activity pattern. The observed patterns can be used as an important indicator of normal
behavior when building anomaly detection models, as significant deviations from this distribution may indicate atypical
or potentially anomalous activity.
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Figure 2. Distribution of web sessions by day of the week for the user Alice
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Figure 3 shows the distribution of web sessions by day of the week for other users. The results show a clearly
defined weekly periodicity in behavior, characteristic of most users. Peak activity occurs in the middle of the workweek,
with the highest number of sessions on Wednesday, while Monday and Tuesday also exhibit high session counts.

In the latter half of the week, starting from Thursday, activity gradually decreases, and during the weekend
(Saturday and Sunday), there is a sharp decline in session numbers. This distribution reflects a typical workweek
schedule and represents a generalized pattern of normal behavior for the user group. Comparing this distribution with
the corresponding pattern for the user Alice allows identification of individual behavioral characteristics and can serve
as an additional criterion for anomaly detection within behavioral analysis.
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Figure 3. Distribution of web sessions by day of the week for other users
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In Figure 4, the distribution of web sessions by hour of the day for the user Alice is shown. The results indicate
a clearly defined temporal activity pattern characteristic of this user. Most sessions are concentrated during the daytime
and early afternoon periods, with peak activity occurring between 16:00 and 17:00. An additional concentration of
sessions is observed in the late morning, around 12:00-13:00.

Activity is minimal or almost absent during the early morning hours (before 9:00) and in the evening after
18:00. This distribution reflects a consistent daily routine of web resource usage and can be interpreted as the user’s
typical work schedule. The identified temporal patterns are an important feature of Alice’s normal behavior and can be
used in building anomaly detection models, as deviations from this schedule may indicate atypical or potentially
anomalous activity.
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Figure 4. Distribution of web sessions by hour of the day for the user Alice

In Figure 5, the distribution of web sessions by hour of the day for other users (excluding Alice) is shown. The
results demonstrate a more uniform and temporally extended activity profile compared to the target user. The highest
session intensity is observed in the morning and late-morning hours, with a peak between approximately 9:00 and 11:00.
In the early afternoon (13:00—16:00), activity remains relatively high, gradually decreasing in the later part of the day.

Starting from 17:00, the number of sessions drops significantly, and during the evening and night hours (after
18:00), the majority of users exhibit minimal activity. This distribution reflects a generalized typical pattern of web
resource usage and corresponds to a standard workday schedule. Comparing this profile with Alice’s temporal activity
schedule allows identification of individual behavioral differences and can serve as an informative feature in
constructing models for detecting anomalous user behavior.

In Figure 6, the distribution of web session durations for the user Alice is presented in a logarithmic scale. The
use of a logarithmic transformation reduces the skewness of the distribution and visually highlights both short and long
sessions. The results show that the vast majority of sessions have relatively short durations, with a concentration in the
range of small to medium logarithmic duration values.
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Figure S. Distribution of web sess1ons by hour of the day for other users

At the same time, the distribution exhibits a long right-hand tail, corresponding to rare but significantly longer
sessions. This shape is typical for user behavioral data and reflects a stable pattern of Alice’s normal activity. The
observed session duration characteristics can serve as an informative feature in building anomaly detection models, as
significant deviations from this distribution (e.g., unusually short or excessively long sessions) may indicate atypical or

anomalous behavior.
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Figure 6. Distribution of the logarithmic web session durations for the user Alice
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In Figure 7, the distribution of logarithmic web session durations for other users (excluding Alice) is shown. As
with the target user, a logarithmic transformation of session durations was applied to accurately represent the wide range
of values and reduce the impact of occasional long sessions. The resulting distribution is noticeably skewed, with a
concentration of values in the range of small to medium logarithmic durations, reflecting the typical behavior of most users.

At the same time, other users exhibit a broader distribution of session durations and a higher number of sessions
with medium to elevated duration values compared to Alice. The presence of a long right-hand tail indicates a significant
number of long sessions, which is characteristic of generalized group behavior. Comparative analysis of session duration
distributions for Alice and other users allows identification of individual behavioral features and can serve as an
informative characteristic in building anomaly detection models, particularly those based on an LSTM autoencoder.
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Figure 7. Distribution of logarithmic web session durations for other users

In the next stage of the study, the data were prepared for model training and evaluation. To ensure the
correctness of the experiment and prevent information leakage between datasets, a temporal split was applied based on
a threshold date. All sessions that started before this date were assigned to the training set, while sessions that started
on or after the threshold date were assigned to the test set. Additionally, for each session, a feature day was created,
representing the day of the year, which allows analysis of user activity across calendar days.

To enhance the recognition of behavioral characteristics of the target user, indicator features related to Alice’s
“characteristic sites” were created. First, using the training set, domain visit statistics were calculated: for each domain
name, the mean value of target (1 for Alice, 0 for other users) was determined. Domains for which this proportion
exceeded the threshold of 0.06 were included in the “Alice sites” set. For each session, a binary feature alice_site was
generated, taking the value 1 if at least one of the sites (sitel...site10) belonged to this set, and 0 otherwise. Similarly,
extended indicators (alice site 2, alice_site 3, alice_site_4) were added to capture the presence of “typical” resources
within a session, thereby increasing the informativeness of the behavioral description.

The next step involved filtering sessions based on activity characteristics. For each day of the year, the total
number of sessions with alice_site=1 was calculated, and “informative” days (good_days) were defined as those where
this sum exceeded the threshold of 70, while “weak” days (bad_days) were those with values not exceeding 70.
Similarly, selection rules were applied based on hours of the day: typical activity intervals (good_hours) were identified
as 12, 13, 16, and 17, while atypical hours (bad_hours) were 7, 8, 10, 11, 14, and 19-23. Rare hours (9, 15, 18) were
treated separately, applying additional filtering based on the minutes of session start times (splitting into permissible
and non-permissible minute intervals). As a result, reduced datasets train_df short and test df short were created,
containing predominantly sessions with characteristic temporal and behavioral features, as well as sets of identifiers for
“good” and “bad” sessions for further analysis.

For preparing the data for machine learning, a final set of features was constructed. This set includes behavioral
indicators (alice_site, alice site 2, alice site 3, alice _site 4) as well as basic session characteristics: number_of sites,
session_len, weekday, start_hour, end hour, time index, and session_id. Categorical variables (weekday, start hour,
end hour, number of sites) were transformed using one-hot encoding with the first category dropped to avoid
multicollinearity. After encoding, records with missing values were removed. Feature matrices Xtrain and Xtest were
then created by excluding the target column, while label vectors ytrain and ytest were taken from the corresponding
column. Additionally, dummy columns corresponding to atypical or non-informative hours were removed, as well as
auxiliary variables (time index and alice_site 4).

After preparing the data and constructing an informative set of behavioral features, it becomes possible to
proceed directly to building the anomaly detection method. The proposed approach is based on forming a profile of the
normal behavior of a specific user and then identifying deviations from this profile. This method does not require
information about all possible types of anomalies and implements a one-class formulation of the problem, which is
particularly relevant for user behavioral analytics.

As a tool for modeling normal behavior, a recurrent autoencoder based on Long Short-Term Memory (LSTM-
autoencoder) is used, capable of effectively capturing temporal and sequential dependencies in user behavior. The model
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is trained exclusively on sessions of the target user, which are treated as examples of normal behavior. After training,
deviations between the input and reconstructed session features are used as a criterion for anomaly detection.

Thus, the method allows for the automatic identification of sessions that do not conform to the established
behavioral profile of the user and can be applied to tasks such as behavioral identification, access control, and detection
of unauthorized account usage.

Below is a detailed description of the method’s stages, illustrating the overall logic of constructing a user’s normal
behavior profile and the mechanism for detecting deviations, according to the structural scheme shown in Figure 8.

Stage 1: Data Collection from Web Logs. At this stage, data are collected from web logs (proxy logs), which
contain records of the form

{session_id, t,domain}, (1
where session_id is the session identifier, t is the timestamp of the request, and domain is the domain name of the visited
web resource. These data reflect the sequence of user actions in the web environment.

Stage 2: Data Preprocessing

At this stage, data cleaning, web session formation, and extraction of temporal features are performed. A web
session is defined as a time-ordered sequence of requests from a single user. For each session, additional temporal
characteristics are calculated, including the day of the week, start hour, and session duration. The result of this stage is
a set of structured sessions:

S =1{5.,5,...,5:}

Data acquisition from web logs
(proxy logs)
(session_id, time, domain)

Data preprocessing

«data cleaning
*session construction
*temporal feature extraction

Behavioral feature construction

session duration

*number of visited sites

+day of the week and hours

e alice site indicators

*sequence of visited domains
(sitel...site10)

Temporal split of the dataset

straining set
s test set

Training of the LSTM autoencoder
(using only sessions of the target user)

Construction of the user’s normal
behavior profile

Computation of the reconstruction
error
e=||X-X]|

Comparison with the threshold 6
£<0 — normal behavior
£>0 — anomalous behavior

Figure 8. Structural Diagram of the Method for Detecting User Anomalous Behavior Based on Building a Profile of Normal Behavior
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Stage 3: Feature Extraction. Each session S; is represented by a vector of behavioral features
X; = (xi(l),xi(z), ...,xl.(m)), 3)
These features take into account session duration, number of sites, day of the week, hours of activity, indicators
of the user’s characteristic sites, as well as the sequence of visited domains sitel ..., site10. In this way, the input feature
space for the model is formed.
Stage 4: Temporal Split of the Dataset. To prevent data leakage, the dataset is split by a temporal threshold T
into training and testing parts:
Strain ={Si 1 i <T},  Stese ={Si 1 t; 2T} 4)
The training set contains only historical data, while the test set is used to evaluate the method.
Stage 5: Training the LSTM-Autoencoder. At this stage, the LSTM-autoencoder is trained exclusively on the
sessions of the specific user, which are treated as examples of normal behavior. The autoencoder performs a mapping
forX > X, &)
where X represents the input behavioral features, X is their reconstruction, and, 0 are the model parameters.
Training consists of minimizing a loss function, for example, the mean squared error (MSE):
7=E[IX - £|1°]. (©6)
Stage 6: Constructing the User’s Normal Behavior Profile. As a result of training, a profile of the user’s normal
behavior is formed, reflecting the characteristic temporal and structural patterns of their activity. This profile is defined
by the parameters of the trained autoencoder and the distribution of reconstruction errors on the training data.
Stage 7: Computing the Reconstruction Error. For each new session, the reconstruction error is calculated:
& = |IX; — Xill, (7
which serves as a quantitative measure of deviation from the user’s normal behavior profile.
Stage 8: Threshold Comparison and Decision Making. At the final stage, the reconstruction error is compared
with a threshold value 6, determined based on the training data:

{ei <0, normal behavior, )
g >0, anomalous behavior.
Thus, sessions that do not conform to the user’s normal behavior profile are identified as anomalous.
Table 1 presents the architecture of the LSTM-autoencoder used for the available system log data.
Table 1
Architecture of the LSTM-Autoencoder for Building a User Behavior Profile
Layer Layer Type | Output Size | Number of Parameters Purpose
sites Input (None, 10) 0 Sequence of visited sites
embedding | Embedding | (None, 10, 32) | 975 808 Vector representation of domains
not_equal Mask (None, 10) 0 Masking of missing values
Istm LSTM (None, 64) 24 832 Extraction of temporal dependencies
num Input (None, 5) 0 Numerical behavioral features
concatenate | Concatenate | (None, 69) 0 Feature concatenation
dense Dense (None, 64) 4480 Non-linear transformation
latent Dense (None, 32) 2 080 Latent space
dense 1 Dense (None, 64) 2112 Start of decoding
recon num | Dense (None, 5) 325 Reconstruction of numerical features
Tables 2 and 3 present the main results of the anomalous behavior detection method.
Table 2
Confusion Matrix
Actual class \ Predicted | Normal (Alice) | Anomaly (not Alice)
Normal (Alice) 639 (TN) 63 (FP)
Anomaly (not Alice) 29 895 (FN) 56 857 (TP)
Table 3
Key Performance Metrics
Metric Value
Precision 0.999
Recall 0.655
Fl-score 0.791
Threshold 0.00537
Number of sessions in test | 87 454
Detected anomalies 56 920

The obtained results indicate a high effectiveness of the proposed method in detecting anomalous user behavior
based on the profile of normal activity. The confusion matrix shows that the model correctly identifies the majority of
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sessions that do not conform to Alice’s behavioral profile (56,857 true positive detections), while the number of false
positives is minimal (63 cases).

The high precision value (0.999) indicates that when a session is classified as anomalous, the model almost
always makes a correct decision, which is critically important for security systems and behavioral analytics. The recall
value (0.655) shows that approximately 65.5% of all anomalous sessions were detected, while some atypical behavior
remained undetected and was classified as normal.

The F1-score of 0.791 confirms a balance between precision and recall. Considering the one-class formulation
of the task and training the model solely on data from a single user, these results are expected and demonstrate the
ability of the LSTM-autoencoder to effectively form an individual behavioral profile and distinguish it from external
activity.

Conclusions and Future Research Directions

The article addresses the problem of detecting anomalous user behavior on a website based on building an
individual profile of the user's normal activity. The proposed approach is based on a one-class problem formulation,
which involves training the model exclusively on data from the target user without including examples of anomalous
behavior during training. Such a formulation is practically relevant for real-world information systems, where the
number of anomalous events is limited or unknown in advance.

A method for generating behavioral features from web logs was developed, combining session temporal
characteristics, quantitative activity measures, and indicators of visits to user-specific websites. The conducted data
analysis revealed stable patterns in the distributions of activity across weekdays, hours of the day, and session durations,
confirming the suitability of these features for constructing a behavioral profile.

To model the user's normal behavior, an LSTM-autoencoder was employed, capable of effectively capturing
temporal and sequential dependencies in the data. The trained model produced a compact latent representation of user
behavior, and the reconstruction error was used as a quantitative measure of deviation from the normal profile. The
threshold for decision-making was determined based on the reconstruction error distribution in the training dataset.

Experimental results demonstrated high accuracy in detecting anomalous behavior. In particular, the precision
reached 0.999, indicating almost complete absence of false positives, while the Fl1-score was 0.791 with a recall of
0.655. These metrics confirm the method's ability to effectively distinguish the target user's behavior from the activity
of other users in the test set.

The proposed method can be applied to tasks such as behavioral user identification, unauthorized access
detection, and the development of behavioral analytics systems in web environments. Future research should focus on
optimizing the choice of the decision threshold, expanding the set of sequential features, and integrating the proposed
approach with other anomaly detection methods to improve detection completeness.
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