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NEPCHEKTHUBU IHTETPAIII IITYYHOI'O IHTEJEKTY B KIGEPBE3IIEKY

Y cmammi  wmyunuii  inmenexm (L) eusnauaemvca Ak cucmema, WO MOOENOE ACHEKMU JH0OCbKO20 IHmenekmy Ha 0asi
komn&#39;1omepnux mexnonoeiu, mamemamuxy, iHpopmamuxu ma @irocoii, 3 memoro iMimayii CnpuiiHAMMS, PO3YMIHHA Ma 83aeMO0ii 3
cepedosuuem. ¥ konmexcmi kibepoesnexu LI inmezpyemucs 6 cucmemu susenenus emoperens (IDS), de 6in niosuwye echekmusHicmo 3a paxyHox
ABMOMAMU308AHO20 AHANIZY OAHUX, NPOSHO3YBAHHA 3A2PO3 MA AOANMUBHO20 peazysaHHA. J{OCHiOdNCeHHA NIOKPecnioomb aKmyaibHicms maxoi
inmezpayii, 0cobIUB0 8 YMOBAX 3POCMAHHA CKIAOHOCHI Kibepamak, ekmoualouu AI-opaiigeni 3azpo3su, sk agmorHomHue 310eémucke 13 ma coyianvhy
inorcenepiro. Knouosi docnioscenus poxycyromocs Ha mooensx, makux sax IntruDTree — ML-6a3o0s8aHiii cucmemi Ha OCHOBI 0epes pitieHdb, AKaA PAHICYE
yHKYiT be3neku, MIHIMIZYE OOUUCTIOBANILHY CKIAOHICMb MA 00CA2AE BUCOKOT MOYHOCMI 8 6USBNICHHI 6MOPCHEHb, NEPEGEPULYIOUU MPAOUYITIHI MemMoou
(naienuui baviec, nocicmuuny peepeciio mowo). Hetipomopgnuii nioxio noeonye emuboke naguanns (DL) 3 netipomopuumu npoyecopamu,
sukopucmogyiouu asmoenrkooepu (AE) ons nasuanus 6e3 naensdy, ouckpemmuy ¢haxmopusayiio eexmopie (DVF) ons nepemeopenms eaz ma
cumyasyiro Ha uinax sk IBM True North, docsearouu 90,12% mounocmi 6 eusignenHi wikionusux nakemie ma 81,31% y xnacugpixayii amax. Lle
3abe3neuye enepeoegheKmugHe, pearbHO20 Yacy 6UAENIEHHs 6 BUCOKOHABAHMANCEHUX Mepedcax. Mawunne HaguaHHs 3aCMOCO8YEMbCS ONsl AHANIZY
snoemucrozo 113, eusenenns zero-day amax, anomaniic ma 3azpo3 mpa@ixky, 3 axyenmom na oamacemu sik ADFA-LD, wo gionosioae cyuacHum
mexnoaoziam oas oyinku IDS. Pusuku exmouaroms adsepcaphi amaxu Ha ML-aneopummu, wo sumaearomes npegeHmusHux 3axo0ie. Ilopman AZ Safe
Hacker Assets Portal 36upac oani 3 xakepcokux ¢popymie ons npoakmuenozo CTI, ananizyiouu akmueu 3 ML 0ns nowyky, Hagieayii ma nopieHsHHs
K00y. 3anobicanns amaxam 3 LI oxonnioe coyianviy indicenepiio, 0e 8pasmueocmi 3anexcants 6io 1odcvko2o paxmopa, axe LI donomazac 6 ocgimi
ma smenwenni énaugy. baiieciscoki Memoou 003801510Mb KibKICHY OYIHKY pU3UKIE, cumyayiiiny obisnanicms ma asmomamusayiio. 3a npoenozamu
docnioncens (Gartner, Trend Micro), Al-azenmu oominysamumyms 6 amakax ma 3axucmi, 3 oKycom na keanmosy besnexy, explainable AI ma
A8MOHOMHI CUCIEMU, WO BUMALAE DANAHCY MIXC IHHOBAYIAMU MA PUSUKAMU.

Knrwouosi cnosa: wmyunuii inmenexm, Kibepbesnexa, 8Ua1eHHA BMOP2HEHb, MAWUHHE HAGYAHHS, HEUPOMOPPHI
obuucnenns, IntruDTree, ADFA-LD, adsepcapni amaxu, oaiieciécoki memoou, CTI.
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PROSPECTS FOR INTEGRATION OF ARTIFICIAL INTELLIGENCE IN CYBERSECURITY

The article defines artificial intelligence (Al) as a system that models aspects of human intelligence based on computer technology,
mathematics, computer science and philosophy, with the aim of imitating perception, understanding and interaction with the environment. In the
context of cybersecurity, Al is integrated into intrusion detection systems (IDS), where it increases efficiency through automated data analysis, threat
prediction and adaptive response. The materials emphasize the relevance of such integration, especially in the context of increasing complexity of
cyberattacks, including Al-driven threats such as autonomous malware and social engineering. Key research focuses on models such as IntruDTree
- an ML-based system based on decision trees, which ranks security features, minimizes computational complexity and achieves high accuracy in
intrusion detection, outperforming traditional methods (naive Bayes, logistic regression, etc.). The neuromorphic approach combines deep learning
(DL) with neuromorphic processors, using autoencoders (AE) for unsupervised learning, discrete vector factorization (DVF) for weight
transformation, and simulation on chips like IBM True North, achieving 90.12% accuracy in detecting malicious packets and 81.31% in classifying
attacks. This provides energy-efficient, real-time detection in high-traffic networks. Machine learning is applied to analyze malware, detect zero-day
attacks, anomalies, and traffic threats, with a focus on datasets like ADFA-LD, which are in line with current technologies for evaluating IDS. Risks
include adversarial attacks on ML algorithms, requiring preventive measures. The AZ Safe Hacker Assets Portal collects data from hacker forums
for proactive CTI, analyzing ML assets for search, navigation, and code comparison. Preventing Al attacks involves social engineering, where
vulnerabilities are human-driven, but Al helps with education and mitigation. Bayesian methods enable quantitative risk assessment, situational
awareness, and automation. Research (Gartner, Trend Micro) predicts that Al agents will dominate attacks and defenses, with a focus on quantum
security, explainable Al, and autonomous systems, requiring a balance between innovation and risk.
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Statement of the problem in general form
and its connection with important scientific or practical tasks

In today’s digital environment, cybersecurity faces unprecedented challenges due to the rapid development of
artificial intelligence (Al) technologies. The relevance of the problem of integrating Al into cybersecurity is confirmed
by global trends: according to Gartner and Palo Alto Networks forecasts for 2026, Al-based preemptive cybersecurity
will become dominant, with the transition to Al-native security platforms; mass implementation of agentic Al is
expected, which will lead to an increase in risks, including shadow Al, autonomous threats and post-quantum
challenges. At the same time, adversarial attacks on Al protection systems themselves make traditional approaches
ineffective, and the shortage of specialists (estimated at 4.8 million vacancies globally) complicates management.

The main problem of the research is the paradox of Al integration: how to maximize the potential of artificial
intelligence to improve cybersecurity effectiveness (detection of zero-day vulnerabilities, countering ransomware and
APT attacks, SOC automation), while minimizing the risks associated with Al vulnerability to adversarial attacks,
ethical aspects (according to the EU Al Act and NIST Al Risk Management Framework), loss of control over
autonomous agents, and erosion of trust through deepfakes and Al-driven social engineering. The lack of understanding
of the balance between "defense with AI" and "defense of Al itself" leads to the fact that many organizations are facing
an increase in incidents (according to IBM and CrowdStrike reports 2025-2026) where attackers are ahead of defenders
in using Al Thus, the prospects for integrating Al into cybersecurity require a comprehensive analysis of benefits,
challenges (adversarial robustness, explainable Al, governance), and development strategies (preemptive defenses,
hybrid human-AlI systems) to ensure sustainable defense in the era of Al-dominated cyberwarfare.

Analysis of recent research and publications

The integration of artificial intelligence (Al) into cybersecurity is currently a promising direction in the field
of creating new protection systems by automating threat detection, attack prediction and adaptive response to incidents.
Al-based cybersecurity systems should strengthen the protection of information resources of organizations with
physiologically active algorithms, since the effectiveness of protection is determined precisely by the ability to analyze
large volumes of data, detect anomalies, classify malicious software and make components available in real time [1-22].
Recent publications by Ukrainian scientists focus on the dual role of Al in hybrid warfare, critical infrastructure protection,
risk assessment and legal regulation of technologies. The study by Skitska et al. analyzes the threats and risks of using Al,
proposing approaches to creating a risk management system for state regulatory policy [3]. Gurzhiy S. V. considers the
features of using Al to ensure cybersecurity, outlining the legal principles and threatening trends based on Europol reports
[4]. Letychevsky O. O. highlights modern scientific problems of cybersecurity, in particular the role of neural networks
and Al methods in addressing vulnerabilities [5]. Pantyushenko R. and Chaika Y. explore innovations, challenges and
prospects for the development of Al in cybersecurity, with a focus on practical applications in the defense sector [6].
Foreign researchers provide systematic reviews of the effectiveness of Al, adversary attacks and future directions of
development. Ferrag M. A. et al. offer a detailed literature review and taxonomy of the application of Al in cybersecurity,
highlighting the prospects for automation [7]. Nievas J. et al. provide a comprehensive analysis of the application of Al in
cybersecurity with an emphasis on future directions and challenges [8]. Truica C.-O. & Apostol E.-S. focus on advanced
Al-driven threat detection techniques, including big data analysis [9]. Apruzzese G. et al. evaluate the effectiveness of
machine and deep learning in cybersecurity compared to traditional methods [10].

Formulation of the purpose of the article

The purpose of the article is to study the prospects for integrating artificial intelligence into cybersecurity
systems to improve the effectiveness of threat detection and countermeasures.

Object of research: application of artificial intelligence in cyberattack detection and prevention systems.

Subject of research: Al models and algorithms (IntruDTree, neuromorphic approaches, Bayesian methods),
datasets (ADFA-LD), risks (adversarial attacks, social engineering) and tools (AZ Safe Hacker Assets Portal) for
integration into cybersecurity.

Presenting main material

Artificial intelligence is a system created on the basis of computer technology that attempts to model certain
aspects of human mentality and functioning. This system can interact with the environment, for example, recognize
voice and convert it into different languages, imitating human abilities. It is based on various sciences such as
mathematics, computer science and philosophy, and its main goal is to create systems that can demonstrate certain
aspects of human intellectual activity. The term "artificial intelligence" is often used to describe systems that are able
to emulate the basic functions of perception and understanding that are characteristic of human thinking Fig. 1.

The integration of artificial intelligence into intrusion detection systems (IDS) is gaining great relevance. X.
A. Larriva-Novo et al. [ 12] propose algorithms to improve the effectiveness of IDS, particularly in the context of specific
scenarios. To do this, cybersecurity datasets are categorized, which allows them to be grouped into specified categories.
The paper considers different neural network models, such as multilayer and recurrent, uses various activation functions
and training algorithms to achieve optimal accuracy depending on the characteristics of the database.

The results were used to determine which category of cybersecurity dataset is more important for intrusion
detection and the most adequate configuration of the machine learning algorithm to minimize the computational load.
There are also significant security risks in the interconnections required to exploit certain advantages of automated
systems. The paper describes an intrusion detection system based on the concepts of unsupervised automated systems.
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Fig. 1. Using artificial intelligence

A tree-based security machine learning model (IntruD Tree) is presented that evaluates a security feature based
on its importance and builds a general intrusion detection model. This model not only has prediction accuracy for
unattractive test cases, but also minimizes the computational complexity of the model by reducing the feature
measurements. Finally, cybersecurity datasets and accuracy measurements are used to validate the performance of our
IntruDTree model. The authors also compare the results of IntruDTree with various traditional, conventional machine
learning approaches, such as naive classification system, logistic regression, support vector systems, and nearest
neighbor, to evaluate the performance of the resulting security model.

In this paper, a neuromorphic cognitive computing approach was proposed for a deep learning (DL)
cybersecurity network intrusion detection system (IDS). The algorithmic power of DL was combined with fast and high-
performance neuromorphic cybersecurity processors. The data was numbered for training using a rigorous unsupervised
learning technique called autoencoder during the training (AE) process. The AE weights generated for the supervised
learning stage are used as initial weights for the neural networks. The final weights are converted into discrete weights,
synaptic weights, and thresholds for nerve cells using discrete vector factorization (DVF). Finally, the generated cross-
weights, synaptic weights, thresholds, and leakages were mapped into cross-stripes and neurons. During the checkpoint,
the encoded samples are converted into a central shape using hybrid encoding methods. IBM Neurosynaptic Core
Simulator (NSCS) and the new True North neurosynaptic chip were used for implementation and testing. For
cybersecurity intrusion detection of the neuromorphic chip, the test results indicate an accuracy of approximately 90.12
percent. Furthermore, the authors have revised the proposed framework not only for detecting malicious packets but
also for classifying these types of attacks and achieved an accuracy of 81.31%. The neuromorphic implementation
provides amazing accuracy in detecting and classifying high-powered network intrusion detection. For cyber security
intrusion detection of the neuromorphic chip, the test results indicate an accuracy of approximately 90.12 percent.
Furthermore, the authors have revised the proposed framework not only for detecting malicious packets but also for
classifying these types of attacks and achieved an accuracy of 81.31%.

Neuromorphic implementation provides amazing accuracy in detection and classification of high-powered
network intrusion detection. For cyber security intrusion detection of neuromorphic chip, the test results indicate an
accuracy of approximately 90.12 percent. In addition, the authors revised the proposed framework not only for detecting
malicious packets, but also for classifying these types of attacks and achieved an accuracy of 81.31%. Neuromorphic
implementation provides amazing accuracy in detection and classification of high-powered network intrusion detection.

Machine learning technology is popular in many fields, and machine learning technology has many
applications in cybersecurity. Examples of malware include malware analysis, including zero-day malware detection,
threat analysis, intrusion anomaly detection, and many others. In many cybersecurity products, researchers use machine
learning detection due to the ineffectiveness of signature-based approaches in detecting new attacks or even minor
variations of existing attacks. In this [14] study, in which machine learning is a method, the authors discuss various
areas of cybersecurity. To manipulate learning and data classification research, the authors also have some experience
with adverse attacks on machine learning algorithms, so these approaches do not work.
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Preventing Cyberattacks and Threats with Al. Artificial intelligence was just a type of computerized version
of human intelligence. The way Al functions is similar to learning, just like humans do, iteratively over and over again.
The threat landscape is undoubtedly evolving in this century. Cybercriminals are driven solely by financial incentives.
But the department has found a new way to prevent attacks before they happen, as it can no longer rely on old,
conventional methods. This article [12] highlights the need to develop cybersecurity skills and how the use of artificial
neural networks and machine learning algorithms can mean improved skills. Also included is an overview and definition
of social engineering, the role it plays in online and cybercrime, and the causes and impact of cybercrime.

Preventive actions and potential solutions to threats and vulnerabilities in social engineering are recommended,
based on the findings presented in the article [13], vulnerability depends on human behavior, mental impulses and
psychological predispositions, although technology helps to reduce the impact of social engineering attacks. Although
the literature confirms the investment risks in organizational training camps due to the sensitivity of social engineering,
it can be optimistically said that social engineering attacks can be reduced.

Billions of dollars in losses are caused by cybercrime, operating system failures, destruction of classified
information, network security and confidentiality violations. Computer system security has become essential to
minimize the impact and, presumably, deter cybercrime in light of these crimes being committed every day. The article
discusses recent advances in the use of cybersecurity datasets to evaluate machine learning intrusion detection systems
and data mining. It has been found that current cybersecurity standards are no longer reliable because their databases
no longer match modern computer technology developments. In 2013, a new ADFA Linux (ADFA-LD) cybersecurity
benchmarking dataset was proposed to match the current world-class computer technology advances for machine
learning analysis of data mining and intrusion detection systems. ADFA-LD includes better definitions of their
attributes. The research community will use this research to move away from current cybersecurity benchmarking datasets
and start using the newly implemented benchmarking dataset for efficient and systematic evaluation of computer and data
mining intrusion detection systems. Social and Internet traffic analysis is essential for identifying and protecting against
cyber threats. Advanced automated machine learning approaches are replacing traditional approaches that revert to
manually defined rules. This revolution is being accelerated by massive data sets that provide machine learning models
with higher performance. The paper [15] reviews recent analytical research on cyber traffic across social networks and the
Internet, using a set of general principles of similarity, relationship, and collective indications in the context of a data-
driven model. This is not an isolated desire, but the common use of various networks and social movements is explained
by this. Streams also have a number of features, including fixed size and multiple messages between the source and the
recipient. The paper presents a modern methodology for research and application in Internet security, data-driven social
and Internet traffic (DDCS). The DDCS approach includes three elements: cybersecurity data collection, cybersecurity
development, and cybersecurity modeling. Challenges and future paths are also discussed.

Cyberattacks pose a serious threat to national security. Today, the number of malicious tools that carry out
numerous cyberattacks is increasing. Knowledge and tools to deter and mitigate attacks have been planned for Cyber
Threat Intelligence (CTI) and Malware Analysis Portal. However, current CTI portals and malware analysis are accused
of being too reactive because they depend on previous cyberattacks to collect data. Online hacker forums provide a new
source of information for proactive CTI and malware portals. Research [15] shows AZ Safe Hacker Assets Portal. This
website collects and analyzes malicious products from largely untapped and rich data sources of online hacker groups
using state-of-the-art machine learning techniques. This paper discusses the creation and development of AZ Safe
Hacker Assets Portal. The authors also provide basic portal features, including asset search, navigation and download,
source code viewing and code comparison analytics, and an interactive CTI dashboard. Cybersecurity threats have
increased over the past decade. Experts believe that existing security measures will soon be insufficient to prevent the
spread of more sophisticated and dangerous cyberattacks. Recently, the complexity of cybersecurity has increasingly
been dominated by approaches borrowed from artificial intelligence (Al) to facilitate automation. In this paper [11],
researchers provide a brief overview and guidance on Bayesian cybersecurity programs to enable quantitative threat
assessment for superior risk analysis and situational awareness.

Conclusions and prospects for further research

As cybercrime becomes more complex, cybersecurity approaches need to be more robust and intelligent. This
will allow defense mechanisms to make real-time decisions to effectively respond to sophisticated attacks. However,
Al approaches to combating cybercrime are still unclassified, which requires separate research. Therefore, to effectively
combat cybercrime, researchers and practitioners need to be aware of existing cybersecurity methods and apply Al

Artificial intelligence significantly enhances cybersecurity, in particular through models like IntruDTree,
which optimizes intrusion detection with minimal computational complexity and higher accuracy compared to
traditional methods. Neuromorphic computing with deep learning provides real-time analysis with up to 90.12%
accuracy for detection and 81.31% for classification of attacks, making systems energy-efficient and adaptive. Datasets
like ADFA-LD allow for the evaluation of IDS in modern conditions, and the AZ Safe Hacker Assets Portal provides
proactive CTI from hacker sources. Al also carries risks, adversarial attacks manipulate ML algorithms, and social
engineering exploits the human factor, requiring educational measures. Bayesian methods are effective for quantitative
risk assessment and situational awareness. The outlook for 2025-2026 includes the dominance of Al agents in attacks
and defense, integration with quantum technologies, and explainable Al to increase trust. Overall, the integration of Al
transforms cybersecurity into an autonomous, preventive system, but requires a balance between innovation, ethics, and
regulation to minimize vulnerabilities.
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