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A MULTI-OBJECTIVE OPTIMIZATION MODEL FOR DESIGNING
THE SOFTWARE ARCHITECTURE OF INTERNET-OF-THINGS SYSTEMS

Modern Internet of Things (loT) systems span edge, fog, and cloud layers and must satisfy several conflicting non-
functional requirements, such as responsiveness, security, reliability, and resource efficiency. Earlier work (CAL and MCAL)
increased the transparency of architectural decisions by scoring and ranking individual patterns using a weighted sum, but implicitly
treated the architecture as a loose set of independent patterns and compressed all requirements into a single scalar index. In this
paper, loT architecture design is reformulated as a multi-objective pattern-portfolio selection problem. Each candidate architecture
is represented as a binary portfolio of patterns and evaluated by an additive vector of objective functions corresponding to selected
quality attributes, while linear constraints capture practical engineering limits: implementation budget, pattern dependencies,
incompatibilities, and portfolio size. The resulting multi-objective integer linear programming model yields a discrete Pareto set of non-
dominated portfolios that makes trade-offs explicit and auditable. A small case study with two antagonistic objectives, responsiveness
and security, illustrates the effect of the reformulation and compares it with the classic weighted-sum approach. The scalar model
produces markedly different "optimal” portfolios for different weight vectors and can hide feasible compromise solutions that balance
competing requirements. In contrast, the Pareto-based model exposes the entire family of efficient portfolios under the same data and
constraints, allowing architects and stakeholders to select an option that matches their priorities, constraints, and acceptable risk,
providing a clear basis for subsequent a-posteriori ranking or sensitivity analysis when project preferences change. The formulation is
readily extensible to additional objectives and larger pattern catalogs, keeping feasibility rules explicit, and reusable across loT projects,
thus supporting systematic architectural decision-making in complex distributed environments.

Keywords: Internet of Things; software architecture; architectural patterns; multi-objective modeling, Pareto front; non-
functional requirements, decision support; pattern portfolios.

YYMAYEHKO JAHWJIO, IIOBYEHKO BIPA

Hauionansauit yniBepcutet «Oiecbka MoiTeXHIKa»

MYJbTUILIbOBA MOJIEJIb ONTUMI3AIIIL IS IPOEKTYBAHHS APXITEKTYPH
IPOI'PAMHOI'O 3ABE3NIEYEHHS CUCTEM IHTEPHETY PEUEN

Cyuacni cucmemu Inmepremy peueii 0XOnm00OmMb pisHi edge, fog ma xmapu ii Maioms 0OHOYACHO 3A00B0IbHAMU HUSKY
KOH@IIKMHUX HeQYHKYIOHATbHUX 8UMO2, 30KpeMa 6umoeu 00 wieuokooii ma 6esnexu. Ilonepeoui nioxoou CAL ma MCAL
nioguwysanu npo3opicms apxXimekmypHux piuiensb, UKOPUCOBYIOUU 36AICEHY CYMY Ol OYIHIOBAHHA MA PAHIICYEAHHI OKPEMUX
NnamepHie, ane HEs6HO PO32NA0ANU APXIMEeKmypy 5K GLIbHY CYKYNHICMb HE3ANEHCHUX NAMEPHIE I CMUCKAIU 6CL 6UMO2U 8 OOUH
ckanapuull inoexc. Y yiii pobomi npoekmyeanns apximekmypu @Qopmynioemoca fAK 3a0aya 6acamoxkpumepianbHo2o eubopy
nopmeens namepuie. Koowcna kanoudammna apximekmypa nooaemvcs y 6ueiadi Oinapnozo nopmgens, akuil OYiHIOEMbCS
AOUMUBHUM 6EKMOPOM YITbOBUX YHKYIN ONisl BUOPAHUX HeDYHKYIOHANbHUX UMO2, MOOL K JIHIUHI 0OMedNCeH s 81000paXiCaomy
61000icem,  3aNeNCHOCMI  ma  HeCyMICHOCMI  MIJC NAMEPHAMY, d MAKONC KapOuHalbHicmes nopmens. Bionosiona
bazamokpumepianbHa MoO0eNb YIMOYUCENbHO20 NIHIIHO20 NPOZPAMYBAHHA NOPOOJCYE Ouckpemuy muodcuny Ilapemo 3
HedoMiHogaHux nopmdenie. Hesenuxe npukiaoume 00CniodiceHHs 3 080MA AHMALOHICTIUYHUMU BUMOAMU, WBUOKOOIE ma
be3nexor, 0eMoHcmpye Hacaioku maxoi pegpopmynayii. ITi0xi0 i3 36adceHor0 CyMor 0ae€ pizHi peKoMeHO08aHi nopmebeni 05 pisHUX
eekmopie eac i He 6uaAsnAc Oinbwi 30anaHcosanuli nopmensv, AKULl MAKONC 3a0080abHAE 8Ci 0bMedicenns. Hamomicmo
bazamokpumepianrbna MooOenb FA6HO NOKA3YE 6CI0 CYKYNHICMb HeOOMIHOBAHUX NOPM@OeNié 3a He3MiHHUX 6XIOHUX OaHux ma
obmedicenb, HA0aIUU apxXimeKmopam i 3ayikaeneHuM CIOPOHAM MOJICIUGICINb 0bpamu moii éapianm namepuis, AKUll HauKpauje
gioobOpadicae ixni peanvri npiopumemu ma NPULIHAMHUL PIGEHb PUSUKY.

Kniouogi cnosa: Inmepnem peueil;, npocpamua apximexmypa, apXimekmypHi namepHu; Oazamoxpumepianvhe
MoOdenoganus; ¢ppornm Ilapemo, HedhyHKyioHaNbHI gUMOU, NIOMPUMKA NPUUHAMMS PilieHb, nopm@peni nameprie.
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Introduction
The rapid proliferation of Internet-of-Things (IoT) systems has significantly increased the complexity of
software architecture design. Modern IoT solutions typically span multiple computational layers (edge, fog, and cloud)
and operate under strict constraints related to latency, security, reliability, scalability, and resource consumption. In such
systems, architectural decisions play a decisive role in determining whether non-functional requirements (NFRs) are
met throughout the system lifecycle.
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A common way to address NFRs at the architectural level is to select and combine architectural patterns.
Patterns encapsulate proven design knowledge and provide reusable solutions to recurring architectural problems.
However, in realistic IoT projects, an architecture rarely consists of a single pattern. Instead, it emerges as a portfolio
of patterns, whose combined behavior determines the overall system quality. Importantly, many NFRs are inherently
conflicting: for example, mechanisms that improve security or safety often introduce additional latency and
computational overhead, thereby degrading responsiveness. As a result, architectural design becomes a complex
decision-making problem involving trade-offs among competing quality attributes.

Traditional decision-support approaches in software architecture often rely on scalar aggregation, most notably
weighted-sum models, to rank architectural alternatives. In earlier work, such methods were successfully applied to
increase transparency in pattern selection by assigning expert-based scores to individual patterns and aggregating them
into a single integral index [1]. While this approach simplifies decision-making, it has two fundamental limitations.
First, it implicitly treats architectural patterns as independent choices rather than as interacting elements of a coherent
portfolio. Second, collapsing multiple quality attributes into a single scalar value obscures trade-offs and makes the
final recommendation highly sensitive to the choice of weights, which must be fixed a priori and often reflect subjective
assumptions rather than concrete project realities.

Recent research in software architecture and optimization has increasingly emphasized multi-objective
approaches as a more faithful representation of real-world design problems. Instead of forcing a single “optimal”
solution, multi-objective optimization aims to identify a set of Pareto-optimal alternatives, each representing a different
compromise among conflicting objectives. Such an approach aligns naturally with architectural decision-making, where
stakeholders may have different priorities and risk tolerances, and where understanding the cost of improving one
quality attribute at the expense of another is often more valuable than obtaining a single ranked solution.

In this paper, the design of an [oT software architecture is reformulated as a multi-objective pattern-portfolio
selection problem. Each candidate architecture is represented as a binary portfolio of architectural patterns, evaluated
by a vector of objective functions corresponding to selected non-functional requirements. Linear constraints are
introduced to capture practical engineering considerations, including implementation budget, pattern dependencies,
incompatibilities, and overall architectural complexity. Under these assumptions, the problem is expressed as a multi-
objective integer linear programming (MOILP) model, whose solution is a discrete Pareto set of non-dominated
architectural portfolios.

Architectural challenges and solutions

Designing software architecture is fundamentally a complex decision-making challenge, particularly when
balancing conflicting non-functional requirements. It is well known that improving one attribute often comes at the cost
of another [2]. Traditionally, architects relied on scalar aggregation methods to simplify these decisions. However,
recent literature suggests that these approaches can be misleading, as they tend to obscure the real trade-offs and
introduce bias through static weighting [3]. In response, the field is moving toward combinatorial search and multi-
objective approaches. These methods explicitly model conflicts, allowing for the identification of Pareto-optimal
solutions rather than forcing a single, potentially compromised alternative [4, 5].

Our previous research in this domain focused on establishing a structured methodology for selecting
architectural patterns, using expert-driven scoring and weighted-sum models [1]. While this work successfully improved
the transparency of the selection process, it was limited by the very scalar assumptions that are now being questioned.
Building on those foundations, this paper takes the next logical step. We advance the approach by reformulating the
problem as a multi-objective optimization, shifting the focus from simply ranking individual patterns to generating
comprehensive portfolios that reveal the necessary design compromises.

Problem Formulation and Multi-Objective Decision Making

This paper aims to propose and validate a multi-objective integer linear programming model for selecting
portfolios of architectural patterns in loT systems, enabling explicit exploration of trade-offs between conflicting NFRs
and overcoming the limitations of traditional weighted-sum approaches.

Software architecture design is a decision-making process aimed at satisfying a set of functional and, critically,
NFRs [6]. In IoT systems, these NFRs (such as reliability, safety, responsiveness, and usability) are often in conflict
[2]. For example, enhancing safety and security by introducing additional checks and encryption (e.g., the Reference
Monitor pattern) almost always increases latency and resource consumption, thereby directly conflicting with the
Responsiveness requirement [7].

Traditional methods based on scalar aggregation hide these trade-offs behind static weights assigned by
experts. This leads to a single solution that is heavily biased by a priori preferences and does not allow the architect to
explore alternative design options [8].

This paper moves away from the scalar approach and treats the architecture not as a set of individual patterns, but as
a unified portfolio. The task is to select a subset of patterns from a general catalog that best balances the conflicting NFRs.

At its core, this is a combinatorial optimization problem (COP), as the solution space consists of 2Vpossible
pattern combinations, where N is the total number of candidate patterns [9]. Given that we aim to balance M
simultaneously conflicting objective functions corresponding to NFRs, the task is accurately classified as a multi-
objective combinatorial optimization problem (MOCOP) [10].

The goal of such an approach is not to find a single solution, but to approximate the Pareto-optimal set (or
Pareto front). The Pareto front represents a set of non-dominated solutions (pattern portfolios). This front explicitly
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visualizes the trade-offs, allowing decision-makers (architects, project managers) to select a portfolio that best aligns
with the project's specific priorities [11].

To mathematically formulate the MOCOP task described, we introduce the following notation.

Pattern Catalog is a finite, predefined catalog of N candidate architectural patterns relevant to the target domain
(IOT)» pP= {p1: D2 - 'pN}'

A set of Quality Attributes is the set of M non-functional requirements selected for balance, K =
{k1, k5, ..., kp}. In the context of this work

K = {Reliability,Safety, Usability, Responsiveness, Security}.

Contribution Matrix W is an N X M matrix, where the element w; ; represents the quantitative, normalized
score of the contribution of the j-th pattern (p;) to the k-th quality attribute (k). These values are a key model input,
derived from an expert knowledge base as detailed in our prior work [2]. The process of quantifying NFRs is itself a
complex research challenge [12].

Cost Vector C = (¢q, ¢y, ..., Cy) is a vector where ¢; represents the estimated cost (e.g., implementation
complexity, man-hours, computational resources) of implementing the pattern p;.

Portfolio Vector is a binary vector that represents a solution X = (x4, x5, ..., Xy ), where

1, if paternp; is selected for the portfolio
5= 1, . . (1)
, otherwise
Key Model Assumptions

The formulation of the objective functions is based on the fundamental assumption of linearity and additivity.
The model assumes that the total contribution of a portfolio X to a quality attribute k (i.e., F,, (X)) is the simple sum of
the contributions (w; ) of all selected patterns (x; = 1).

This assumption implies

¢ independence: the contribution of each pattern is independent of the presence or absence of other patterns
in the portfolio.

e lack of interactions: the model, in its basic form, does not account for interaction effects, neither positive
(synergy) nor negative (interference or conflict) [13].

For example, the combined use of Rate-Limiting and Caching patterns might produce a synergistic effect for
Responsiveness that is greater than the sum of their individual contributions. Conversely, two security patterns might
prove redundant or conflict, degrading overall performance.

Modeling such interactions requires more complex (e.g., quadratic) objective functions and is a direction for
future research. For the current work, an additive model is adopted as an effective approximation, enabling the use of
standard MOO methods to demonstrate the trade-off analysis.

Objective Functions Formulation

At the heart of the proposed decision-making framework lies the challenge of quantifying the architectural
suitability of any given pattern portfolio X. Unlike trivial design tasks where a single metric might suffice, software
architecture is inherently multidimensional. To capture this complexity, we formulate the evaluation process not as a
search for a single value, but as the simultaneous maximization of a vector of objective functions.

For a defined set of M quality attributes (non-functional requirements, K), we establish a corresponding vector
F.(X). The overarching design goal is to identify portfolios that push this vector towards its theoretical maximum:

maximize F(X) = (F,(X)) ek = (FLC0, Fy(X), o, Fy (X)) (2)

While we acknowledge that software patterns can exhibit complex, non-linear interactions in reality, a linear
approximation serves as a necessary and robust baseline for automated decision support. Under this assumption, the
quality of a portfolio for a specific attribute k is calculated as the cumulative sum of the individual contributions of its
constituent patterns. If a pattern p; is selected (i.e., x; = 1), its pre-determined impact score w; ;. is added to the total.
Formally, for each quality attribute k € K, the objective function is defined as:

Fe(X) =X wji-x,Vk €K . 3)

This formulation offers two distinct advantages. First, it ensures high interpretability: an architect can easily
trace why a portfolio received a particular score. Second, it maintains the problem within the domain of Linear
Programming, allowing for efficient processing even as the catalog size N grows.

Modern IoT systems, which typically span constrained edge devices, fog layers, and cloud infrastructure,
demand a rigorous balance of specific conflicting qualities. For the experiments conducted in this study, we define M = 5
critical objective functions that represent the most common trade-offs in IoT design. The vector of objective functions
F(X) can be expressed as a linear transformation of the decision vector X using the transpose of the contribution matrix W-:

F Rel (X )
E Safe (X )
FXO) =W™ X = |Fysan(X)]. 4)
F Resp (X )
F Sec (X )
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Where each element corresponds to the total score for a specific NFR defined in the set K.

This linear and decomposable formulation is highly flexible, allowing for the addition or removal of objective
functions without altering the model's core structure. It provides a robust foundation for applying multi-objective
optimization algorithms to find the set of non-dominated solutions.

The objective functions must be optimized subject to a set of linear constraints. These constraints reflect real-
world design, technical, and budgetary limitations, thereby defining the feasible solution space F. A portfolio X is
considered a possible solution only if it satisfies all defined constraints. The model incorporates several types of
constraints to define this space.

The first is the Complexity Budget Constraint, which reflects resource limitations. Each pattern p; has an
associated cost ¢; (e.g., estimated person-hours, implementation complexity), and the total cost of the selected portfolio
must not exceed the maximum project budget C,,4,:

Z?]=1 G- Xj < Cnax - (%)

The model also enforces Architectural Rules to ensure design logic. These rules primarily consist of
Dependencies, where one pattern (p,) requires another (p,), modeled as x, < x;; and Incompatibilities, which
represent mutually exclusive choices (p.,pg) for the same sub-problem, modeled as x. + x; < 1. Furthermore,
Portfolio Cardinality Constraints are used to manage overall architectural complexity by setting a lower (L) and upper
(U) bound on the total number of selected patterns:

L<Yl x<U. (6)

Given that all objective functions and these constraints are linear functions of the binary decision variables x;,
the formulated mathematical model is precisely classified as a Multi-Objective Integer Linear Programming (MOILP)
problem.

The Concept of Pareto Optimality

As objective functions conflict in Multi-Objective Optimization (MOQ) problems, a single solution that
simultaneously maximizes all M quality attributes generally do not exist. Instead, the concept of Pareto dominance is
used to compare solutions.

A solution X, dominates X, if it is no worse than Xjacross all M objective functions and is strictly better in at
least one objective. Formally, X, > X, if

Vk €eK:F.(X,) = F.(X,) A 3k'€K:F,(X,) > F.(Xp) . (7

A solution X *is Pareto-optimal (or non-dominated) if no other feasible solution X € F exists that dominates it.
In other words, X* is Pareto-optimal if any improvement in one quality attribute (e.g., Reliability) must necessarily
lead to a degradation in at least one other attribute (e.g., Responsiveness).

The goal of an MOO task is not to find a single solution, but to identify the complete set of all Pareto-optimal
solutions, known as the Pareto Set (Ps):

Py={X*€F|3XEF:X>X"}. (18)

The projection of this set into the M-dimensional objective space is called the Pareto Front (Pr). The Pareto
Front represents the trade-off surface, which explicitly visualizes the cost of choice for the architect. In the context of
an MOILP problem, the Pareto Front is a discrete set of points rather than a continuous curve.

Case study & comparative evaluation

To validate the proposed model's performance and visually demonstrate its advantages over traditional
methods, we will use a small illustrative example. Using a simplified dataset (a small number of patterns and objectives)
allows us not only to trace the calculation process step by step but also to clearly visualize the fundamental differences
in the results produced by the two different approaches. This example simulates the real-world architectural decision-
making process in miniature, where conflicting requirements must be balanced under limited resources, and where
trade-offs are rarely clean or comfortable. In practice, engineers typically work with partial information, tight deadlines,
and competing stakeholder expectations, so even a compact toy scenario can feel surprisingly close to reality. By
keeping the setup intentionally small and readable, we can focus on the intuition behind each choice, see how priorities
shape the outcome, and explain the results in a way that remains transparent, reproducible, and easy to interpret for both
researchers and practitioners.

Let's consider a simplified task of selecting architectural patterns. Assume we have a catalog of N =5
available patterns. Our goal is to optimize the architecture for M = 2 key non-functional requirements (NFRs):
Responsiveness (which we aim to maximize) and Security (which we also aim to maximize). These two quality
attributes were chosen deliberately: they are a classic antagonistic pair, as strengthening security (through additional
checks, encryption) almost always negatively impacts responsiveness.

Each pattern P; is characterized by three parameters:

1) implementation cost (e.g., estimated person-hours), C;;

2) a quantitative score of the pattern's contribution to the system's overall responsiveness (W}, Resp);

3) a quantitative score of the pattern's contribution to the system's overall security (W}, Sec).

These parameters can be summarized in Table 1 for clarity.
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Table 1
Input data for the illustrative example (patterns and their attributes).
Pattern ID (P;) Pattern Name Cost (C)) Resp. Score (W;, Resp) | Sec. Score (W}, Sec)
pl Caching 5 9 1
p2 Firewall 5 1 9
p3 Authenticator 4 2 8
p4 Load Balancer 6 7 3
pS Logger 3 4 5

Furthermore, should introduce a realistic constraint that mimics a project budget: the total cost of the selected
pattern portfolio cannot exceed the Complexity Budget Constraint C,,,4, = 10. This means the development team has
only 10 conditional units of complexity available to implement the chosen architecture.

Method 1. Weighted-Sum (Integral) Approach. Its essence is to collapse a multi-dimensional decision problem
into a one-dimensional one. This is achieved by assigning a weight coefficient to each objective function (each NFR)
that reflects its relative importance. All objective functions are then summed into a single integral function Fg:

FWS(X) = WRegp * FResp(X) + W * FSec(X) . (9)

The main problem with this method is that the architect must define these weight coefficients a priori, that is,
before seeing any results or trade-offs. As we will show, this subjective choice has a decisive impact on the final result.

To illustrate how sensitive the weighted-sum method is to the choice of weights, consider a simple example in
which the architect initially assumes that responsiveness and security are equally important and assigns them the exact
weights, Wgeg, = Wsee = 0.5. The scalar objective function is then:

Fs(X) = 0.5+ Fregp(X) + 0.5 - Fso(X) . (10)

By enumerating all feasible portfolios of patterns under the cost constraint C(X) < 10, we obtain a single
optimal solution: Portfolio A = {p,, p3}. Its total cost is 5(p,) + 4(p3) = 9 < 10. The combined responsiveness is
Fresp = 1(p2) + 2(p3) = 3, and the combined security is Fs.. = 9(p;) + 8(p3) = 17. The integral score becomes:

Fys(X)=05-34+05-17=15+85=100. (11)

Although the numerical weights are balanced, the resulting portfolio is strongly skewed: it provides excellent
security (17 points) but catastrophically low responsiveness (3 points).

Now change only the project priorities while keeping all other data exactly the same. Suppose responsiveness
becomes much more important than security, and the architect updates the weights to wg.y, = 0.8and wg., = 0.2. The
scalar objective is now:

Fs(X) = 0.8+ Fregp(X) + 0.2 - Fge (X)) . (12)

Recomputing the optimum over the same set of feasible portfolios yields an entirely different recommended
architecture: Portfolio B = {p;,ps}. Its cost is 5(p;) + 3(ps) = 8 < 10; the combined security is Fg., = 1(p;) +
5(ps) = 6; the combined responsiveness is Freq, = 9(p1) + 4(ps) = 13. The corresponding integral score:

Fys(X)=08-134+02-6=104+12=116. (13)

Thus, a purely subjective adjustment of the weights, without any change in the underlying patterns, scores, or
constraints, produces an entirely different portfolio. This shows that the weighted-sum method does not reveal the trade-
offs among objectives; instead, it yields a single solution that is essentially an artifact of the chosen weights.

Method 2. Multi-Objective Approach. The limitations of the weighted-sum method in the previous subsection
arise from treating a genuinely multi-objective decision as if it were one-dimensional. A small change in the weights,
made a priori and without seeing the alternatives, led to two different and even conflicting portfolios. In Method 2, we
keep exactly the same input data, constraints, and search space as before, but we adopt a different decision criterion:
instead of collapsing the objectives into a single scalar score, we treat responsiveness and security as two separate
objective functions, Freg,(X) and Fs..(X), and evaluate every portfolio X by the vector (Fgeg, (X)), Fsee (X))-

In a multi-objective (Pareto-based) setting, the goal is no longer to identify one best portfolio, but to compute
the set of non-dominated portfolios. A portfolio X;is said to dominate X, if it is at least as good in all objectives and
strictly better in at least one. A portfolio is non-dominated if there is no other feasible portfolio that dominates it. The
set of all non-dominated portfolios forms the Pareto set; its image in the (Fregp, Fsec) plane is the Pareto front, which
can be interpreted as a list of the best attainable trade-offs between responsiveness and security.

For the toy problem in Table 1, the Pareto front can be obtained by simple exhaustive enumeration. We consider
all portfolios that satisfy the cost constraint C(X) < 10, compute their total responsiveness Freq,(X) and security
Fse.(X), and then filter out all dominated portfolios. The remaining non-dominated portfolios are reported in Table 2
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and analyzed in the discussion section that follows; they represent the complete set of best trade-offs achievable under
the given budget and quality constraints.
Table 2
Pareto-optimal set obtained by exhaustive enumeration

Solution ID Portfolio (X) Total Cost Resp. Score (FRresp) Sec. Score (Fsec)
4 {p2, p3} 9 3 17
B {p1, ps} 8 13 6
C {ps, pa} 10 9 11

Discussion and Comparison

Comparing the results of the two methods highlights the fundamental advantages of the multi-objective
formulation. The weighted-sum approach produces a single portfolio that depends entirely on the chosen weights. In
the example, equal weights on responsiveness and security lead to portfolio 4 = {p», p3}, which almost maximizes
security (17 points) but yields very low responsiveness (3 points). When the weights are shifted in favour of
responsiveness, the method returns an entirely different solution, portfolio B = {pi, ps}, which offers excellent
responsiveness (13 points) but only modest security (6 points). In both cases, the architect receives one recommendation
without any information about alternative compromises that might better match the project context.

The Pareto-based multi-objective approach restructures the decision process. Instead of a single scalar score, each
portfolio is evaluated by the vector of objective values, and dominated portfolios are discarded. Table 2 shows that, under
the same data and constraints, this procedure yields a compact set of non-dominated portfolios, 4, B, and C. Together, they
form a spectrum of trade-offs between responsiveness and security: 4 concentrates on security, B on responsiveness. At
the same time, C = {p3, p4} achieves an intermediate, more balanced combination (9 points of responsiveness and 11 points
of security) within the same budget. The architect can now make an a posteriori choice among these alternatives, guided
by the actual business priorities of a concrete project rather than by guessed a priori weights.

From this perspective, the weighted-sum method can be interpreted as a mechanism that implicitly selects
extreme points of the Pareto front. Portfolios 4 and B, obtained for different weight vectors, are not incorrect; they
correspond to corners of the trade-off surface. However, the scalar aggregation hides the fact that these solutions are
just two members of a broader family of Pareto-optimal portfolios. In particular, the balanced solution C is entirely
invisible to any of the considered weighted-sum scenarios: no linear combination of the objectives with fixed weights
identifies {ps3, p4} as optimal, even though this portfolio may be more attractive for many realistic IoT projects where
neither responsiveness nor security can be sacrificed completely.

The case study, therefore, confirms that scalar aggregation is structurally limited as a decision-support tool for
architectural design. By compressing multiple quality attributes into a single index, it conceals the nature of the trade-
offs and introduces bias through the choice of weights. The proposed multi-objective model, in contrast, explicitly
constructs the Pareto set and exposes all efficient portfolios available under the given constraints. This turns the
optimization procedure into a transparent aid for architectural decision-making: instead of prescribing one supposedly
best architecture, it provides a well-defined set of alternatives from which stakeholders can select the option that best
aligns with their requirements and risk appetite.

Conclusions

This paper reformulates the design of IoT software architecture as a pattern-portfolio selection problem under
conflicting non-functional requirements. Instead of ranking individual patterns with a scalar weighted-sum, the proposed
approach represents each candidate architecture as a binary portfolio and evaluates it by an additive vector of objective
functions, while enforcing linear feasibility constraints that capture practical engineering limits. Under these
assumptions, the task becomes a multi-objective integer linear programming problem whose output is a discrete Pareto
set of non-dominated portfolios, making trade-offs explicit and auditable. The comparative case study with two
antagonistic objectives demonstrates the structural weakness of scalar aggregation: small changes in the weight vector
can yield qualitatively different “optimal” portfolios, while concealing feasible compromises that may better align with
realistic project priorities. In contrast, the Pareto-based formulation exposes a compact family of efficient portfolios,
including an intermediate, more balanced option. This shifts decision support from prescribing a single architecture to
providing a transparent set of defensible alternatives for stakeholders to choose from.

Future work can make the method more practical by considering how patterns interact, by adding more realistic
constraints such as tier limits, technology compatibility, deployment, and maintenance restrictions, and by testing the
approach on larger pattern catalogs while keeping the computation fast enough for projects. It is also worth handling
uncertainty because costs and quality scores are often only estimates, so sensitivity checks and scenario-based
evaluation can help find portfolios that remain good when inputs change. After the Pareto set is built, a simple second
step can help choose one final architecture. For example, TOPSIS can rank Pareto optimal portfolios using
normalization and stakeholder weights, then select the option closest to the ideal solution and farthest from the worst
solution. This turns the Pareto front into a clear shortlist or one recommendation.
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