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METO/ OPTAHI3AIIIT PO3NMOAITEHOT CHCTEMHY BUSBJIEHHS
IHO®IKOBAHHUX ITPOI'PAM B I30JIbOBAHUX CEPE/JOBHIIIAX

Lo pobomy npuceaueno 0ocniodxicenHio memooia i 3acobié opeanizayii po3nooineHux cucmem 0N GUAGIEHHS
ingixosanux npocpam, WO GUKOPUCTNOBYIOMb MEXHIKU VHUKHEHHs 6UAGIeHHA. A NpoGeOeHHA  OO0CHiONCeHHs
3aCmMOCOBYEMbC MHOJICUHA [3016b08AHUX CEpe0osuUly 0N aHANi3y iXHbOI noeedinku nid uyac 6UKOHAHHA. AKkmyanbHicmb
00CNiOJNCeHHA MA AHANI3Y, d MAKOJC NOWYK HOGUX MemoOi8 6UABNEHHs 3N0BMUCHO20 NPOSPAMHO20 3abe3neyenHs €
HAO036UYATIHO BaANCIUE0I0. Le niomeepOdiCcyembea 6eNUKO0 KINbKICHIO HOBUX eK3eMNIAPI6 Ma WEUOKUM PO3EBUMKOM MemOoOie
VHUKHeHHs eusigiienHs. Hezeaowcaiouu Ha Genuky KinbKicmb DISHOMAHIMHUX 3AC00i6 GUSGIEHHSs MAKUX 3a2p03, WOPOKY
hikcyromovesi yucneHHi eunaoku KOMRpoMemayii nepCoHAIbHUX Ma KOPNOPAMUGHUX OAHUX HA DI3HUX 6eb-pecypcax ma
naamgpopmax. CkAaoHicmb GUABNEHHA MAKUX 302P0O3 NOG S3aHA, 30KpeMd, 3 6UKOPUCHAHHAM MEmoOi8, Wo MICmAMb
noniMopghHi eracmueocmi, sIKi YCKIAOHIOIOMb NPoYec GUAGILEHHS. Y cmammi npo8edeHo anali3 3aCmMocy6aHHs MeXHON02il
PO3NO00IiNeHux cucmem 0N NOWYKY eK3eMNIAPI6 3M06MUCHO20 NPOSPAMHO20 3abe3neuenHs ma npeocmasneHo nepeoosi
piwenns. Ocobnugy yeazy npuoileHo nepesazam GUKOPUCMAHHSA 2pPi0-00UUCTIOBANbHUX CUCMEM | 0COONUBOCIAM IXHbOT
opeanizayii. Mema yiei cmammi — npedcmasumu mMemoo, wo 3acmoco8ye pOo3nooil 3a60aHb MidC eleMeHmamu epio-
004UCTI08ANLHOT clcmeMU Ol epeKmUeHo20 Po3NoOLLy HABAHMANCEHHS 3 YPAXYBAHHAM A6MOHOMHOCI 00UUCTIOBATLHUX
enemenmis. Y poni 3a60anb UCHYNalomy 3anumu 00 00YUCTIOBANbHUX eNeMeHmMi6 HA GUKOHAHHA A aHANI3 IHQIKOBAHUX
npozpam, wo 0036015€ Copmyeamu iXHIO NOBEOIHKO8Y MOOenb. 3anponoHosana cucmema GUKOPUCTOBYE YEHMPANbHULL
cepeep 071 KOOpOUHAYii 6CixX BHYMPIWHIX NPpoyecie KOMYHIKayil, 300py pe3yibmamie 6UKOHAHHSA IHQIKOBAHUX npoepam ma ix
nooansuwuil ananiz 0l OCMAamo4Ho20 GUIHAYEHHSA HASBHOCMI 3108MUCHOT AKMUBHOCMI Y NPOZPAMI. 3anponoHO8aAHUL MenoO
0ae 3mMo2y He Juue OpeaHizyeamu po3noodil 3a60anb, a Ui 3poOuUmuU 1020 ONMUMATLHUM, 36aHCAIOYU HA ABMOHOMHICb
elleMeHmia, 8UKOPUCIOBYIOUU PO3PODIeHUL Mepedcesutl NPOMOKON 63aEMO0Il YeHmpanbHO20 cepéepa ma 00OYUCTIOBANbHUX
eleMeHmis.
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METHOD OF ORGANIZING A DISTRIBUTED SYSTEM FOR DETECTING
INFECTED PROGRAMS IN ISOLATED ENVIRONMETNS

This work is dedicated to the study of methods and tools for organizing distributed systems to detect infected programs that utilizes
evasion techniques. The research employs a set of isolated environments to analyse program behaviour during execution. The relevance of
research and analysis, as well as the search for new methods of detecting malicious software, has a primary importance. This is confirmed
by the large number of new malware samples and the rapid development of evasion techniques. Despite the availability of various detection
tools, numerous cases of personal and corporate data breaches are recorded annually on different web resources and platforms. The
complexity of detecting such threats is particularly associated with the use of methods that incorporated polymorphic features, making
detection significantly more challenging. This paper analyses the application of distributed system technologies for identifying of malicious
software and presents modern solutions. Special attention is given to the advantages of using grid computing systems and their organizational
specifics. The aim of this study is to introduce a method that utilizes task distribution among elements of a grid computing system to efficiently
balance the load while considering the autonomy of computing elements. Tasks in this context involve sending requests to computing elements
for executing and analysing infected programs, enabling the formation of behavioural models. The proposed system employs a central server
to coordinate all internal communication processes, collect execution results of infected programs, and further analyse them to detect the
presence of malicious activity in the software. The proposed method not only enables task distribution but also optimizes it by considering
the autonomy of system elements. This is achieved through a developed network protocol that facilitates interaction between the central
server and computing elements.
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IocTanoBka npodjeMu

YucineHHi TOCNTiPKEHHS Ta CTaTHCTUYHI AaHi, 310paHi HayKOBUMH J1a00paTopisiMH Ta JOCHTi THUIEKHIMA
neHTpamu, (GiKCyITh 3pocTaHHsS 3arpo3 [1-3] sk 3a KiNBKICTIO, Ta i 3a piBHEM CKIQJHOCTI. Po3poOHUKH
3JI0BMHCHOTO TIPOTPaMHOTO 3a0€3NeYeHHs] AKTHBHO BHKOPHCTOBYIOTH 1IIi 3arpo3d Juil OTPHMAaHHS
HECaHKI[IOHOBAHOTO JOCTYILY JI0 IPUCTPOIB KOPUCTYBaUiB i peasizawii pi3HUX cXeM 3JI0BMUCHOT isutbHOCTI. st
YCITIITHOTO PO3IOBCIOKEHHS 3JI0BMHUCHOTO IIPOIPaMHOTO 3a0€3eYeHHS 3JI0BMUCHUKN BUKOPUCTOBYIOTh Pi3HI
METOIM, 30Kpema iHQikyBaHHs (aitniB Ta mporpam [4,5], SKUM KOpHCTyBadi JOBIpSIOTH, 1 SKi PETYISIPHO
BHUKOPUCTOBYIOTh. XOda iCHye 0arato 3aco0iB 3aXHCTy, METOIU BTOPTHEHHS MOCTIHHO BJOCKOHAJIIOIOTHCS.
OnHuM 13 HaHCKJIQAHIIINX BUKIIMKIB JUIS aHTUBIPYCHHUX CUCTEM € NOoJIiMOP(QHI BipycH — 3JI0BMHCHE IIPOTrpaMHe
3a0e3neyeH s, IO 3MIHIOE CBi KOA TpH KOXKHOMY BHKOHaHHI abo posmoBciomkeHi. Taki Bipycu
BHKOPHCTOBYIOTh TEXHIKH YHHUKHEHHS BUSBIICHHS, 30KpeMa eMYIIAIilo, THHAMIYHe MH(PyBaHHA, MyTaIliio Ta
o0dyckariito [6], 1110 3HAYHO YCKIATHIOE 1X ineHTH KAl [7].

T'onoBHOIO 0cobmHBicTIO TONiIMOPGHUX BipyciB [8,9] € 30epexeHHs GyHKIIIOHATBHOCTI IPH MOCTIHHIN
3MiHi KOAy, II0 POOHTS iX MPaKTHYHO HEBUAMMUMHU ISl CUTHATypHOTO aHami3y [10]. Okpim 11b0r0, BOHH MOXYTb

346 Herald of Khmelnytskyi national university, Issue2, 2025 (349)


https://orcid.org/0000-0002-6591-7069
mailto:pavlo.rehida@gmail.com

TexHiuHi HayKu ISSN 2307-5732

indikyBatu [11], BOymoByro4H CBiii KOI i MOAU}IKyIOUN CTPYKTYpYy BHKOHYBaHUX (QaitmiB. Llle omHa BaxknmBa

XapakTepucThKa — 3MiHHa roseainka [12]. [TonimopdHi BipycH MOXKYTh aganTyBaTH aKTHBHICTH 3aJIE)KHO Bl

CepeIOBHUINA BUKOHAHHS JI0 IEBHOTO MOMEHTY, 110 3aJIMIIATHCS HelToMiueHUMU. Yepes 1e e()eKTUBHE BUSBIICHHS

TaKUX 3arpo3 BUMarae po3mnpeHoro NOBEIiHKOBOTO aHaJli3y 13 BAKOPHCTaHHIM METOIB JUHAMIYHOT eMYJISIi.

ToMmy, mOCHi/KEHHs aKTyaJbHUX 3arpo3 Ta BJIOCKOHAJICHHS METOMIB 3aXWHCTy € aKTyaJbHHM 3aBIaHHIM

crorofeHHs. s iX BupiieHHs (axiBli akTHBHO 3aCTOCOBYIOTH HampaioBanHs cyMibkHHX [ T-cdep, 30kpema:

PO3IOAITIEH] CUCTEMH, aHai3 BEJIMKUX JIaHUX, XMapHi TEXHOJIOTi, MalllMHHE HaBYaHHS, TOIIO.

PosmonineHi cucTeMH OTpHUMald INMHPOKE 3acTOCyBaHHSA Yy KibepOesmerni. Bomm MoOXyTh
BUKOPHCTOBYBATHChH SIK MPOTPaMHI pillleHHs, M0 00’ €IHYIOTh BEIHKY KiBKICTh MPOTPAMHUX €JIEMEHTIB IS
CTBOPCHHS LEHTPANi30BaHOI CHCTEMH 3axHCTy, a00 sK OOYHMCIIOBANBHI IUIATPOpPMH, SKi 3a0e3MedyroTh
HEoOXiIHy 00UNCITIOBAIbHY TTOTYKHICTD JJIS aHAJi3y 37I0BMHUCHOTO MTPOTPAMHOTO 3a0€3ICUCHHSI.

AHAaJIi3 0CTAHHIX JOCTiTKeHb

CyvacHi 00YMCITIOBIBHI CHCTEMHU 3a3HAJIM 3HAYHOTO PO3BUTKY, 1 CHOTOJHI ICHY€E KiJbKa KJIFOUOBHX
miaxoniB g0 ix opranizamii. Cepes HUX 0COONHMBO BHIIIAIOTHCS KIACTEPHI, TPil-O0UUCIIIOBATBHI Ta XMapHi
cucremu. KojkHa 3 HUX Mae cBOT 0COOJIIMBOCTI, IepeBar Ta cepu 3aCTOCYBaHHS, IO 3aJIEKUTH Bl BUMOT I10
NPOAYKTHBHOCTI, MaclITabOBaHOCTI Ta YNpaBIiHHA pecypcamu. [pig-oOUMCIIOBalbHI CHCTEMH — 1€
PO3IOALTIEeH] CUCTEMH, L0 MOEAHYIOTH ABTOHOMHI 00YHCITIOBAJIBbHI MOTYXHOCTI. OCHOBHOIO OCOOJIMBICTIO TAKHX
CHCTEM € PHYYKICTb, OCKIIBKA BOHH MOXKYTh 00’ €THYBaTH Pi3HI THITH 0OUHCIIIOBAJILHUX €JIEMEHTIB, HE3aJIeKHO
Big iX (i3myHOTO po3TamryBaHHA. Ha BigMiHY Bii KIAaCTepHHX CHCTEM, ¢ BCi OOYHCITIOBANBHI pecypcH
30CepepkeHl B OMHOMY IICHTPi, TPiI-CHCTEMH 3aIy9aloTh PECYPCH, PO3MOAUICHI MO Pi3HUX reorpagidHux
nokanisx. Lle 3a0e3mnedye BHCOKY MacIITabOBaHICTh, ajle TAKOK CTBOPIOE TOJATKOBI BUKIIMKH IIOJI0 YHIPABIiHHS
pecypcamn Ta OanaHCYBaHHS HABaHTaKCHHSA. XMapHI CHCTEMH MalOTh CXOXY apXiTeKTypy 3 TIpia-
O0OYNCITIOBaJIPHIMH CHUCTEMaMH, OCKUTBKHM OOWIBAa TMiIXOOM BHKOPHCTOBYIOTH PO3IONUICHI PECypcH IS
BUKOHAHHS OOUYMCIIOBAaJbHUX 3aBIaHb. [IpoTe KiI04OBa BiIMIHHICTH TOJIITAE B TOMY, LIO XMapHi CHCTEMH
HaJIal0Th PECYPCH Ha BUMOTY, 3 MOXJTUBICTIO AMHAMIYHOTO MacIiTaOyBaHHs BIAMOBIHO 10 TOTPEO KOPUCTYyBaya.
HaromicTh Trpig-0OYMCIIIOBaIbHI CHCTEMH OpPIEHTOBaHI Ha pPECypCHOMICTKI OOYHCIIOBANBHI 3amadi, e
00YKCITIOBaNIbHI €JIEMEHTH MaIOTh IIEBHUH PiBEHb aBTOHOMII.

CyuacHi aHaITH4HI IIaTPOPMU JJ1sl BUSIBICHHS Ta aHAJi3y 3JI0BMHUCHOTO ITPOTrPaMHOT0O 3a0e3MeYeHHS
AKTHBHO BHKOPUCTOBYIOTH DO3IOIUIEHI OOYMCIIOBaNbHI cucteMd. OCHOBHUMH IPEACTaBHUKAMH MOXKHA
suainutu: Cuckoo Sandbox, VirusTotal, Hybrid Analysis, ANY.RUN, Joe Sandbox Ta VMRay Analyzer.

- Cuckoo Sandbox — 1ie BinkpuTa 1miatdopma st IMHAMITHOTO aHaIli3y MiTo3piux (aiiiB Ta mporpam
y i30mp0BaHOMY cepenoBuINi. BoHa miATpuMye pO3rOpTaHHSA aHAJi3y Ha By3Jax pO3IOAUICHOT
cucremMu [17], mo m03BOJsIE TapaielbHO OOPOONSATH BENHKY KINBKICTh (DailimiB, MiABHITYIOUN
e(EKTHBHICTh aHATI3Y.

VirusTotal — mie XMapHHH cepBic, IO BHUKOPHCTOBYE PO3MOMIJICHI TEXHOIOTII IS BCEOIYHOTO

CKaHyBaHHsI IiJO3pUINX (aiiiIiB Ta mporpam 3a J0IOMOTOI0 JIEKITbKOX JIECITKIB aHTUBIPYCHUX PYILIIiB

[18]. Takuii miaxim AO3BOJIAE 3iCTABISATH PE3yJbTAaTH CKAHYBAaHHS 3 PI3HUX [DKEPEN, 10 3HAYHO

ITi/IBUIILYy€ TOYHICTH BUSIBIICHHS 3arpo3.

Hybrid Analysis noefnye cTaTHUHUNA Ta AMHAMIYHMAIN aHaIli3 Ta BUKOPUCTOBYE PO3IOJICHY CUCTEMY

JUTS 130J150BaHOTO 3ammycky ¢aitnis [19]. Lle n03Bossie BUSBISTH CKJIaIHI 3arpo3u, sIKi MPOSBISIOTH

cebe JuIIIe i Yac BUKOHAHHA y peallbHIX YMOBaX.

- ANY.RUN — 1ie iHTepaKTHUBHA ITICOYHHUIIA, KA JO3BOJIIE KOPUCTYBauyaM B3a€MOJIATH i3 iH()IKOBaHUM
cepeoBHILeM Yy pexnMi peanbHoro vacy [20]. Lle pimeHHs1 BUKOPHCTOBYE XMapHY 1HOPACTPYKTY DY,
110 JT03BOJISIE 0OPOOISATH MHOXKHHY 130JIbOBaHUX CEPEILOBHIL OHOYACHO.

- Joe Sandbox — BiTHOCHUTBCA N0 BHCOKO(YHKIIIOHANBHUX IDIATGOPM ISl aHaJi3y 3JIOBMHUCHOTO

MIPOTrPaMHOTO 3a0e3MedeHHs], sfKa MiATPUMY€E DPO3IOIiUICHE BUKOHAHHS TakKUX IPOrpaM Ha Pi3HHX

onepaniiaux cucremax [21] (Windows, Linux, macOS, Android). Bora Moxe posropraTuchk sk

JIOKQJILHO, TaK 1y XMapi.

VMRay Analyzer BAKOPUCTOBYE TEXHOJIOTF0 OE3ar€HTHOTO MOHITOPHUHTY, sIKa JI03BOJISIE aHaJi3yBaTH

MOBE/IIHKY ITPOTpaM IIiji 4aC BUKOHAHHS O€3 BTpy4YaHHs B cepeoBuIle BUKOHaHHs [22]. Takuii miaxin

MiHIMi3y€e PH3WK BUSIBICHHS aHANi3y 3JI0BMHCHAM HPOTPAMHUM 3a0e3NeueHHSIM Ta YCKIJIAJHIOE

3aCTOCYBAaHHS TEXHIK YHUKHEHHS! BUSBICHHSI.

3aBAsKM PO3MOIUICHIH apXiTeKTypi, Ili CHCTEMH LIBHIKO Ta €()EeKTHBHO OOpOOIATH BENMKi 00csAru
¢aiiniB 1 mporpam Juii BHSIBICHHS 3JIOBMHCHOTO TposiBy. BOHM € KIIIOYOBUMHM IHCTpyMeHTaMu y cepi
KibepOe3nekH, OCKIIbKH aBTOMAaTH3YIOTh Ta BJOCKOHAJIIOIOTH NPOLEC BUSABJIEHHS HOBHX 3arpo3. Kpim Toro, yci
i pIlIEHHS JIETKO IHTErpYIOThCS B ICHYIOUI CHCTEMH 3aXHCTy KOPIIOPAaTHMBHUX KOPHCTYBadiB, 3a0e3Medyroun
JIOMATKOBUH piBEHb OE3MEKH [T OpraHi3alliil.

ApXiTeKTypa CHCTEMH aHAJIi3y BUKOHAHHA iH(IKOBAaHUX NPOrpamM

Opranizamist Tpig-00YNCITIOBAIFHUX CHCTEM € €(QEeKTHBHHUM [UISI BHKOHAaHHS OOYHCIICHb, IO
MOTPeOyIOTh 3HAYHUX OOYMCIIOBABHUX pecypciB. CydacHMMH peawi3allisIMH TakuX CHCTEM, 30KpeMa, €
BOJIOHTEPCHKI 00uncmoBabHi mpoektH, Taki sk BOINC, SETI@home ta FoldingHome, akTuBHe BUKOpHCTaHHS
SKUX TATBEPIKY€E BUCOKY €()EKTHUBHICTH I[hOTO MiAXOAYy Ha YHCICHHUX MPUKIIANAX PO3B’A3aHHSI HAYKOBHX
3a1a4. BUKOpUCTaHHS TPi-OOYUCICHb € JOUIIBHUM, OCKIJBKH NIa€ 3MOTY 3aiisTH HasBHI OOYMCITIOBAIbHI
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pecypcu 6e3 moTpebu y crnerianizoBanoMy obnagHanHi [23]. Bucoka HamiiHICTh Tpig-crcTeM 3a0e3Meuy€eThCs
MeXaHi3MaMH JIMHaMI4HOTO OanaHCyBaHHS HaBaHTaXXCHHS Ta BIJIMOBOCTIHKOCTI iH(ppacTpyKTypu. BoxHouac mi
CHUCTEMH TMOTPeOYyIOTh peaizallii MEXaHi3MiB KOHTPOJIO SIKOCTI OOYHCICHb 4Yepe3 AaBTOHOMHICTh
OOYHCITIOBATTBHUX €NIEMEHTIB [24]. Iy 1bOro 3acTOCOBYIOTH Pi3HI MeToau Bepuikamii pe3yibraTiB, Mo
MiHIMI3yIOTh PU3HKH OTPUMAaHHS HEKOPEKTHUX JAHHX.

VY wiit poOOTI NpeACTaBICHO METOA IS IIEHTPali30BaHOI CUCTEMH, IO CKJIAJAETHCS 3 LEHTPAILHOTO
cepBepa Ta MHOXHUHH OOYMCIIOBAJILHHUX eJeMeHTiB. lleHTpanizoBaHa opraHizamisi BH3Ha4a€ Xapakrep
BHKOHAHHSI OCHOBHHUX IIPOIECiB y cucteMi mix 4yac ii ¢pyrxmionyBanHs. CepBepHUil 3aCTOCYHOK, 0a3yr0dunch Ha
BH3HAUCHHUX IPOTOKONAX MepekeBoi B3aeMopii, 3a0e3ledye KOpEeKTHHH MOpSAAOK poOOTH, BUKOHYIOUH TakKi
(GYHKIIT: cTBOPEHHA HEOOXiTHUX IMOPTIiB AJIS OYiKYBaHHS MiAKIIOUEHHS HOBHX OOUYMCIIOBAIBHUX CIIEMEHTIB,
IUTaHyBaHHS 3aBHAaHb U1 aKTUBHUX OOUYMCIIIOBAaJbHHUX €JIEMEHTIB, 30ip Ta aHami3 OTPUMaHHX DPE3yJbTaTiB.
TaxuM 9MHOM, apXiTEKTypy MOMIOHOT CHCTEMH MOXKHA TIPEACTABUTH y TAKOMY BUTIISII:

System = {cs,{ce;, ce,, ...ce,}} (1
ne, CS — eHTpansHuil cepBep CHCTEMH, a {ce,, ce,, ..., Ce,} — MHOKHHA OOUHCITIOBAIBHAX €JIEMEHTIB.
Po3rsiHeMO  ycl  KIIIOYOBI KOMITOHEHTH €JIEMEHTIB CHCTEMH, sKi 3a0e3nedyloTb HeoOXimaHy

(yHKIIOHAJBHICTD cucTeMu. LleHTpanbHui cepBep MICTHTh TakKi MOAYIi: MOIYJ 30BHIIIHBOI Ta BHYTPIIIHBOT
KOMYHIKallii, MOJy/Jb MJIaHyBaHHS OOYKCIICHb, MOJY/b JIOBIpH Ta aHAIITHYHUN MOIYNb. Momynb 30BHIIIHBO]
KOMYHIKaIlii BAKOPHUCTOBYETHCS UL OTPUMAHHS ITiI03PiNnX (aiiiriB abo mporpam BiJ KOPUCTYBaUiB, a TAKOXK IS
mepeAavi  pe3yabraTiB - aHamizy. Momynb BHYTPIIIHROI KOMYHIKAaIlil BiNMOBiZa€ 3a B3aEMOMI0 3
OOUYHCITIOBAIBHUMH €JIEMEHTaMH, SIKi 3a0e3MeuyloTh BUKOHAHHS 3aBIaHb y cHCTeMi. Momynb IIaHyBaHHS
o0uncieHs (Pikcye MOTOUHY KiBKICTh aKTHBHUX OOYHCITIOBATBHUX SIEMEHTIB 1 popMye 3aBIaHHS TSI IOTOYHOL
iTeparlii BAKOHaHHS Ha OCHOBI HasBHUX 3a1a4d. MOAyIb JOBipH PO3IOILISE 3aBIaHHS BiIIOBITHO A0 MOTOYHUX
HAJNAIITyBaHb OE3MEYHHX OOYHCICHb, NMPUIMAIOYH pIMICHHS PO HEOOXiMHICTh MyONOBaHHS 3aBOaHb IS
Ii/IBUILIEHHS JIOCTOBIPHOCTI OTPUMAHUX PE3YJIbTaTiB. AHAIITHYHUN MOJYJb aKTHBYETHCS 3 3alTUTOM MOJIYJIS
JIOBIpHU Ta 3[1ICHIOE MOPIBHAHHS OTPUMAHKUX PE3YyJIbTATIB [UIsl BUSBICHHS MOXKJIMBOI 3T0BMUCHOI aKTHBHOCTI Y
NpoaHaJli30BaHii nporpami.

OO0uucIIOBaIbHUI €JIEMEHT MICTUTh HACTYITHI MOIYJIi: MOYJIb BHYTPIIIHHOT KOMYHIKAIIi{, MICOYHHITIO
Ta eMynsaTop. Monyne BHYTpPIIIHBOT KOMyHiKauii 3a0e3rnedye OTpUMaHHs 3aBIaHb Ha BHUKOHAHHSI, Iepenady
pe3yabTartiB aHallizy Ta cepBicHOI iH(popMalii eHTpansHOMY cepBepy. Kpim Toro, BiH BUKOPUCTOBYETBCS LIS
OTIPALIIOBAHHS CEPBICHUX 3allUTIB, CIIPSIMOBAHMX HA BU3HAYCHHS aKTHBHHX 1 IMACHBHUX €JIEMEHTIB y MEPEXKi.
[Ticounnis cTBOPIOE i30JIbOBAaHE CEPENIOBUINE, SKE JO3BOJISIE OE3MEYHO aHAJIi3yBaTH IIPOTpaMu Ta 3abe3medye
HEOOXimHUH (YHKIIOHAN i TPOBEACHHSA aHANi3y. 3a IOMOMOTOI0 eMYNIATOpa, BiIOyBaeThCS BHUKOHAHHSA
MpOTpaMH B 130JIbOBAHOMY CEPEIOBHII, BUKOPHCTOBYIOUH MEXaHI3MH ITiCOUHHII. JleTanbpHimie, apXiTeKkTypa
3aIpOIIOHOBAHOT CHCTEMH PO3IIISIHYTA B [25], 1€ TAKOXK MPEACTABICHO METO/ BUSBICHHS iH(PIKOBaHUX MPOTpaM.

Merton B3aemoii Ta po3mojijy 3aBiaHb B 3aNPONOHOBaHIl cucTeMi

Jns peanizanii B3aeMozii Mk y4acHHKaMH CHCTEMH SIK CEPBEPHHUII 3aCTOCYHOK, TakK 1 MporpamHe
3abe3neueHHs1 00UMCITIOBAIBHOTO €IEMEHTa BUKOPHCTOBYIOTh Ha0ip BipTyansHUX NOTOKIB. [Tin yac inirianizaumii
CEPBEPHOr0 3aCTOCYHKY CTBOPIOETHCS BIPTYaJIbHUI MOTIK, SIKUH ITPOJIOBXKYE IPALIOBATH IIPOTSATOM YChOTO Hacy
dyHKIiOHYBaHHs cepBepa. Moro oCHOBHe 3aBlaHHS — 3a0€3IEUEHHs MEXaHi3My MOYAaTKOBOTO IiKIIOUEHHS
0OUHCITIOBAJIBHUX €JIEMEHTIB I1iJ] 4ac KoxkHOT cecii B3aemoxii. [licis migKitoueHHs: 004MCIIIOBAILHOTO €JIeMEHTa
CepBEpHHUI 3aCTOCYHOK CTBOPIOE JUIi HBOTO OKPEMHH BIpTyalbHUI TNOTIK, SKUH BHUKOPUCTOBYETHCS LIS
MTOJAIBIIOT KOMYHIKAIlil. BUKOpHCTaHHS BipTyaTbHUX IIOTOKIB Ja€ 3MOT'Y CTBOPIOBATH BEJIHKY KUTHKICTh TIOTOKIB
0e3 3HAYHOTO 3HWKEHHS O0YMCIIIOBAILHOI MOTYKHOCTI CEPBEPHOTO 3acTOCyHKY. Lle 3abesneuye edexTnBHuMi
PO3TOILT pecypCiB 3aBISKH TOMY, IO IEPEMUKAHHS MK HUMU BiZIOyBa€eThcs Oe3 OOKyBaHHS (i3UIHHUX ITOTOKIB
IpoIecopa, a YIpaBIiHHS IEepPeNacTbes HIINM 3aJadaM IIijJ] Jac OdiKyBaHHS. BimmoBimHO 10 po3poOieHHX
TIPaBHJI MEPEKEBOTO IMTPOTOKOITY SIK CEPBEP, TaK 1 00YHMCITIOBATIBHUN €JIEMEHT pPeai3yioTh Cleliali3oBaHi METOAN
Jutst iepeziayi iHdopMarlii y BU3Ha4eHHUX JUis HUX opMarax.

VYcio MepexeBy B3a€MOiI0 B MEXax CHCTEMH MOXKHA PO3IUIMTH Ha CHHXPOHHY Ta aCHHXPOHHY
(uebnokytouy). Jlo CHHXpOHHOI B3a€EMOmIi HAJCKWUThH JIKIIEC OJHA AKTHBHICTh — OpraHi3ailisi OOYHCICHD
MIKJIFOYEHUX OOUYUCIIOBAJIbHUX €JEeMEHTIB. BUKOHaHHS OOYMCIIEHb Mae ITepaTHBHUH XapakTep, Iepes
MOYaTKOM SIKOTO CEPBEPHUIH 3aCTOCYHOK MPOXOJWTh €Tall IUIaHyBaHHS. 3Bakaloul Ha aBTOHOMHICTB
00YHCITIOBATIBHUX €JIEMEHTIB, SIKi MOXYTh NMPHUIIMHUTH Y9acTh B OOYHCICHHAX y Oynb-SKHH MOMEHT, CepBep
BUKOHY€E TaKO)K aCHHXPOHHI JIiT, 30KpeMa IOCTiiHEe ONMTYBaHHS 0OYMCIIIOBAJIBHUX €JIEMEHTIB il yac pobodoi
itepauii. Lle mo3Bonsie Oinpln eEeKTUBHO IUIAHYBAaTH HACTyHHI iteparii. /s 3a0e3meueHHsT Takoi B3aeMOMIil
0OUMCITIOBAJIBHUM €JIEMEHT TaKOK BUKOPHUCTOBYE KiJIbKa BipTyaJbHUX ITOTOKIB, 30KpeMa IOTIK JUIS MiATPHUMKH
3B’5I3Ky 13 CEpBEpOM Ta IOTiK BUKOHAaHHS o04McieHb. Puc. 1 neMoHCTpye mporecH, 110 BiOyBatoThes Mijg yac
poOouoi iTeparii.

J1o acHHXpOHHUX TOAIM Ha CEPBEPHOMY 3aCTOCYHKY TAaKOXK HaJIeKaTh: OUiKyBaHHS Ta 00p0oOKa HOBHX
MAKITIOYEHUX OOYHMCIIOBANIBHUX €JIEMEHTIB, aHali3 BUKOHAHWX 3aBJaHb 1 IUTaHyBaHHA HacTymHOi pobouoi
iTeparii. Yci 11i mporiecu crpsiMOBaHi Ha JOCSATHEHHS OCHOBHOI METH — MiHIMI3aIlif0 TMPOCTOIO MiIKITIOYSHUX
00YHCITIOBATIBHUX €JIEMEHTIB, IO € KIIFOYOBHM 3aBAAHHAM Y MOIIOHUX CHCTEMax.
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O0unCIIIOBATILHUN €JIEMEHT OO0unCIOBATILHUIN €JIEMEHT

LexnTpansuuii cepeep N = X " = .
Bipryansuuit norix 1 Bipryansnuit norik 2
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—_—P
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v
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[
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GUKOHANHS

A
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docmynnocmi

[

Puc. 1. [liarpama nocainoBHocTi B3aeMozii cepepa 3 004HMCII0BATbHIM eJIeMEHTOM i yac podoyoi iTepauii

ABTOHOMHaA TIpHpoZia OOYMCIIOBAILHUX EJIEMEHTIB HE JINIIE YHEMOXIIMBIIOE (POPMYBAHHS HITKOTO
IUIAaHyBaHHS OOYMCIEHb, a W HakiaJae OOMEXKEHHs HaAIHHOCTI OTPHUMaHHMX pe3ynbraTiB. OCKUIBKM Taki
eJIEMEHTH MOXYTh MaTH pi3He reorpadiuHe po3TallyBaHHsS Ta HE HaJeKaTh OE3MOCEPETHBO CHCTEMi, HE
MOXXJIMBO TEPEBIPUTH Hi IXHIO amapaTHy, HI MporpaMHy KOH(QIrypauilo Ha NMpeaMeT HasBHOCTI 3JIOBMHCHOTO
MPOrPaMHOTO 3a0e3MeUeHHS.

3 oIy Ha 1€ CepBEPHUI 3aCTOCYHOK T KOXKHOT Mi3aaui TeHepyBaTUMe AyOII004i 3aBaHHs, SKi
BUKOHYBAaTHMYThCS I1HIIUMH OOUYMCIIIOBATBHUMH eleMeHTaMu. lle M03BONUTH MEPEeBIPUTH KOPEKTHICTH
OTpUMaHUX pe3ynpraTiB. KpiM Toro, mij yac MiIKIIOYEHHS HOBOTO OOYHCIIIOBAIBLHOTO €JIEMEHTA JI0 CHCTEMH
CepBEpHHUH 3aCTOCYHOK HAJCHJIa€ HOMYy TecToBe 3aBlaHHA. Lle mae 3Mory OWIHMTH HOro NPHOIU3HY
004YNCITIOBaJIbHY TIOTYKHICTB 1, BIATIOBIHO, OLTIBII €()EKTHBHO PO3IOMUIATH 3aBIAHHSI MiXK €JICMEHTaMH.

Merton po3noiny 3aBIaHb MOXKHA IIPEACTABUTH y BUIIISAI TAKUX MOCIIJOBHUX KPOKIB:

OmpumanHs CRUCKY aKMUGHUX 0OYUCTIOBATIbHUX €IeMEHMI8 Y CUCIEMI.

[epen nouaTkoM HOBOI iTeparlii cepBepHUIA 3aCTOCYHOK BUOMpa€e 00YKCITIOBANIBHI €IEMEHTH, 1110 MaOTh
BIAMOBITHUI cTaTyc. 30KpeMa, 10 Ii€i MHOKHHU HE BKIIIOYAIOThCS €JIEMEHTH, SIKi 1le HEe BHKOHAJIM TECTOBE
3aBaaHHs. TakuM 4uHOM, (OPMYETHCS HAOIp OOYHMCIIOBAILHUX €JICMEHTIB, TOTOBHX 10 Y4acTi B OOUHCICHHSIX

CEqctive = {Ceq,,Cqy, -, C€q, ). OKpIM 1BOTO, JUIS KOKHOTO €JIEMEHTA iHIilliali3yeThCsl 3HAYEHHS HOro

noTouHOro 3aBanTaxenns CEL% | sxe Ha IbOMY €Tarli BCTAHOBIIOETLCS HA HYJTb

Ananiz uepeu 3a60aHb Ha CePEEPHOMY 3ACMOCYHKY.

Komu HOBI 3aaui Bit KOPHUCTYBaviB MOTPAIUISIOTh HA ONPAIIOBAHHS HAa CEPBEPHUI 3aCTOCYHOK, BiH
ACHMHXPOHHO BHKOHY€ HOTO OLIIHKY CKJIQHOCTi BUKOHAHHSI, TOMY Ha IIbOMY €TaIli yX&e € c(hopMOBaHa BiIOBIAHA
MHOXUHA Tjpqq = {tl IS 7 tln}. Takox, cepBepHHI 3acTOCYHOK (popmye MHOKUHY CEj,pq, MO MICTHUTH
TUIBKH Ti €JIEMEHTH, sIKi OyIyTh IPUHMATH y4acTh B HACTYIIHINA OOUMCITIOBANIbHIN iTeparii.

Busnauenns onmumansHo20 po3nooiny 3a80aHb Mixe 00UUCTIOBATLHUMU eleMeHMaMU.

Ha upomy erarri, cepBepHUii 3aCTOCYHOK BUKOHYE MOUIYK HAWKPAIIIOTO PO3NOJLTY 3aBIaHb, IS [[bOTO
BiH 3aCTOCOBY€ iH(QOpPMALIII0 PO CKIAHICTh KOXKHOT 3a/]a4i, a TAKO)K BPaxoBYy€ MOTOYHHUN Yac 3aBAHTaXKEHOCTI
KO)KHOTO OOYMCIIOBAJIBHOTO €JIEMEHTY. BpaxoByroun IIi MMOKa3HMKH, BiH BH3HAUa€ KOMY PO3IOIUINTH 33/1ady,
Kepyrouuch (2):

load

— 3 task load
Clindex = ATg kern{ll..r.ln} Ceqctive + tceindex)lvceactive €T (2)

JyOnboBaHi 3a1adi nepe NpU3HaYeHHSIM TaKOX JI0JaTKOBO NEPEBIPSIOTHCS Ha T€, AKUH came 00YHCITIOBAIbHUN
€JIEMEHT IX BUKOHYBaB. TakuM 4MHOM, HaBiTh SKIIO ONITUMAJILHUN PO3IO/ILI ITepe10adae MpU3HAYESHHS 3aBIaHHs
TaKOMy CaMOMY €JIEMEHTY, 1110 BUKOHYBaB HoTro paHille, 1ieil BapiaHnT Oyae BinxmieHo. Lle no3soinse 3abe3neunTtu
KOPEKTHICTh BUKOHAHHS BCiX TIOCTABJICHHUX TE€Pe]l CHCTEMOIO 3aBIaHb.

Iniyianizayis pobouoi obuucniosanvroi imepayii. Konn myisi BCiX MOCTaBICHUX 3aBIaHbh BHU3HAYCHO
004YNCITIOBAJIbHI €IEMEHTH, 0 X BUKOHYBAaTUMYTh, CEPBEPHHUN 3aCTOCYHOK HAJICHIIA€ 3aBJAHHS BCIM aKTHBHUM
yYacHHKaM i O4iKye IX BHKOHAHHS. TpHBaiCTh iTeparii BU3HAUYAEThCSA aAMIHICTPaTOPOM Ha BIACHHUH PO3CYyA 1
notpedye KoMIpomicHOTo pimeHHs. Haaro moBri iTepariii MOXXyTh MPU3BECTH 1O BTPATH YaCTUHH PE3yiIbTaTiB,
SIKIIIO JIesIKi OOYHMCITIOBANIbHI €JIEMEHTH Bijl’ € THAIOTHCS 10 3aBEpIISHHs 00UMCIIeHb. BogHOYac 3aHAATO KOPOTKI
iTepanii MOXyTb CIIPUYMHUTH HAJMIpPHI BUTPATH 4acy Ha KOMYHIKAIiIo.

ExcnepumenT

Jnst omiHKKM e(eKTUBHOCTI 3alpONOHOBAHOIO AJTOPUTMY pPO3NOALTY 3aBAaHb B OOYMCIIOBAJILHIN

crcreMi OyJI0 TaKOX peasli3oBaHO J0JaTKOBI aJITOPUTMH IUIaHYBaHHS, 110 J03BOJIMIIO TTPOBECTH IOPIBHSUIIBHUN
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aHam3. ExcriepuMeHTaNbHI JaHi OTPHUMAaHO Ha OCHOBI POOOTH CHUCTEMH 3 IT'SiThMa OOYHCIIOBaIHLHUMH
enemeHTamu ta 10 Habopamu 3axau, mo Mictmwm 1o 100 3aBaanb Uit po3noAiny. Pe3ynbrati eKcrepuMeHTy
IIPEJCTaBICHO Ha puc. 2.

LTP Min-Min FIFO Min-Load
150

145
140
135
130

Makespan

125
120
15

110

Seis

Puc.2. IlopiBHSAHHS 32araJIbHOTO Yacy BUKOHAHHS /IS AJITOPHTMIB Po3noaity 3aga4

I'padix imrocTpye 3aranpHHI Yyac BUKOHAHHSA BCHOTO HAaOOpY 3aBIaHb y CHCTEMi NP BHKOPHUCTaHHI
BH3HAUCHOTO AJTOPHUTMY. 3allpONOHOBAHUH AJITOPUTM MPOIEMOHCTPYBaB €(QEKTHBHICTh Ha piBHI 5-7% y
MTOPIBHAHHI 3 IHIIAMH aNToOpUTMaMu, TakuM# sk Min-Min, FIFO i Min-Load.

BucHoBku

V wift cTarTi MpeacTaBiIeHO aHalli3 BAKOPUCTAHHS TEXHOIOT1H PO3IOMIICHUX CHCTEM IS 3a0€3IeYCHHS
Oesnieknt B IT. Po3mIsiHyTO OCHOBHI BIACTHUBOCTI IpiA-OOYMCITIOBATBHUX CHUCTEM 1 3alpOIIOHOBAHO IXHE
BUKOPHCTAHHSI JIJIsl BUSIBJICHHSI 3JI0BMHCHOT aKTHUBHOCTI y IiporpaMax Ta (paiinax. OnucaHo apXiTeKTypy CUCTEMY,
o mnepenbadae BUKOPUCTAHHS OOYHCITIOBAJBHHUX CIIEMCHTIB JUIS PO3TOPTaHHS 130JIbOBAHOTO CEPEIOBHUIIA
BUKOHAHHsI (DaiiiIiB 3 METOIO IXHBOTO aHali3y. BUu3HaueHO OCHOBHI XapaKTEePUCTHKH CEPBEPHOIO 3aCTOCYHKY Ta
0OUMCITIOBAJIBHOTO EIEMEHTA, a TAKOXK IPECTABICHO MEPEXKEBHH MMPOTOKOJ iXHBOI B3a€MOIi. 3arponoHOBaHHIA
METOJI IEMOHCTPY€ €(PEKTHBHICTh y CEPEOHbOMY Ha 5% BHIIY MOPIBHSIHO 3 IHIIUMH aITOPUTMAMH PO3IOILTY
3aBIaHb, IO 3aCTOCOBYIOTHCS B MOMIOHWX cueHapisx. [lomanpmni JOCTiIKEHHS MaloTh OyTH CHpSMOBaHI Ha
OIIHKY €()eKTUBHOCTI aITOPUTMY B YMOBAX BHITAJKOBHX BiJIKIIOUCHh OOYHCIIOBAILHIX CIICMCHTIB.

Jliteparypa

1. Yerina A. Statistical Indicators of Cybersecurity Development in the Context of Digital
Transformation of Economy and Society / A. Yerina, I. Honchar, S. Zaiets // Science and Innovation. — 2021.
— Vol. 17, No. 3. — P. 3—-13.

2. Li Y. A comprehensive review study of cyber-attacks and cyber security; Emerging trends and
recent developments / Y. Li, Q. Liu // Energy Reports. — 2021. — Vol. 7. — P. 8176-8186

3. SonicWall. 2024 Mid-Year Cyber Threat Report [Enextponnuii pecypc]. — Pexum moctymy:
https://www.sonicwall.com/threat-report (nata 3sepHerHs: 11.02.2025)

4. Castillo A. Trojan Malware Detection using ANN, Naive Bayes and SVM Machine Learning
Algorithms / A. Castillo, A. B. Lineses, B. Go, R. Labanan, M. Octaviano // Proceedings of the 2nd International
Conference in Information and Computing Research (iCORE), [December 2022] / IEEE. — P. 72-76.

5. Pilania S. Zeus: In-Depth Malware Analysis of Banking Trojan Malware / S. Pilania, R. S. Kunwar
// Advanced Techniques and Applications of Cybersecurity and Forensics — Chapman and Hall/CRC, 2024.

6. Markowsky G. The Technique for Metamorphic Viruses' Detection Based on Its Obfuscation
Features Analysis / G. Markowsky, O. Savenko, S. Lysenko, A. Nicheporuk // Proceedings of the ICTERI
Workshops, [2018]. — P. 680-687.

7. Khoje M. A. Exploring Polymorphic Malware Analysis Techniques: A Comprehensive Survey / M.
A. Khoje, A. Kaswan, J. Pawar // International Journal of Renewable Energy Exchange. — 2023. — Vol. 1, No.
1.—P. 136-142.

8. Badhwar R. Polymorphic and metamorphic malware / R. Badhwar // The CISO’s Next Frontier: Al,
Post-Quantum Cryptography and Advanced Security Paradigms. — Cham: Springer International Publishing,
2021. — P. 279-285.

9. Arora P. Malware Analysis Types & Techniques: A Survey / P. Arora, R. Gupta, N. Malik, A.
Kumar // Proceedings of the 5th International Conference on Information Management & Machine Intelligence,
[November 2023]. — P. 1-6.

10.Hakobyan R. Polymorphic Malware Analysis Model / R. Hakobyan, T. Jamgharyan // Computer
Science and Information Technologies: Proceedings of the 14th International Conference, [Yerevan, Armenia],
September 25-30 — Yerevan: National Academy of Sciences of Armenia, 2023. — P. 85-88.

11.Kashtalian A. The Technique for Metamorphic Viruses’ Detection Based on Its Obfuscation
Features Analysis / A. Kashtalian, S. Lysenko, O. Savenko, A. Nicheporuk, T. Sochor, V. Avsiyevych //
Radioelectronic and Computer Systems. — 2024. — No. 1 (103). — P. 104-112.

350 Herald of Khmelnytskyi national university, Issue2, 2025 (349)


https://www.sonicwall.com/threat-report

TexHiuHi HayKu ISSN 2307-5732

12.Pomorova O. A technique for detection of bots which are using polymorphic code / O. Pomorova,
O. Savenko, S. Lysenko, A. Kryshchuk, A. Nicheporuk // Computer Networks: Proceedings of the 21st
International Conference, CN 2014, [Brundéw, Poland, June 23-27, 2014] — Cham: Springer Publishing, 2014.
— P. 265-276.

13. Aboaoja F. A. Malware detection issues, challenges, and future directions: A survey / F. A. Aboaoja,
A. Zainal, F. A. Ghaleb, B. A. S. Al-Rimy, T. A. E. Eisa, A. A. H. Elnour / Applied Sciences. — 2022. — Vol.
12, No. 17. — Article 8482.

14.Pomorova O. Metamorphic Viruses Detection Technique Based on the Modified Emulators / O.
Pomorova, O. Savenko, S. Lysenko, A. Nicheporuk // Proceedings of the 12th International Conference on ICT
in Education, Research, and Industrial Applications (ICTERI), [June 2016]. — P. 375-383.

15. Algaraleh M. Enhanced Resource Discovery Algorithm for Efficient Grid Computing / M. Alqaraleh
/I Proceedings of the 3rd International Conference on Applied Artificial Intelligence and Computing (ICAAIC),
[June 2024] / IEEE. — P. 925-931.

16.Liu Q. Deep reinforcement learning for load-balancing aware network control in loT edge systems
/ Q. Liu, T. Xia, L. Cheng, M. Van Eijk, T. Ozcelebi, Y. Mao // IEEE Transactions on Parallel and Distributed
Systems. — 2021. — Vol. 33, No. 6. — P. 1491-1502.

17.Essien U. E. Cuckoo Sandbox and Process Monitor (Procmon) Performance Evaluation in Large-
Scale Malware Detection and Analysis / U. E. Essien, S. 1. Ele // Technology. — 2024. — Vol. 7, No. 4. — P.
8-26.

18. Vasani V. Comprehensive Analysis of Advanced Techniques and Vital Tools for Detecting Malware
Intrusion / V. Vasani, A. K. Bairwa, S. Joshi, A. Pljonkin, M. Kaur, M. Amoon // Electronics. — 2023. — Vol.
12, No. 17. — Article 4299.

19.Hybrid Analysis [Enextpornmii pecypc]. — Pexum moctymy: https://www.hybrid-analysis.com/faq
(mata 3BepHenns: 11.02.2025) — Frequently Asked Questions

20.ANY.RUN: Features [Enekrponnuuii pecypc]. — Pexum moctymy: https://any.run/features/ (mata
3BepHeHHs: 11.02.2025) — Analyze Malware and Phishing in a safe environment

21.Mufoz A. Joe Sandbox: The Best Cloud-Based Malware Analysis Service [Enektponnuii pecypc]
/ A. Mufioz // Medium. — Pexum noctymy: https://alvaromartmunoz.medium.com/joe-sandbox-the-best-cloud-
based-malware-analysis-service-cf7db35cecd8 (nara 3sepuenns: 11.02.2025)

22.Ali M. Agent-based vs agent-less sandbox for dynamic behavioral analysis / M. Ali, S. Shiaeles, M.
Papadaki, B. V. Ghita // Proceedings of the 2018 Global Information Infrastructure and Networking Symposium
(GIIS), [October 2018] / IEEE. — P. 1-5.

23.Pal D. Comparative Analysis of Cluster, Utility, Grid and Cloud Computing / D. Pal // SSRN
Electronic Journal. — 2021. —P. 1-10.

24.Latif R. A novel trust management model for edge computing / R. Latif, M. U. Ahmed, S. Tabhir, S.
Latif, W. Igbal, A. Ahmad // Complex & Intelligent Systems. — 2022. — Vol. 8, No. 1. — P. 469—487.

25.Periga I1. Meton BUSIBICHHS 3JI0BMHCHOI aKTHBHOCTI B iH(ikoBaHux mporpamax / I1. Periga, O.
Casenko // Information Technology: Computer Science, Software Engineering and Cyber Security. — 2024, —
Ne 4. — C. 178-186.

References

1. Yerina A. Statistical Indicators of Cybersecurity Development in the Context of Digital Transformation of Economy and
Society / A. Yerina, 1. Honchar, S. Zaiets // Science and Innovation. — 2021. — Vol. 17, No. 3. — P. 3-13.

2. LiY. A comprehensive review study of cyber-attacks and cyber security; Emerging trends and recent developments / Y. Li,
Q. Liu // Energy Reports. — 2021. — Vol. 7. — P. 8176-8186

3. SonicWall. 2024 Mid-Year Cyber Threat Report [Electronic resource]. — Available at: https:/www.sonicwall.com/threat-
report (accessed: 11.02.2025)

4. Castillo A. Trojan Malware Detection using ANN, Naive Bayes and SVM Machine Learning Algorithms / A. Castillo, A. B.
Lineses, B. Go, R. Labanan, M. Octaviano // Proceedings of the 2nd International Conference in Information and Computing Research
(iCORE), [December 2022] / IEEE. — P. 72-76.

5. Pilania S. Zeus: In-Depth Malware Analysis of Banking Trojan Malware / S. Pilania, R. S. Kunwar // Advanced Techniques
and Applications of Cybersecurity and Forensics — Chapman and Hall/CRC, 2024.

6. Markowsky G. The Technique for Metamorphic Viruses' Detection Based on Its Obfuscation Features Analysis / G.
Markowsky, O. Savenko, S. Lysenko, A. Nicheporuk // Proceedings of the ICTERI Workshops, [2018]. — P. 680-687.

7. Khoje M. A. Exploring Polymorphic Malware Analysis Techniques: A Comprehensive Survey / M. A. Khoje, A. Kaswan, J.
Pawar // International Journal of Renewable Energy Exchange. — 2023. — Vol. 1, No. 1. — P. 136-142.

8. Badhwar R. Polymorphic and metamorphic malware / R. Badhwar / The CISO’s Next Frontier: Al, Post-Quantum
Cryptography and Advanced Security Paradigms. — Cham: Springer International Publishing, 2021. — P. 279-285.

9. Arora P. Malware Analysis Types & Techniques: A Survey / P. Arora, R. Gupta, N. Malik, A. Kumar // Proceedings of the
5th International Conference on Information Management & Machine Intelligence, [November 2023]. — P. 1-6.

10. Hakobyan R. Polymorphic Malware Analysis Model / R. Hakobyan, T. Jamgharyan // Computer Science and Information
Technologies: Proceedings of the 14th International Conference, [Yerevan, Armenia], September 25-30 — Yerevan: National Academy of
Sciences of Armenia, 2023. — P. 85-88.

11. Kashtalian A. The Technique for Metamorphic Viruses’ Detection Based on Its Obfuscation Features Analysis / A.
Kashtalian, S. Lysenko, O. Savenko, A. Nicheporuk, T. Sochor, V. Avsiyevych // Radioelectronic and Computer Systems. — 2024. — No.
1 (103). —P. 104-112.

12. Pomorova O. A technique for detection of bots which are using polymorphic code / O. Pomorova, O. Savenko, S. Lysenko,
A. Kryshchuk, A. Nicheporuk // Computer Networks: Proceedings of the 21st International Conference, CN 2014, [Brunéw, Poland, June

Herald of Khmelnytskyi national university, Issue2, 2025 (349) 351


https://www.hybrid-analysis.com/faq
https://any.run/features/
https://alvaromartmunoz.medium.com/joe-sandbox-the-best-cloud-based-malware-analysis-service-cf7db35cecd8
https://alvaromartmunoz.medium.com/joe-sandbox-the-best-cloud-based-malware-analysis-service-cf7db35cecd8
https://www.sonicwall.com/threat-report
https://www.sonicwall.com/threat-report

Technical sciences ISSN 2307-5732

23-27,2014] — Cham: Springer Publishing, 2014. — P. 265-276.

13. Aboaoja F. A. Malware detection issues, challenges, and future directions: A survey / F. A. Aboaoja, A. Zainal, F. A. Ghaleb,
B. A.S. Al-Rimy, T. A. E. Eisa, A. A. H. Elnour // Applied Sciences. — 2022. — Vol. 12, No. 17. — Article 8482.

14. Pomorova O. Metamorphic Viruses Detection Technique Based on the Modified Emulators / O. Pomorova, O. Savenko, S.
Lysenko, A. Nicheporuk // Proceedings of the 12th International Conference on ICT in Education, Research, and Industrial Applications
(ICTERI), [June 2016]. — P. 375-383.

15. Algaraleh M. Enhanced Resource Discovery Algorithm for Efficient Grid Computing / M. Alqaraleh // Proceedings of the
3rd International Conference on Applied Artificial Intelligence and Computing (ICAAIC), [June 2024] / IEEE. — P. 925-931.

16. Liu Q. Deep reinforcement learning for load-balancing aware network control in [oT edge systems / Q. Liu, T. Xia, L. Cheng,
M. Van Eijk, T. Ozcelebi, Y. Mao // IEEE Transactions on Parallel and Distributed Systems. — 2021. — Vol. 33, No. 6. — P. 1491-1502.

17. Essien U. E. Cuckoo Sandbox and Process Monitor (Procmon) Performance Evaluation in Large-Scale Malware Detection
and Analysis / U. E. Essien, S. 1. Ele // Technology. — 2024. — Vol. 7, No. 4. — P. 8-26.

18. Vasani V. Comprehensive Analysis of Advanced Techniques and Vital Tools for Detecting Malware Intrusion / V. Vasani,
A. K. Bairwa, S. Joshi, A. Pljonkin, M. Kaur, M. Amoon // Electronics. — 2023. — Vol. 12, No. 17. — Article 4299.

19. Hybrid Analysis [Electronic resource]. — Available at: https://www.hybrid-analysis.com/faq (accessed: 11.02.2025) —
Frequently Asked Questions

20. ANY.RUN: Features [Electronic resource]. — Available at: https:/any.run/features/ (accessed: 11.02.2025) — Analyze
Malware and Phishing in a safe environment

21. Muioz A. Joe Sandbox: The Best Cloud-Based Malware Analysis Service [Electronic resource] / A. Mufloz // Medium. —
Available at: https:/alvaromartmunoz.medium.com/joe-sandbox-the-best-cloud-based-malware-analysis-service-cf7db35cecd8 (accessed:
11.02.2025)

22. Ali M. Agent-based vs agent-less sandbox for dynamic behavioral analysis / M. Ali, S. Shiaeles, M. Papadaki, B. V. Ghita //
Proceedings of the 2018 Global Information Infrastructure and Networking Symposium (GIIS), [October 2018] / IEEE. — P. 1-5.

23. Pal D. Comparative Analysis of Cluster, Utility, Grid and Cloud Computing / D. Pal // SSRN Electronic Journal. — 2021.
—P. 1-10.

24. Latif R. A novel trust management model for edge computing / R. Latif, M. U. Ahmed, S. Tahir, S. Latif, W. Iqbal, A. Ahmad
/| Complex & Intelligent Systems. — 2022. — Vol. 8, No. 1. — P. 469-487.

25. Rehida P. Metod vyiavlennia zlovmysnoi aktyvnosti v infikovanykh prohramakh [Method for detecting malicious activity in
infected programs] / P. Rehida, O. Savenko // Information Technology: Computer Science, Software Engineering and Cyber Security. —
2024. —No. 4. — P. 178-186.

352 Herald of Khmelnytskyi national university, Issue2, 2025 (349)


https://www.hybrid-analysis.com/faq
https://any.run/features/
https://alvaromartmunoz.medium.com/joe-sandbox-the-best-cloud-based-malware-analysis-service-cf7db35cecd8

