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SIMULATION OF A COOPERATIVE CRYPTOGRAPHIC PROTOCOL FOR
CREATING A JOINT SECRET KEY- PERMUTATION OF A SIGNIFICANT
DIMENSION

The significant growth of information volumes, the rapid development of mass communications, telecommunication
networks, the latest tools and means of information technology have led to the increasingly widespread use of image and
video processing technologies. Since video processing is the most general and promising area of image processing in the
latest research and development of such equipment, in this work we will focus our attention on advanced technologies of
masking, encryption-decryption of images and frames of video files, which require the creation of appropriate secret keys
for their joint use by a certain group of users. The paper considers the issues of creating a so-called cooperative protocol
for the negotiation of secret keys-permutations of significant dimension by a group of user parties. Various possible types of
representations of such keys are considered and the advantages and features of their new isomorphic matrix representations
are shown. The need to create such secret keys-permutations is justified to increase the cryptographic stability of matrix
affine-permutation ciphers and other cryptosystems of a new matrix type is justified. The results of modeling the main
procedures of the proposed protocol for the negotiation of keys in the form of isomorphic permutations of significant
dimension are presented, namely, the processes of generating permutation matrices and their matrix exponents. Model
experiments of the protocol as a whole are described and demonstrated, including accelerated methods of matrix raising
permutations to significant powers. For such methods, sets of fixed permutation matrices were used, which are matrix
exponents of the main permutation matrix. Matrices, i.e. permutation keys, and all procedures over them were given and
visualized in their isomorphic representations. The values of fixed matrix exponents correspond to the corresponding weights
of the bits of the binary or other code representation of the selected random numbers. The results of the simulation modeling
of the protocol demonstrated the adequacy and advantages of using isomorphic representations of such permutation keys
and the processes of creating a shared secret permutation key agreed upon by the parties using the proposed protocol.

Keywords: matrix-algebraic model, matrix representations, isomorphic permutation key, cryptogram,
cryptographic transformations, affine-permutation cipher, protocol, matrix-type cryptosystem.

KHYAK BACHJIb

BiHHMIBKHI HAI[IOHATBHUNA TEXHIYHUN YHIBEPCUTET
KPACHJIEHKO BOJIOJUMUP
BinHnnpKHiT HAlliOHANBEHAI arpapHU yHiBEpCHTET
HIKITOBUY JIAHA

BiHHMIBKHI HAI[IOHATBHUNA TEXHIYHUN YHIBEPCUTET

CUMYJIIOBAHHSA KOONMEPATHBHOI'O KPUIITOI'PA®TYHOI'O MTPOTOKOJIY AJIs1 CTBOPEHHS
CIIIVIBHOI'O CEKPETHOTI'O KJIIOYA-TEPECTAHOBKH 3HAYHOI'O BUMIPY

3naune 3pocmanns o06caeié ingopmayii, cmpimkuil po3eumox 3aco6ié Macoeoi KoMyHiKayii, meiekoMyHiKayiuHux mepeoic,
HOBImMHIX 3aco0i8 i 3aco0i6 iHghopmayitiHuXx MexXHON02il 3yMOBUNU 8Ce DINbU WUPOKe BUKOPUCIIAHHS MEXHONI02IN 00pOOKU 300padxceHs |
6i0eo. OcKinbku 06poOKa 6ideo € HAUOINbUWL 3a2ATbHUM | NEPCNEKMUBHUM HANPAMKOM 0OPOOKU 300paxdcetb y HOBIMHIX OOCHIONCEHHAX |
PO3pobKax mako2o 001a0HaHHA, Y Yill pobomi Mu 30cepeduMo y6azy HA NPOSPECUBHUX MEXHONOZIAX MACKYBAHHA, WUDPYBAHHS-
Odewuppysarns 306paxcens i Kaopie sideoaiinie, AKi nompedyOmb CMEOPEHHs GIONOBIOHUX CEKPemHUX Kauie 01 iX CnilbHO20
BUKOPUCIMANHS NEBHOI0 2PYNOI0 KOpucmyeauie. Y cmammi po3ensioaiomvcs Numanis CIMEOPeHHs, MAaK 38aH020, KOONEPAmueHO20
NPOMOKOILY O Y32004CEHHS CEKPEeMHUX KNIOUiB-Nepecmano80K 3HAUHO20 PO3MIPY SPYNOIO KOpUchiyeayie. Posensanymo pisni modcausi munu
npeocmasienb Maxkux Ko4ie i noKasano nepesazu ma 0coOIUBOCHI iX HOBUX 30MOpGHUX MampuyHux npedcmagrenv. OOIpYHMOBAHO
HeOOXIOHICMb CIMBOPEHHS MAKUX CEeKPEMHUX KI0Yi8-nepecmano8ok OJid NiO8UUEHHS KpUNMOoZpa@iuHoi cmitkocmi MampuyHux agiHHo-
nepecmaHo8ouHUX wu@pie ma HWUX KPURMOCUCIEM H06020 Mampuuno2o muny. Hasedeno pesynbmamu moOenio8anHs OCHOSHUX
npoyeoyp 3anponoHO8aHo20 NPOMOKOLY Y3200MCEHHA KNIOUIE Y GU2iA0i i30MOpOHUX Nepecmano8oK Cymmegoi po3MipHOCHi, a came
npoyecia cenepayii mampuyb nepecmaHosox ma ix mampuunux cmenenie. Onucano ma npooOeMOHCHPOBAHO MOOEbHI eKChepUMeHmu
NPOMOKOLY 6 YINOMY, BKIIOUAIOYU NPUCKOPEH] MemoOu NiOHeceHHs Mampuyb Nepecmano8ok 00 3HAYHUX cmenenis. J{na makux memooie
suKopucmosysany Habopu Qikcosanux Mmampuyb nepecmanosox, AKi € OeaKkumu @QIKCoBanuUMU CMeneHamMu 20106HOI mampuyi
nepecmano6ox. Mampuyi, mobmo Kuoui nepecmanosKu, i 6ci npoyedypu HAO HUMU OyU 3a0aHi ma 8i3yanizoeaHi 8 ix i30MOp@HUX
npedcmaenensx. 3nauents Qikcoeanux cmenemie Mampuyi 6ionosioaioms GionoGIOHUM éazam 6imie 06ilIk06020 abo IHU020 K0O0802O
npeocmasients GUOPaHUX eunaoKkosux uucei. Pesynomamu imimayiiino2o mMooenio8anHs nPomMoKoy npooemMoHcmpyeail d0eKeamHicmy i
nepesazi GUKOPUCANHS I30MOPPHUX NPeOCcmasiieHb MAKUX KII04ie nepecmaHo8Ku ma npoyecie cmeopeHHs 3a2aibHo20 CeKpemHuo2o Kioya
nepecmaHoBKu, y3200HCeH020 0ESKOI0 SPYNOI0 CMOpPIH (binbuie 080X) 3a OONOMO2010 3anPONOHOBAHO20 KOONEPAMUBHO20 NPOMOKOIY.

Kniouogi cnosa: mampuuno-ancebpaiuna mooensb, MampuiHi npeocmagienHs, i30MOpGHULL K104 Nepecmano8Ky, Kpunmozpamd,
Kpunmozpaghiuni nepemeopenns, aginHo-nepecmano8oUHUll WUGp, NPoOMoKoL, KpUNMOCUCHeMd MAMPULHO20 MUMNY.
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Introduction

The accelerated development of information technology, artificial intelligence, smart technologies in
medicine, the military, telecommunication networks and systems and in many other areas, including Internet of
Things (IoT) technologies, has made it critically important to protect information from various devices,
especially devices with limited resources. The risk of illegal access to secret or confidential data during the
implementation of data collection, storage and transmission processes is becoming increasingly noticeable and
significant. For example, medical data, and very often it is not only text documents, but a set of images of various
formats, contain confidential information about patients, and therefore, after their leakage or distortion through
interference, they can violate the confidentiality of patients, cause threats, and cause serious harm to the
legitimate rights and interests of patients. Therefore, the basis and key to improving the quality of treatment, to
establishing harmonious relations between the doctor and the patient is an effective and reliable mechanism for
protecting confidentiality. Partly traditional encryption methods can provide some protection of information, but
they cannot balance the protection of special data, for example, images, video files, the analysis and processing
of which by traditional methods are not suitable for intelligent environments, neural network methods and tools,
do not take into account their specifics. Intellectual processing, medical and technical diagnostics, classification,
clustering, segmentation of fragments in images, etc., require increasingly accurate solutions and forecasts.

The significant growth of information volumes, the rapid development of mass communications,
telecommunication networks, the latest tools and means of information technology have led to the increasingly
widespread use of image and video processing technologies. Especially against the background of Russia's armed
aggression against Ukraine, a new era of development of high-precision, highly reliable means of protection and
armament has begun, the effectiveness of which is determined primarily by the state of radio-electronic technical
means, especially communications, and the reliability, stability, and other characteristics of masking algorithms,
encryption of messages of various types and formats. And the effectiveness of solving the tasks assigned to a
radio-electronic means depends on the class and type of signals used, on which the range of action, resolution
according to various parameters, probability of detection, quality of communication, control capabilities,
concealment and coding-encryption depend. Since video processing is the most general and promising area of
image processing in the latest research and development of such equipment, in this work we will focus our
attention on advanced technologies of masking, encryption-decryption of images and frames of video files, which
require the creation of appropriate secret keys for their joint use by a certain group of users.

Overview and analysis of publications

Generalization of known cryptosystems [ 1-7] with scalar-type data formats to the cases of matrix-tensor
formats, emergence and research of a new class of matrix-type cryptosystems (MTCs) [8-11] based on their
matrix-algebraic models (MAM) of cryptographic transformations (CTs) 2D (3D) - arrays, images (Is), which
have a number of significant advantages, contributed to the intensification of MTC, MAM research and the
demonstration of a number of new improvements and applications [11-16]. Hardware implementations of MAMs
have the following advantages: they are easier to display on matrix processors, have extended functionality,
improved crypto-resistance, allow checking the integrity of cryptograms of black and white, color images [12],
and the presence of distortions in them [11], create block ones [13], parametric [13], multi-page [14] models
with their significant stability [15]. Generalized MAMs, matrix affine and affine-permutation ciphers (MAPCs),
their modifications, as can be seen from [8, 10, 13, 16, 17] have been widely studied and used, including in the
creation of blind and other advanced digital signatures in [15, 18, 19].

For cryptographic transformations (CTs) in matrix models of permutations (MM_Ps), with their basic
procedures of matrix multiplication and some other element-by-element modulo operations on matrices, byte
matrices formed from rows, columns, vectors, which in unitary or other codes display symbols, codes, bytes,
must be multiplied by the permutation matrix (PM) [10, 11, 20, 21]. Procedures for rearranging bits, bytes or
their groups are the most common and mandatory for almost all known and newly created algorithms and ciphers.
To increase the entropy of cryptograms images with their CTs based on MM_Ps and change their histograms,
the decomposition of R, G, B components and their bit slices and several matrix keys (MKs) of the PM type are
necessary [10, 11, 14, 20, 21]. A number of such pseudo-random (current, step-by-step, frame-by-frame) MKs,
which would meet the requirements and be quickly generated, is also needed for masking, CT of video files or
stream of blocks from files, images with their significant sizes. Secret key generation protocols for such ciphers
were partially considered in works [22-24], including in works [22, 23] some matrix modifications of known key
agreement protocols were proposed.

Formulation of the problem

From the above, we can conclude that for MAM it is necessary to form a series-stream of MKs of the
PMs type, and precisely those that, along with the main MK key, would satisfy the set of necessary requirements.
The issue of creating a general-type master MK (MMK) was considered in [25, 26], but not MK of the PM type,
and moreover, not sequences of PMs. Methods for generating a stream of MK -permutations from the main MK
(MMK) were partially considered in [27], but only for small-sized bit MKs (256*256) and did not concern the
creation of a common one for several (three or more!) user parties. Therefore, the purpose of the work is to
propose, highlight and study precisely the joint (cooperative) protocol for agreeing on a secret (main) MK in the
form of a large-sized PM, i.e. the main PM (MPM), which is needed to improve and adapt the type and structure
of MPMs of such or even larger sizes to the image format and accelerated high-speed hardware implementations

Herald of Khmelnytskyi national university, Issuel, 2025 (347) 281



Technical sciences ISSN 2307-5732

of the protocol and cryptographic transformation procedures based on such a key. It is necessary to model this
protocol and show in the future the prospects for using such an MPM key for the processes of forming a PM
string-stream with a significant length from it, which are required by progressive MAMs CTs in MT systems. In
addition, the above review and analysis of publications allows us to identify several more important tasks, namely
the need to develop and model such MAMs STs, that would be best suited for their implementation based on
vector-matrix or matrix-matrix multipliers, multi-functional devices of matrix multi-valued logic [28], multiport
architectures of neural-net associative memory [29], advanced high-performance sensor systems [30] with
MIMO structure and reconfigurable universal logical elements [31], that significantly parallelize the
computational processes of cryptographic transformations, and the need to determine, taking into account
estimates and criteria, the characteristics and indicators of such models and their implementations for comparison
with other known approaches.
Presentation of the main material and research results

In works [11, 13, 14, 15] it is shown that to increase the cryptographic strength of cryptographic
transformations based on matrix affine permutation ciphers (MAPCs) or vector affine permutation ciphers
(VAPCs), their blocked or paged modifications, especially for blocked MAMs, it is advisable for some types of
text-graphic documents (TGDs) and images (I) to use a series-stream of PM-type MKs, which are generated in
the encryption-decryption processes from one main MK (MMK) and are dynamic and change for each
subsequent block or video frame, and to increase the dimension of the permutation keys. At the same time, the
review and analysis of matrix-type ciphers, especially multifunctional parametric block ciphers [10], showed
that for large-scale permutation keys it is better and more expedient to use isomorphism of different
representations of permutations (matrices or vectors), which play the role of the master key (MMK) and block
(and/or) step-by-step, iterative sub keys (SKs). All these keys are similar to permutation matrices PM (the main
permutation matrix MMP or its functional transformation, for example, the matrix exponents of the main one!)
or vectors that are isomorphic to these matrices and correspond to more traditional mappings of general
permutations. And therefore, an important task is to create protocols for agreeing on a secret large-scale MMK
of the PM-type in its isomorphic representation by matrices, and especially in a situation where such a secret key
must be created immediately for a group of users who are subjects of the processes of classified communication
and data transmission.

Without wishing to discuss them exhaustively, we will give a brief introduction to the main
cryptographic key establishment methods. We will begin with the Diffie-Hellman protocol, which we consider
the starting point for subsequent protocols. Diffie-Hellman (DH) key exchange [32] works over a ring Z), with
large order p. The module p and the generator g, which is primitive root in Zj, are publicly shared. Alice chooses

randomly an exponent integer X, and computes k , = g*@ mod p which she sends to Bob. Similarly, Bob
obtains and responds to Alice with k;, = g*P mod p. Then each of them performs exponentiation using the
received number as incoming, such that Alice’s computes (g*? mod p)*@ modp = g*»*a mod p and Bob’s
computes (g*e mod p)*» mod p = g*+*» mod p (see Fig. 1). Both numbers are equal because modular
exponentiation follows the normal rules of ordinary exponentiation. The eavesdropper, Eve, would try to recover
g from (g, G, g%, gP). The Diffie-Hellman algorithm is defined by F(g, G, g% g°) = g*°. We say thata
group G with large order p satisfies the Computational Diffie-Hellman (CDH) assumption if no efficient
algorithm exists to compute F(g, G, g% gb) = g [33].

Alice Bob

La

g“* mod p

iKbu = (g“*)*" mod p

g*" mod p

Koy = (g"")" mod p:

Fig.1. Diffie-Hellman protocol

Closely related to the Computational Diffie-Hellman (CDH) assumption is the Discrete Logarithm
Problem (DLP) which is defined as recovering x given g and g* mod p.

Now we will try to generalize this well-known protocol to a group of four parties who wish to create a
shared secret key for further use to encrypt and decrypt confidential data and transmit it in their communications
over open communication channels.

Let us first consider a simplified scheme of a cooperative protocol that creates a scalar key of small size
for four parties who want to have such a secret shared key. Fig. 2. shows the essence of such a protocol, which
consists in the fact that the parties, having a public base, namely the number "601", and a modulus "257", choose
their secret, randomly chosen numbers and known only separately to each party, for example, the numbers "2,
5, 3,4", respectively, raise the base to these exponents by modulus and transmit the remainders they found along
the agreed chain to their neighbors. With the numbers received from their neighbors, see Fig. 2, the line of
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numbers "92, 116, 37, 69", each party in the second step and the following repeats the actions similar to the first
step. As can be seen from the scheme, in the fourth step all parties will receive the same key, namely the number
"121". The results of modeling the cooperative protocol for the three-party case, but for creating a secret shared
permutation key (matrix), i.e. of a different type, are shown in Fig. 4. For clarity and ease of visualization, here
we show the essence of the functioning of such a protocol, only as an example, for permutation keys of small
size, namely (7*7). For a better perception and understanding of the following material, we will consider the
essence of isomorphism and variants of isomorphic representations of keys-permutations. It is especially
important to choose the most optimal isomorphic representation of this type of keys with significant sizes,
especially taking into account the data formats for cryptographic transformations and the computational
procedures necessary for implementing the protocol. Fig. 3 shows that the permutation in the traditional vector
form (row 2 on the left) uniquely corresponds to the matrix P_b, and accordingly its matrix exponents (column
of numbers 2, 3, 4....16) correspond to vector representations in the form of rows (their set is on the right).

A B = D E F
2
3 Key My6niuni OcHosa Mopagyne
4 601 257
=
6 Key_prot CexkpeTHi |Ocobuceri | MaTtpmnyn| Cranap, Matpwui
7 | CrtopoHm a 6 c a8
8 Xa X6 Xc Xa
=]
10 1 kpok 116 37 69 92
11 1-nepegava 92 116 37 69
12
13 |2 xpok 240 235
14 2-nepegava 235 84
15
16 3 KpoOK 227 68 62
17 | 3-nepepa4a 227 68 62
18
19 4 kpok 121 121 121 121
20 |4-nepepgaya
Fig. 2. A simplified scheme of a cooperative protocol for creating a shared secret scalar key
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Fig. 3. Examples of isomorphic representations of key-permutations

The basic permutation matrix P is shown in Fig. 4 on the right in the first row and formatted in green.
The first row, corresponding to the first procedural step, also shows three permutation matrices created by the
three parties, namely: (Alisa, Bob, David). They are created by raising the public permutation matrix P to some
exponent, i.e. to the corresponding random secret numbers chosen by them: (3, 6, 2). The parties exchange the
resulting matrices in a specified direction, for example, cyclically to the right in the first step. Over the resulting
matrices, each party in the following steps again performs similar calculations and procedures, using the same
secret numbers. As can be seen, in the third step all three parties will receive identical permutation matrices Key,
which are formatted in green in the bottom row. That is, they will essentially receive one and the same key (Key),
which is also essentially a permutation matrix. The proposed principle allows the protocol to be generalized to
the required and larger number of parties involved in such a cooperative protocol. The parties cannot know about
the secret power numbers of the other parties, but this does not prevent them from forming the necessary common
secret key in the form of a permutation matrix. To find the key, the attacker must intercept all matrices transmitted
by all parties, at all steps, and therefore, with sufficiently large permutation matrices and sufficiently large secret
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numbers (exponents), this significantly complicates his attack and unauthorized access. In addition, if the
sequence of serial numbers of the parties participating in the protocol in the chain of step-by-step mutual transfers
is kept secret, then this also complicates possible attacks. And such a sequence can be additionally agreed upon
by the parties, although in the generally accepted version of the protocol it can be completely public.

7 2 {=MYMHOM(Y17:AE23;PA:V10)]

CDEFGHTIJEKELMNOPQRS TUWVWXY ZAAWMBACADAEAFAGAHAT Al AKALANANAC

Alisa 3 Bob 6 David 2 0123456
o0 00 0 0 1 000 1000 00 00 10 0 oyo)ifofolo]ofo
ol oo 0o 0 1L 0 1 000 0 0 0 o oo 0o 0o 0 1 Ijojfofojo) 100
o100 0 0 0 o o0 0 0 1 0 1 00 0o 0 0 O 2lof{ofo]1|0l00
[Csted |0 000100 o001 o0 o oo o 100000 3[I[Of0f0f0j0f0
00 100 0 0 010 0 00 0 00 00010 410)10[ 00 0]0f1
1 0 00 0 0 0 o o0 0 0 0 1 ¢ ol0o 1 0 0 D sSlofof1]o|o00
o o0 1 0 0 0 o 00 0 1L 0 0 ¢ 0 100 0 D el of of o] 0| 0] 1] O
pr3 PrE pr2 p
fvranosra-seLo,aHa-an] pavmtosca-mioGam| kb aHa-an10,AH-00] [ Permutstion Matix |
||pﬂz|n3| [PA3}ng ||pﬂa|az|
o0 0 100 0 00 0 00 10 00 10000 o0 00 0 0 1
100000 0 00 10000 0001000 o0 000 10
o0 0 0 0 1 O 0000 10 0 o0 0 00 0 1 01000 0 0
00 1 00 0 0 00 0 000 1 o0 o000 10 o0 00 10 0
010000 0 000 1000 1 0 0 000 0 00 1L 000 0
o0 000 0 1 010 0 00 0 00 00 100 100000 0
o0 00 10 0 100 0 00 0 0 1 0 0000 o0 0 10 0 0
PAE P LE IYMHORI[Y 17-8E23; ¥ 17-AF;

I-g
=

o 1 00 0 0 O o 1 0 0 0 O 0 o 1 0 0 0 0 0
o0 0 1 0 0 o0 0 0 1 0 0 o0 0 0 1 0 0
o0 0 1 0 0 0 o0 0 1 000 o0 0 1 000D
100000 D 1 0 0 0 0 0 0 1000000
o0 0 0 0 1 o0 0 0 0 0 1 o0 0 0 0 0 1
oo 1 0 0 0 0 o0 1 0 0 O 0 o0 1 0 0 0 0
o0 00 0 1 0 o0 00 0 1 0 o000 0 10

Key Key Key
Alisa 3 Bob [ David 2

Fig. 4. A simplified scheme of a cooperative protocol for creating a shared secret scalar key

Unlike the protocols in [25, 26], in [34] the so-called cooperative protocol was considered, but it
concerned the creation-agreement of MK of the image type (MK _Im-type), and in this work we are interested in
the protocol for the case of creating MK of the type of permutation matrices (MK_P-type) or simply traditional
permutations P. From the above in the introduction and statement of the tasks, it becomes clear that generating
a series of permutation keys (type MK _P) obtained from the main key of the matrix (MMK_P) with significantly
increased dimensions, i.e. large-sized, successfully solves the problem of cryptographic stability. Therefore, in
the future, we will consider the protocol for agreeing on a large-sized secret master key (type MK P), and
specifically a cooperative one, i.e. for a group of participants, since the solution of this task is relevant and
important. The results of modeling and research of the cryptographic cooperative protocol for agreeing on a
shared secret MK P for matrix-algebraic CT models based on the application of new isomorphic representations
of MK P and analysis of protocol procedures will be presented below.

Let us consider a situation, where the file body, any set of data bytes, subject to the encryption process
is divided into blocks of significant size, where the length of the blocks is 256*256 bytes. Each of such blocks
can therefore be represented as a matrix of a black-and-white image. Suppose it is necessary to rearrange all the
bytes of the block according to the permutation matrix, i.e. to the MK_P type. In this case, MK P in the form
generally accepted for permutations should be a vector with N components, each of which is some single (without
repetitions) number from the range 0-65535 or a square of N*N elements ("0" or "1"), where N=2"16=65536.
The power of the set of possible such MK _P, i.e. their number, is estimated as N! = 65536! which gives colossal
values for this N. Let us note an interesting aspect, namely, that each byte address of a block can be represented
by two bytes indicating two coordinates (row and column) of the block. This gives us the opportunity to represent
any permutation by two blocks (256*256 elements) of bytes, setting in each identical address of these blocks the
corresponding high byte (in the first block) and low byte (in the second block) of the new corresponding
coordinate of the byte address that is selected for permutation and is given by MK_P.

Fig. 5 shows the appearance of the software module in Mathcad for generating the basic (main) MK_P
(MMK _P) and the appearance of its components KeyA and KeyB in the format of two images. Thus, any MK_P
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can be uniquely represented by two matrices of size 256*256, the elements of which take values in the range 0-
255, with the peculiarity that each of their 256 intensity gradations in each of these two matrices (images) is
repeated exactly 256 times. The histograms of the MK P components KeyA and KeyB have the form of
horizontal lines. Note that such an isomorphic representation of the PM in the form of two images gives us the
opportunity to use these components KeyA and KeyB as two secret MKs of a general type, for example, as
additive and multiplicative keys in MAPC or other MAMs.

In paper [27], the results of modeling the cipher-text of an image (Im) using MAPC using the proposed
key and its components as keys are presented. It shows the matrices of the explicit image (Im), its cryptogram
(Cmap), verified and difference images, their histograms, the comparative appearance of which and the entropy-
histogram analysis confirm the prospects of using the proposed cipher based on the generated Key. These
experiments confirmed, that the CT MAPC with the existing 2 components of the PM give high-quality
cryptograms, whose histograms are so close to the uniform distribution law that even for image (Im) with an
entropy of 0.738, the entropy of cryptograms going all the way up 7.999 and differs from the theoretical
maximum (8 bits) by just a fraction of a percent.

ACN:= |for q=0.1

for i=0..255

for 1=0.255

N0

for je0.255
A «floor(rnd 256))
while Ny =1

A «floor(rnd236))

Nyel
AjjjeA

AA KevA KevB

Fig. 5. Mathcad window: Software module for generating the base (main) MK_P and the appearance of its two components, KeyA
and KeyB, in the format of two black-and-white images

The results of the simulation of the MAPC and multi-step MAPC [27] for different cases, when the
components of affine transformations are first performed in a different sequence and with different or one MK
from the PM, and then permutation using the PM, or vice versa, also proved similar qualitative CTs, when
applying the proposed representations of the PM. But for all modifications of the MAM with such permutation
matrices PMs, the power of the set of which is estimated by a significant value N! = (256*256)! , the primary
issue is the agreement on the shared secret master permutation matrix MPM.

For simulation modeling of the cooperative protocol and all its step-by-step procedures, we used a
software module we created, which implements the procedure of iterative permutations in MK _P, isomorphic to
raising the permutation matrix to the desired exponent, and is shown in Fig. 6 (copies from the Mathcad window).
Ax_P(Alisa_x) = |p« 0
S  KevA

while p < Alisa_x
S« | for ic0.255
for j=0.255

Wije S, .
L Ke}AKe}'Ai j,KeyBi j’Ke-‘BKeyAi j,k'eyBi ;

w
p—p+1
8

Bx_P(Alisa x) = |[p« 0
S «— KevB
while p < Alisa_x
S« | for i=0.255
for j=0.255
Wl] < SKe}_AKe}'A. .. KevB. .’Ke-‘-BKeyA. ..KeyB, .
i,] i.j i.j i.j
W
pep+l

S

Fig. 6. Software modules (from Mathcad) reflecting the procedure of iterative permutations in MP, isomorphic to raising the MP
to the desired exponent by side x
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Isomorphic representation of large-sized bit permutation matrices by halftone image matrices, which
coincide in format with blocks of files or any data being encrypted, facilitates and accelerates the process of
raising permutation matrices MK P (N*N binary, where N=2"16), replaces the matrix multiplication operation
with equivalent fast permutations, which can additionally be even more accelerated at significant exponents by
using some basic set of fixed (fixed powers of MMK P) and their specific sequence. The adequacy and
advantages of such accelerated algorithms for isomorphic formation of exponents of matrix permutations were
verified by simulations, which, taking into account the limitations, are not given here, but have already been
partially covered in [27]. To do this, bit matrices raised to a matrix exponent, after converting them into
isomorphic form, were compared with matrices obtained by various iterative or accelerated permutation methods.

The simulation results of the cooperative protocol for the three-party case are shown in Fig. 7-8. The
protocol is implemented as follows. Each of the parties x, y, z (Alisa, Bob, David) chooses as a basis a common
MK P, isomorphically represented by its components (KeyA, KeyB) and a path of successive transmissions of
the intermediate MK _Ps formed by them at each step, which are formed as exponents of the basis depending on
the selected secret identifiers-numbers: Alisa x, Bob_y, David z using the permutation software modules
described and shown in Fig. 7-8. Each of the parties in the first step raises the GMK P isomorphically to its
chosen secret exponent, which is usually in practice a fairly large pseudo-random number of the order of typical
values used today in cryptography to significantly increase the complexity of calculations in brute force attacks
on one-way functions. After that, each party sends the new MK P to the other party along the selected
transmission path. Then, in the following steps, the parties similarly raise the new MK _Ps they receive to their
same random secret exponents and transmit the resulting permutations (images) along the path again. The
generated secret key MK P (two matrices of size 256x256 bytes) is transmitted by each side to its neighbors
along the path, and then the received MK P are again raised to the appropriate exponents, as shown in Fig. 7-8.
All protocol actions are performed with the isomorphic form of MK P, not with scalars.

Ao P Bk 3 - Ay P D ) = [p— @

By P Alea_x =

(T

a_nep) wry_IP| Alixn_scp yur_P" Bak_ycp By PiBab e Sy P D _sep.

a
Fig. 7. Fragments from Mathcad for modeling the protocol of forming a shared secret MK_P by three parties: modules for
permutations, type of keys
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Fig. 8. Mathcad window with identical secret keys MK_Ps formed by three sides in their isomorphic form of two components
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The parties do not know the identifiers (powers) of the other parties, but the secret MK P
(isomorphically represented as two images) key they obtain is identical for all group participants. Thus, the result
of the protocol is identical keys, a secret MK P, whose equality is evident (Fig. 8) and ensured for all n parties
without knowing each other's identifiers. The correctness of the protocol's operation is confirmed by the
simulation results in Mathcad. An analysis of resilience, considering the complexity of the set of large-
dimensional MK Ps generated by this protocol, showed the impossibility of attacks, as for N=2"16, this
complexity is estimated to be (2"16)!.

According to the protocol, large-sized permutation matrices must be multiplied many times, i.e.,
brought to a power, depending on the value (quite large!) of the degrees-identifiers of the parties. And these
degrees to which the parties raise these isomorphically represented MPs must be sufficiently significant to ensure
the necessary crypto-resistance against attacks. Therefore, taking into account the necessity and expediency of
using the above-mentioned accelerated methods of matrix exponentiation, an adequate isomorphic
transformation of this procedure into a certain sequence of fixed permutations is shown. Depending on the code
in which the degree value is given, the corresponding permutations are selected from the formed set of fixed
MPs, the degrees of which correspond to the corresponding weights of the bits of the binary or other code
representation of the random numbers chosen by the parties. The results of these simulations, the corresponding
formulas, procedures and key fragments, taking into account the limitations on the size of the article and the fact
that the results are completely similar, but not for the cooperative protocol, have already been given in works
[35, 36], we do not consider them here. A comparison of the elements of the obtained matrices confirmed their
complete correspondence and equality. Using the developed functional parametric models of CT using a secret
MK P (PM), consistent with the proposed protocol given above, the correctness of their synthesis and the
adequacy of the models using direct and inverse CT images were verified. The results obtained by modeling in
Mathcad confirm the correctness of the protocol. Although the initial MPM is known to all parties, the protocol
allows, without knowing the secret exponents chosen by the parties, to form a secret key, PM in a similar
isomorphic form in a time proportional to the number of fixed permutations. In addition, the stability analysis
taking into account the power of the set of the corresponding PM of significant sizes formed by this protocol
showed the impossibility of carrying out attacks due to the huge set of possible MPs, which is estimated by the
value (2°16)!

Note that to combat the attacker's attack, in which he will be able to intercept all the permutations
transmitted by the parties in their isomorphic representations in the form of images, at all steps, and due to the
publicity of the basic (main) permutation to solve the problem of finding the secret exponents of all parties,
several approaches can be proposed. We will consider them in the following works. Here we will indicate only
one simple method of combating, which consists in the fact that the parties close the data before transmitting it
(encrypt it with a permutation) and open it with it when receiving the data for subsequent calculations. And as a
key for this, they use, for example, the permutation key that was obtained by the protocol in the previous session.

Conclusions

A protocol for agreeing on a common cooperative secret key in the form of isomorphic representations
of a permutation matrix of significant dimensions has been proposed, its modeling has been performed, and
model experiments have been conducted, which have been presented and confirm the adequacy of the
functioning of the models and the proposed protocol, methods for generating a series of PMs, the adequacy of
algorithmic steps and methods for forming intermediate and final MK_Ps. The models are simple, convenient,
adapted to various formats and color images, are better displayed and can be implemented by matrix processors,
have high efficiency, stability, and speed. The algorithms for accelerated elevations in significant degrees of
permutation matrices with preservation of their isomorphic representations have been tested, and their
advantages have been shown.
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